Digitalna forenzika

Andrej Brodnik



Celicni (mobilni) telefoni.

* razlicne tehnologije prenosa podatkov
e vCasih predvsem telefoni, danes predvsem racunalniki

* bogat vir osebnih podatkov
e zgodovina klicev (prihodnih, odhodnih in zgreSenih)
 zgodovina sporocCil SMS in MMS (prihodnih in odhodnih)
» zgodovina podatkov o mestu nahajanja

slike, dnevniki, koledariji, ...

dostopi do spletnih omrezij — skratka takorekoc vsi podatki, ki se nahajajo
tudi na obicajnih racunalnikih



Podatki na celichem telefonu

* Primer (POCKET-DIAL M FOR MURDER):

Storilec je imel v Zepu telefon, ki je poklical Zenin telefon med tem, ko je moril
Zrtev. Na Zenini strani se je sprozila zapisovalna naprava (tajnica), ki je vse
skupaj posnela.

* telefoni postajajo sposobnejsi, ker vsebujejo vec V/I naprav
* merilci temperature
e pospeskometri
* bralniki kreditnih kartic

e uporaba enot je neizmerna; npr. pri doloCeni temperaturi se sprozi akcija

* telefoni so postali celoviti vgrajeni sistemi (embedded systems)



Forenzika mobilnih naprav.

* naprave imajo sposobnejse operacijske sisteme
* Android
* iPhone
* Blackberry
* Windows Mobile

* in starejSe operacijske sistem (SYMBIAN, ...)



Forenzika mobilnih naprav

* naprave so po definiciji omrezne naprave
* GPRS, CDMA, UMTS, ...
* |[EEE 802.11
* |EEE 802.15 (Bluetooth)
* infrardec¢a komunikacija

* dostop do naprave lahko unici ali spremeni dokazno gradivo



Forenzika mobilnih naprav

» podatki so obicajno hranjeni v pomnilniskih medijih
* ki jih ni mocC brisati, ampak prepisati
» zaradi omejenega Stevil zapisovanj zapisovalni algoritmi razprsijo podatke po
mediju
* zato lahko pridobimo precej podatkov, za katere izgleda, kot da so izbrisani



Forenzika mobilnih naprav

e zajem podatkov iz naprav
* obicajno preko podatkovnega kabla
e potrebno poznavanje protokola
 vCasih je potreben neposreden zajem iz pomnilnistega medija
* neposredno branje iz Cipa



Forenzika mobilnih naprav

* naprave sestoje iz dveh delov

* naprave kot taksne
* SIM kartice

* naprava ima enoli¢en
identifikator IMEI (Internation
Mobile Equipment Identity)

Andrej




Forenzika mobilnih naprav

e SIM kartice so racunalniki
* CPU, ROM, RAM

* vsebujejo ICC-ID (Integrated Circuit Card Identifier):
 MCC (mobile country code),
* MNC (mobile network code),
* serijsko Stevilko kartice
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SIM kartice
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Podatki o in na napravi.

* na napravi —odvisno od tipa naprave:
e osnovni telefon
e pametni telefon

* kje se Se nahajajo podatki:
e uporabnikov racunalnik
 operater
* SIM kartica

* na napravi so shranjeni vsaj:
* naslovi
 prejeti, oddani in zgreseni klici
* prejeti in oddani SMS



SMS kot dokazno gradivo

* celovita informacija: kdaj poslano/prejeto od koga in vsebina

* ni podatka, kdaj prvic prebrano!
primer vpogleda z orodjem BitPim (http://www.bitpim.org/)

_ . BitPim
File Edit Data View Debug Help

B8 H| 2O, | =] ?

3 BitPim Historical Data Status:
[T] E Phone [Curent Data
PhoneBook
§ e From [Date [Subject I From:  HCelcell
Gy Calendar H Cell(cell) 2008-11-27 15:47:49  <None> Callback #:
@ Memo CHRISD(cell) 2008-07-25 13:50:30  <None> Subject:  <None>
Todo H Cell{cell) 2008-12-20 00:23:17  <None> Date: 2008-12-08 00:25:23
= ﬁ M H Cell{cell) 2008-12-14 16:23:34¢  <None> Priority:  Normal
7 A CHRISD(cell) 2008-12-05 22:06:32  <None> Read: [V
=] Inbox H Cell(cell) 2008-11-27 23:49:57  <None> e
[/;J Sent CHRISD(cell) 2008-12-07 18:13:20  <None>
E! Saved CHRISD(cell) 2008-12-15 13:22:04  <None>
i e Eoghan(cell) 2008-12-08 15:56:46  <None>
& Q Call History JOHNNY(cel)  2008-12-01 23:52:20  <None> [ Memo
B Play List H Cell{cell) 2008-12-08 00 123 <None> (GO STEELERS.
m 19 Editor CHRISD(cell) 2008-12-07 18:14:30  <None>
D l6a H Cell{cell) 2008-11-26 20:30:47  <None>
CHRISD{cell) 2008-10-08 20:17:31  <None>
JaY(home) 2008-09-15 01:24:55  <None>
Justin{cell) 2008-12-09 16:44:34¢  <None>
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Slikovno gradivo

e pametni telefoni imajo kamero

* slikovno gradivo v EXIF zapisu (obic¢ajno)
primer vpogleda v Windows Mobile napravo z orodjem XRY (http://www.msab.com/)

@ @ Pictures
. Pictures stored on the device or on removable media (534 items)
Pictures
Picture Name Size MetaData Path Created

g EquipMake: T-Mobile Dash
EquipModel: T-Mobile Dash

Videos XResolution: 72

- IMAGE_002jpg  155.85kB  YResolution: 72 \My Documents\My Pictures\  4/22/2009 8:47:24 PM (UT

ResolutionUnit: 2
DateTime: 2009:04:22 16:47:2

=) ExifDTOrig: 2009:04:22 16:47;
Crif\fars AQ EN AN AO 1
EquipMake: T-Mobile Dash

Sl EquipModel: T-Mobile Dash
XResolution: 72

- IMAGE_001jpg  390.44kB  YResolution: 72 \My Documents\My Pictures\  4/22/2009 8:46:24 PM (UT

D ResolutionUnit: 2

DateTime: 2009:04:22 16:46:2
Documents ExifDTOrig: 2009:04:22 16:4‘;

i\ e AA A AA AN
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Dostop do medmreznih storitev

* mobilne naprave omogocajo dostop do spleta
* pogosto uporabnik na njih hrani gesla

obstaja zgodovina dostopov

zabelezke zadnjih dostopov

* mobilne naprava omogocajo branje poste
 gesla za dostop do nabiralnikov
 zadnje prejete / poslane posiljke

 druge aplikacije in njihovi podatki



Dostop do medmreznih storitev

e primer podatkov na iPhone

F:\tools>sqglite3.exe “iPhone2\Keychains\keychain-2.db"”
SQLite version 3.6.16

Enter “.help” for instructions

Enter SQL statements terminated with a “;”

sqlite> select labl,acct,svce from genp;
eric.rooster@yahoo.com|Yahoo-token

erooster@live.com
erikroost@hotmail.com|

therooster@hotmail.com|
therooster@hotmail.com|com.apple.itunesstored.keychain
erooster | MMODBracketsAccount |

LumosityBrainTrainer |erooster|LumosityBrainTrainer




Geografski podatki

* hrani se lahko zgodovina prehodov med baznimi postajami
* GPS naprave lahko hranijo natancne koordinate

™ 3 ®
3 . Redand y
Craries Whndgn, Woods g, G Camyo
cr
Hollywood Vista
Park Q.g
Thousand ® Hil Cox
Caks % 2
a. o) ach
Hill Counttry Oak Haliow Y Q, Lookos Re
L Vilkage 2 %ﬁ
wrchel SA James P o
states P Place (;j’"
hecona Twin-Oak "
cellsplst _ cellslocalpbst | AP Wetmore o A
0 fomt A
00000000 bplist000 .. 310,410,0xd2f4,0=xSd 310.410,0xd6d7.0x5f679%a 3 % Park
00000040 a_ 310.410,0xd6d6,0xSf77cab_ 72,+29.45722227,-98.40765818, 3000. “arcrest O RN e
00000080 0O00DD00.1.292615673 943_ 72.+29.46634890.-98.48997465.3000. 000000 (35
oooooocCo .1.292743253.725_ 72.+29.60880503.~-98.50287208, 3000°%Q0000.1., 293 ﬁf"r:;":“‘;
00000100 631065.500 &a~10l Airports
Castle HinsNwn"™ A7
a‘“‘v Windcres:
o Pk
Camedot |
@
Heghts Whstire Teerell it

Terrell Hils
Edison 9
. RO F
Morte Vst B/ ;ﬁt":u) ot Sam

=3 10 Kirby
A = |
Andrej Brodnik: Digitalna forenzika



Geografski podatki

* slike lahko hranijo podatke

o tem kdaj in kje so bile

posnete File Edit View Tools Options Help
e prim EXIF format D el 20 8 14 ¥
p Dir Length = 0x000B

[Make ] = "HIC™
[Model ] = "T-Mobile G1"
[Orientation ] = Row 0: top, Col 0: left
[XResolution ] = 72/1

EXIF GPSIFD @ Absolute 0x0000020A
Dir Length = 0x000B
[GPSVersionID ] = 2.2.0.0
[GPSLatitudeRef ] = "N"
[GPSLatitude ] = 39 deg 19' 0.000"
[GPSLongitudeRef ] = O

EXIF SubIFD @ Absolute 0x000000FE
Dir Length = 0x000C
[ExifVersion ] = 02.20
[DateTineOriginal ] = "2009:05:30 14:42:38"
[DateTimeDigitized ] = "2009:05:30 14:42:38"
[ComponentsConfiguration ] =[YCbCk.]
[FlashPixVersion ] = 01.00
[ColoxSpace ] = sRGB
[ExifInageWidth ] = 1536

<
Image (RGB, DC) @ 12.5% (1/8)
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Drugi podatki

* koledar, zapiski, ...

L_j Messages (3]
8- Contacts [4)

L] SMS (3)

C] AutoText (1 08]
| C o 4]
| Memos [EI]

» Phone Call Logs (0)
[ Tasks(0)

&P Phone Hotlist (0)
*J PIN (D)

MMS (0)

Saved Email Messages [

5\

[ [ AMessages T 8:Contacts T LJ SMS T LAautoT ext T@Calendat I »_\L]t-‘ <>

SR SR=E

Subject “ Start End a

Meeting 2 12/31/2008 3:00:00 PM 12/31/2008 4:00:00 PM
Meeting 12/19/2008 12/20/2008

Meeting 12/15/2008 6:00:00 PM 12/15/2008 3:00:00 PM
Meeting 6 12/13/2008 2:00:00 PM 12/13/2008 3:00:00 PM

|

[ H Save As... Fields to export " Jone event - one ¢

Export [destination)

is Browser Bookmarks (1) '»: PDF (Adobe Acrobat) * * DBF (dBase) [ HJT (TreePad)

& Browser Urls 1) BRI IEAT R S ©“KNT (KeyNote)

1l Pictures (0) HTML " XLS [MS Excel) - LIT (MS Reader)
) Ringtones (0] b ﬁ.TE hemiee gl SETML L 40l Glocketerot)
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Napadi na mobilne naprave

* napadelec nalozi svojo kodo na napravo

* preko omrezja

* uporabnik nalozi aplikacijo, ki sicer izgleda uporabna in prijazna
(http://www.theregister .co.uk/2010/01/11/android_phishing_app/)

* aplikacija pobira gesla, ...

* omogoci dostop napadalcu do bancnih racunov ...
* glej MobileSpy (http://www.mobile-spy.com/)

VU -

< View SMS Logs
9 View Call Logs
2 View GPS Logs
% View URL Logs
9 Logs Summary
% CSV Format

% Search Logs

% Clear All Logs

% Change Password

% User Settings

% Logoff Account
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SMS LOGS MOBILE SPY

SMS Messages Sent and Received

Showing 1 - 3 of 3 records

@ Download CSV | Show All | Outgoing | Incoming

TIME SENDER RECEIVER DIRECTION TEXT MESSAGE
{_ 2?;?53};27 12036452774 "gz%?c':d Incoming |Delivered!

(G| 22100807 | ered [ assaszrs| o [jaar e Avaens
{_ 2‘1’;?3:12'35 mo:f‘i’c':d 2036452774 | Outgoing |Meet me in 2 at the usual
Select All Deselect All  Delete Pagelof1l <« < > | | »




Napadi na mobilne naprave



Misli Sirse

e dodatni podatki:
e uporabnikov racunalnik
» operater: klicni center in bazne postaje

* naprave, o katerih uporabnik nekaj ve (tranzitivnost)



Rokovanje z napravo.

* naprava se lahko brezzicno poveze s svetom

* onemogociti
e umakniti napajanje
 drugi nacini

Discovery of mobile device

Is mobile device on?

Document what is on screen

No

v

No

y

Leave device on? %
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Complete evidence |_ |

intake process

Isolate Device from Network J‘

Collect all cables,
user documentation,

sync with device




Rokovanje z napravo

* umakniti pomnilniske module
e pomnilniski moduli so vedno manijsi

* obicCajno FAT datotecni sistem
* iPhone: APFS, Android: Linux zasnova

* sicer obicajni postopki (podpis, dnevnik, ...)
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PridObivanje podatkov.

* razli¢ni nacini dostopa pri razlicnih modelih
* nima vsaka naprava USB vodila
* primeri:
* preko uporabniskega vmesnika
preko komunikacijskih vrat
notranjega vodila (Nokia F-BUS, Flash BUS)
preko JTAG (Joint Test Action Group) vmesnika
preko neposrednega dostopa do Cipa



PridObivanje podatkov

* nekatere naprave omogocajo agentni dostop

* ko se naprava zazene, se nalozi nas agent, ki prevzame nadzor nad napravo
(iPhone)

» v€asih lahko prekinemo nalaganje programja in vsilimo naso kodo kot
nadaljnje nalaganje

* proizvajalci nudijo programje za arhiviranje podatkov, ki omogoca
tudi dostop do zbrisanih in ostalih podatkov



Primeri

* primer analize shranjenih podatkov z arhivom z orodjem XACT

(Motorolina naprava)

_@ My Phone

Phone Memory

Total Files: 11 Files Name [ Fie size [ Type

Total Size: 803 KB Dec03_0004.jog 8 KB Image
(B peco3_0005 jpg 8KB Image
Lets Meet.gif 18 KB Image
[E]peco3_0001.pg 8KB Image
Running Late.gif 23KB Image
I Love You.gif 28 KB Image
[E]peco3_oo02.pg 10K8 Image
[E5]peco3_0003.jpg 8 KB Image
F5{ Dec03_0002.3gp 255 KB Video

& My Computer

2

&|u_____u_____.__Jldl

C:\Program Files\Motorola\Media Downloader\Picture¢|§c

Total Files: 11 Files Name | Fie Size
Total Size: 803 KB EDecO3_0001.3gp 186 KB Video
Dec03_0001.jpg 8KB Image
£ Dec03_0002. 3gp 255 KB Video
- |[E§]peco3_oooz.jp 10 KB Image
Fsi Dec02_0003. 3gp 257 KB Video
[E]peco3_0003 jpg 8KB Image
[E5]peco3_ooo4.jp. 3KB Image
[B]peco3_o00s jpg 8KB Image
[B5]1 Love You.gif 28 KB Image
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Primeri ...

* naprava, ki je delno uni¢ena, morda Se vedno dovolj deluje
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Orodja za mobilne naprave

* katerokoli orodje omogoca predvsem dostop do pomnilnika naprave
(prim. disk)

* pri disku je dostop relativnho varen, ker sam po sebi ne more
spreminjati vsebine

* pri mobilni napravi to ni nujno res
* posebej pri tujih aplikacijah



Orodja za mobilne naprave

XRY (http://www.msab.com/) Cellebrite UFED (Universal Forensic
Extraction Device) -
http://www.cellebrite.com/

General Information
General information about the device (7 items)

Summary

Model picture: Actual picture:

CaseData

Tevend] %ﬁ:.‘.:.....:
@ Clear
View.
General
Information :
Attribute Data
Device Name Manual Selection
R Used Device Profile HTC S620
Model T-Mobile Dash
'E) Revision 4.1.13.34_02.79.90
fa Mobile Id (IMEI) 35563402048540202

O
K
o

Device Clock 4/29/2009 2:28:48 PM (UTC)
PCClock 4/29/2009 12:28:39 AM (UTC)
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Orodja za mobilne naprave

LO(iItCtUb/e/vC\f,\lllv[v)il)( cube.com/] * MOBILedit! Forensic
. RS (http://mobiledit.com/)

e programska oprema za
analizo
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Orodja za mobilne naprave

* iXAM (http://www.ixam-forensics.com/)

» X __= iXAM? - Zero-Footprint Forensic Acquisition for Apple iOS Devices

iPhone 3G (n82ap) connected

Exhibit Details

[zoz101001 ]
poos ]

Ti P

Serial Number: 8383592EY7K, Date/Time: 1/25/2011 6:31:33 PM (correct)

Message

Acquisition Details
[ /dev/rdiskos1 (500.00MB) 1
[X] /dev/rdisk0s2 (14.64GB)

All Live Data
[ Images
[ Video
[ Music
[ Telephony Data
[ PIM Data
[ E-Mail Data

. [ Location Data
[ Internet Data
[ Captured Images
[ Uploaded Images
[ Application Data

1 L 4

- Hashing Details
X mps
[J RIPEMD160
X SHA-1
[J SHA-256

Begin Imaging

1/25/2011 1:31:16 PM
1/25/2011 1:31:16 PM
1/25/2011 1:31:16 PM
1/25/2011 1:31:16 PM
1/25/2011 1:31:16 PM
1/25/2011 1:31:16 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:28 PM
1/25/2011 1:31:48 PM
1/25/2011 1:31:48 PM
1/25/2011 1:31:48 PM

™

Device: iPhone 3G (3383592EY7K) | Disk: 152.29GB | Customer: CMD Labs (T. Maguire)

Forensic Examiner: cmdLabs
Forensic Workstation: IR

Forensic Workstation IP: 127.0.0.1
Operating Sy Mi ft Wind
System Uptime: 00:10:47.5910000

NT 5.1.2600 Service Pack 3

iXAM?® bootloader version 2.0.57 running on device

iPhone 3G (n82ap) connected

Device serial number is : 8383592EY7K
Device IMEI is : 011742008011300
Device ECID is : 000001449C090DCD
iBoot Version is 636.66

BootROM Version is iBoot-385.49
Querying iPhone for time and date ...

Device clock set to Tue Jan 25 18:31:33 2011

Device clock is correct

Checking partitions on device ...
Partition /dev/rdiskOs1 registered
Partition /dev/rdisk0s2 registered

Software build is Northstar7D11.iPhone0S

Software version is 3.1.2

IXAVIZIdle

Disconnect

Build: External (Release)v2.0.5.1720 | HASPID: 1770050135 | License Type: Perpetual
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Orodja za mobilne naprave

Twister Flasher

DCT3 | DCTL DCT4 |wp2 | B85 | uFsx |

— Files and Settings
Product| RH-12 (6230) mﬁ',?: e ll:::;:::a
Mcu | _| I Enable Flashing [ CNT Auto
I En BT Fl
PeM | .. | I Enable Flashing i 1
ONT . | I~ Enable Flashing :: it
0ld
Mo | ™ EnableUpload | (~ 7
~ Ul Options :
B Eta.valuszjﬁms DU :::::kmm [V Show Settings Items
[J Ul Settings s
§ E&F;etazb&z%m ‘D Ringing Tones Write User Semngsl
oftware Upgr. = uncions
[ Reset User Lock AaaeF
) Ini SimLocks Format | Patch |
) Reboot in Normal Mode
Rh12(6230) GSM 300/1800/1900EDGE BT | | | GT!Ask/RplFomat
Lavouscapecks M. Rd UEM | wi UEM|
German,lcelandic _ I Read PM Absolute
omanian Hungarian
cmmmmsm, RAPM | wipM |
NOKIA D=Engish Geman Slovek Skvene Setian Hungsian, Rp BT | PM Edit|
Nokia Corporation
Note COb RaPP | wipp |
Type RM.12
MADE I MUNGARY RAMEM| Erase |
8 [ Spanish Fi :
F-Bus connection e i Create Ini File |
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Preiskava — datotecni sistem.

* odvisno od naprave
e posebni

 vgrajeni v sisteme Qualcomm (BREW, Binary Runtime Environment for
Wireless)

* FAT, ext2, ext3, HSFX, APFS, ...
* na voljo razlicna orodja:



Nekaj osnovnih orodij ...

BitPim
(http://www.bitpim.org/) —
Motorola CDMA

% | BitPim e
= @ Phone DMU T‘ﬁiTAP_User_Dictionary

I PhoneBook
= ﬁ Media
| : g/ images
a sounds
. ﬂ ringers
@ Calendar

Filesystem

] =Y

YoiceDB

brew
mmcl

®= mobile

motorola
My _music

nvm
rom_alert
rom_vdb

E dnp.prf

f—°] brw_openwave_splash
T—ﬁ WebSession

ﬁ TmpTneDB.db

ﬁ SyncML_file

") ROM_DEV_MaAP

" NAPDEF

f_l\] MyToneDB.db

) MS5GDB_msg_data.bin
ﬁ EMS_view.tmp

B EMS_scratch.tmp

_r—ﬁ EMS_save.tmp

) EMS_nf tmp

_”1 EMS_message_1.bin

j EMS_message_0.bin

ﬁ EMS_concat_info.bin
ﬁ DL_FS_FILE_INFO_FILE
") DL_F5_DYN_DIR_FILE
) DL_DMH_FileInfo

B
" clk_oB

") BT_RM_DEV_DB
T—b] BT Params

" ALARMCLOCK
) $5Y5.FACTORY
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Nekaj osnovnih orodij ...

Forensic Toolkit, FTK (http://accessdata.com/products/computer-forensics/ftk)

- iP h O n e ,f/ Explore r0verview rEmaiI rGraphics rBookmarks ]’Live Search |Index Search |Volatile
P Evidence Items | ab

~)I5)  HFS+ Private Data Al i
() HFS+ Private Directory Data 00000 |89 50 4E 47 0D 0A 1A 0A-00 00 00 04 43 67 42 49| -PNG----- - - - CyBI
- Applications 00010 |50 00 20 06 2C B8 77 66-00 00 00 0D 49 48 44 52|P- -, wf----IHDR
(3 bin 00020 (00 00 01 40 00 00 01 E0-08 06 00 00 00 D4 8C B4|---B---&----- (1
-5 cores 00030 (44 00 00 00 20 63 48 52-4D 00 00 74 25 00 00 80|D--- cHRM--z%- - -
-DE) dev 00040 |83 00 00 F4 25 00 00 34-D1 00 00 6D SF 00 00 ES|---8%---H--m_--&
) Developer 00050 |6C 00 00 3C 8B 00 00 1B-58 83 E7 07 78 00 00 00 |1--<--- -X-g-X---
B-C00) Library 00060 |09 70 48 59 73 00 00 2E-23 00 00 2E 23 01 78 AS| pHYs--.#--.# -X¥
B-CDE Application Support 00070 |3F 76 00 03 95 4D 49 44-41 54 SC BC 77 98 2C 57 2v- - MIDATVaw -, W
@O Audo 00080 |75 AF 3D SC DB 80 Bl C9-22 9A 64 B2 CO 12 08 49 |u =\0 -#£" -a®i--I
D> Caches 00090 |48 22 08 84 90 04 48 42-39 4B 48 47 3A 69 72 CE|H". - - HBOKHG:irl
O Flesystems 000a0 |39 E7 1C 4E CE 73 66 A6-BB 2B E7 AA EE 9E 7C B2 |9¢ NIsfl»+g®i-|*
000b0 |22 39 18 30 60 OC D8 86-7B CD E7 6B E3 6B E3 F7|"9.0° -0 {Ickaka-:
—G Internet Phug-Ins 0000 |FE 63 EF Ak 19 59 CF D3-CF CC 74 57 D8 7B 85 77 |dici® Yioiicus( w
""C-"D LaunchAgents 00040 |FD D6 AA D6 29 BO F4 4A-B4 AS 3D 04 6E 07 D5 C5|¢020)°60 ' ¥=n 04
---D-u_j LaunchDaemons 000e0 |1F E3 E4 81 87 08 F4 62-AC F4 4E AC D4 4E 7C BS5| -&&- - -6b-0N-0N|n
---Du_i‘) Managed Preferences 000f0 |94 F4 D1 87 79 E8 DE F7-E2 28 E5 B8 DA 6E CE AF| -6l -yeb+a(a,Uni~
(5 Printers 00100 |74 90 F5 EB BO D7 3A 68-1C BC 1E D7 A8 CO CD 14|t -B&°=:h-%-x"Al-
>[5 Ringtones 00110 |63 67 OA 71 95 12 9C 74-11 76 BA 08 3B 5D 88 93 |cg-q---t-w°-;]--
>[5 Updates 00120 |29 C4 CD 14 62 67 F6 E2-66 84 70 95 22 D6 82 44| )AL bgdaf p-"0-J
=0 Wallpaper 00130 |24 8B AF E1 4F OB OA 78-FC EB AF 63 3D 78 86 CD|* 740 -xi€ c=x I
(=) iPhone 00140 |7C 37 59 A7 81 C8 A9 63-6D B9 99 95 7C 0D 91 53||7YS§-Eecm®--|--§
-0 i
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Neceloviti podatki

e Cetudi nimamo vseh podatkov, lahko iz logicnih podatkov rekunstruiramo

delno zbrisane podatke
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Neceloviti podatki

v

 Ce je obiCajen datotecni sistem (FAT, ext2, ext3, APFS,

e EnCase in izbrisane slike

.) Ze znana orodja
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Neceloviti podatki

v primeru sestavljenih datotek (MMS, docx, ...) lahko najdemo dele podatkov
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Neceloviti podatKki

. Erimer zajetih podatkov z orodjem DFF (Digital Forensic Framework,
ttp://www.digital-forensic.org/)

nodebrowser | K800i-Recover

nodebrowser
View
* _ ._ = “ Icon size: |Smal v Show attributes
Name 2 Name Size Accessedtime  Changed time Modified time Module
4 SonyEricsson_K800i_NAND_NAND512R3A.bin def_acc.dat 601 4/4/2010 12:00:00 12:00:00 AM 4/4/2010 8:58:54 Fat File System
B -y ?fTs/zmo §/T6/zo1o
- fullfs - _ELCOM~5 0 12:00:00 AM 12:00:00 AM 12:18:56 PM Fat File System
partion o 3/16/2010 v 3/16/2010 "
4 KB00-dfrws-evall = SA gmail 0 12:00:00 AM 12:00:00 AM 12:20:02 PM Fat File System
4 part_tpa/settings/ui/bgim/cache 3/29/2010 v 3/29/2010 2
p pectition y Mv 0 12:00:00 AM 12:00:00 AM 10:49:48 AM Fat File System
el partl
Fat File System
part_ifs
4 part_system
. partition
4 partl
4 Fat File System
- wap
profile
B settings
- messaging
cb
4| | email
Mv
4 mms
temp -
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Oblika datoteke SMIL

» Synchronized Multimedia Integration Language
» del W3C standarda - http://www.w3.org/AudioVideo/
* inacice 1, 2 in 3 (http://www.w3.0rg/TR/SMIL3/)

* vkljuc€uje SVG predmete (povecljiva vektorska grafika, Scalable Vector
Graphics)

* omogoca:
e animacijo, vklju¢evanje drugih slik, modularizacijo, ...
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Neceloviti podatki

* skladiS¢ni medij je SSD
* podatki, ki so v shrambi, a niso strukturirani

* delno zbrisani podatki
» podatki v zbrisanih blokih, ki so razprseni po enoti

http://www.dfrws.org/2010/challenge/

http://www.dfrws.org/2011/challenge/

http://www.dfrws.org/2012/challenge/
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Preiskava — ostali podatki

* veliko pametnih telefonov hrani svoje podatke v podatkovni bazi

* SQlite — Android, iPhone, Palm, ...
e cemail.vol — Windows Mobile

nodebrowser K800i-Recover

nodebrowser
View
* = “ Icon size:
Name 2 Name Size Accessedtime  Changed time Modified time Module
“ SonyEricsson_K800i_NAND_NANDS512R3A.bin def_acc.dat 601 :’:/;’2010 12:00:00 12:00:00 AM X‘A/’ZOIO 8:58:54 Fat File System
S 3/16/2010 3/16/2010
4 fullfs _ELCOM~5 0 12:00:00 AM 12:00:00 AM 12:18:56 PM Fat File System
partition 16/ P
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4 {§ paition i J 120000AM  1Z0000AM - oug4gam  FatFileSystem
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Fat File System
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4 Fat File System
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4 settings
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. email
Mv
4 mms
temp -
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Preiskava — format podatkov

e veCinoma standardni formati

e SMS sporodila:
e 7-bitni standard; GSM 03.38: 160 znakov
e 16-bitni UCS-2 (Universal Character Set, UTF-16): 70 znakov

Basic Character Set”! Basic Character Set Extension'®
0x00 0x10 0x20 0x30 0x40 0x50 0x60 0x70 0x00 0x10 0x20 0x30 0x40 0x50 0x60 0x70
0x00 @ A | sSP 0 P ¢ p 0x00 I

I
0x01 £ _ ! 1 A Q a q 0x01
0x02 S o 2 B | R | b r 0x02
0x03 ¥ r # 3 C S c s 0x03
0x04 ¢ A =© | 4 | D | T d t 0x04 A
0X05 ¢ Q % | 5 | E| U | e |u 0x05 €
0Ox06 U N & | 6 | F | v f v 0x06
0x07 |1 W 7 G W | g | w 0x07
0x08 o = ( 8 H X | h | x 0x08
0x09 C © ) 9 | Y i y 0x09
OX0A L = * : J | Z2 | j z 0x0A FF
0x0B @ ESC + : K | A k a 0x0B SS2
0x0C o A < | L O | 6 0x0C [
0x0OD CR &= - M| N m A 0x0D CR2 =
Ox0E A B . | > | N U | n | u 0xOE
OxOF a4 E / ?2 1 O| § | o | & 0xOF \

vy o v

R

{
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Preiskava — format podatkov

* debeli in tanki konec — odvisno od procesorja
* Motorola — debeli konec

 debeli in tanki koscek (nibble)
» Stevilka 12036452774 se shrani kot 2130462577F4 (F je polnilo)



Preiskava — SIM kartica.

 SIM (Subscriber Indenty Module)

* naprava je last uporabnika, SIM kartica je last operaterja
* ki dovoli uporabniku shranjevanje dolocenih podatkov nanjo

* podrobna definicija v:

* ETSI (European Telecommunications Standards Institute): GSM, Global Mobile
Communications, GSM 11.11, 1995.

o www.ttfn.net/techno/smartcards/gsm11-11.pdf
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SIM kartica

* preprosta notranja struktura

* sestoji iz datotek, od katerih
ima vsaka svojo identifikacijsko
dvo-bajtno kodo

Description
SMS

MSISDN

Last Dialed Numbers (LDN)
Abbreviated Dial Numbers (ADN)
IMSI

LOCI

LOCIGPRS

® prvi bajt oznacuje tip
datoteke:

7F10:6F3C
7F10:6F40
7F10:6F44
7F10:6F3A
7F20:6F07
7F20:6F7E
7F20:6F53

Andrej Brodnik: Digitalna forenzika

3F — glavna datoteka
(Master File), MF

7F — namenska datoteka
(Dedicated File), DF

2F — delna datoteka MF
6F — delna datoteka DF

Location




SIM kartica

* hekatere datoteke so definirane v standardu

e 3F00:7F10 (DFTELECOM, dedicated file): zapisi o uporabi storitev (npr.
poslana SMS sporocila, klicane Stevilke, ...)

3F00:2FE2 (EFICCID, elementary file): hrani ICC-ID (Integrated Circuit Card ID)
3F00:7F20:6F07 EFIMSI: hrani IMSI (International Mobile Subscriber Identity)
7F20:6F7E (EFLOCI): kako se je kartica premikala med operateriji

7F20:6F53 (EFLOCIGPRS): GPRS usmerjevalno podrocje



SIM kartica

* orodja za pregledovanje SIM kartic:
* TULP2G: Netherlands Forensic Institute
* http://tulp2g.sourceforge.net/
» orodje ni posodabljano, a za branje SIM kartic je v redu
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SIM kartica

* primer pogleda v SIM kartico (Paraben Device Seizure)

Case

2 x

ltems

=0 g GSM SIM Card [0/475]
&
@
&
&
@
@
&

[J 3 SIM Abbreviated Dialing Numbers [2]
[(J =3 SIM Fixed Dialing Numbers [1]
[0 3 SIM Last Number Dialed [1]
[(J ) SIM Service Dialing Numbers [1]
() Short Messages [1]
O SIM IMSI[1]
[ ) File System [0/468]
= ) MF [13/468)
@ [](C3) DF_TELECOM [22/39)

= () DF_GSM [165]

- [J ™ EF_SUME (Parsed) [0]
- [ (™0 EF_SST (Parsed) [60]
- [ () EF_PLMNSEL (Parsed) [28]
- [ (™0 EF_PHASE (Parsed) [1]

- [J [ EF_LOCI (Parsed) [5]

= B K EF_LOCIGPRS (Parsed) [6]

WG

| Name [Value
[[]iPacket Temporary Mobile Subscriber Identity (TMSI) : d5 12 d4 57
[[] Packet TMSI signature value ff ff ff
[[] Routing Area Identifier (RAI) network code 310041 - United States
[] Routing Area Identifier (RA) location area code 1b 74
[[] RAI routing area code 65
[] Routing Area Update Status updated
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SIM kartica
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SIM kartica in varnost

* kartica je zasCitena s PIN (Personal Identification Number) kodo
 Ce se preveckrat zmotimo (ni mozno pregledovanje), se kartica zaklene
 za odklepanje potrebujemo PUK (PIN Unlock Key) kodo

* pogosto jo ima operater
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