Digital forensics
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Cell (mobile) phones

e various technologies of data transfer
* sometimes mostly phones, today mostly computers

* rich source of personal data

e call history (incoming, outgoing and missed)
SMS and MMS history (received and sent)
history of location data
* images, journals, calendars, ...

access to the web networks — shortly, all the data which is also found on
usual computers



Data on the cell phone

* Example (POCKET-DIAL M FOR MURDER):

The perpetrator had a phone in his pocket during the crime, which has pocket-
dialed cellphone of his wife, who was the victim of the crime. On the wife’s
phone, the call went to voicemail and it was recorded.

* Computational power of mobile devices is increasing because they
contain much more 1/0 devices
* thermometers
* accelerometers
» credit card scanners

 use of these units went beyond the manufacturer’s intentions; e.g. at certain
temperature some action is triggered

* phones became one type of embedded systems



Mobile device forensics

* devices have more capable operation systems
* Android
* iPhone
* Blackberry
* Windows Mobile

» and older operation systems (SYMBIAN, ...)



Mobile device forensics

* devices are by the definition network devices
* GPRS, CDMA, UMTS, ...
* |[EEE 802.11
* |EEE 802.15 (Bluetooth)
* Infrared communication

* access to the device may destroy or modify the evidence material



Mobile device forensics

 data is usually saved in storage media
* it cannot be deleted, but it can be copied

e due to the limited number of writes, writing algorithms spread data across
storage media

 that is why we can get a lot of data that seems to be deleted



Mobile device forensics

 data acquiring from device
 usually using cable connected to the data port
e protocol knowledge needed

* sometimes a direct capture from the storage media is required
 direct reading from chip



Mobile device forensics

 devices are made from
two parts
» device itself
e SIM cards

 device has unique identificati
number
IMEI (International
Mobile Equipment
Identity)

Andr




Mobile device forensics

 SIM cards are computers
* CPU, ROM, RAM

 contain ICC-ID (Integrated Circuit Card Identifier):

 MCC (mobile country code),
* MNC (mobile network code),
* serial number of card

Andrej Brodnik: Digital forensics



SIM cards
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Data about and on the device

* on device — depends on the type of the device:
* baseline phone
* smart phone

 where the data is also stored:
d USGF'S computer

* operator
e SIM card

* on device are at least stored:
* titles
* incoming, outgoing and missed calls
* received and sent SMS



SMS as digital evidence

o full information: when is sent/received, from who and content

* no record of when messages were first read
example of data acquired using BitPim (http://www.bitpim.org/)

"~ BitPim m
File Edit Data View Debug Help

BeloB H| AR, | =] P

& BitPim

Historical Data Status:
[T] E Phone ’/Cu'rent Data
PhoneBook
§ . From | Date | Subject [ From: H Cell(cell)
Gy Calendar H Cell(cell) 2008-11-27 15:47:49  <None> Callback #:
[Z Memo CHRISD(cell) 2008-07-25 13:50:30  <None> Subject:  <None>
Todo H Cell{cell) 2008-12-20 00:23:17  <None> Date: 2008-12-08 00:25:23
= ﬁ SMS H Cell{cell) 2008-12-14 16:23:34¢  <None> Priority:  Normal
7 Py CHRISD{cell) 2008-12-05 22:06:32  <None> Readz [V
[ Inbox H Cell(cell) 2008-11-27 23:49:57  <None> et
”;] Sent CHRISD(cell) 2008-12-07 18:13:20  <None>

CHRISD(cell) 2008-12-15 13:22:04  <None>

(/;] Saved
i = Eoghan(cell) 2008-12-08 15:56:46  <None>
& Q Call History JOHNNY(cel)  2008-12-01 23:52:20  <None> [ Memo

B Play List H Cell{cell) 2008-12-08 00:25:23  <None> GO STEELERS.

£ ToEdeor CHRISD(cell) ~ 2008-12-07 18:14:30  <None>

ﬁl e H Cell(cell) 2008-11-26 20:30:47 <None>

[ CHRISD{cell) 2008-10-08 20:17:31  <None>

Jay(home) 2008-09-1501:24:55 <None>

Justin{cell) 2008-12-09 16:44:34¢  <None>
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Image data

* smart phones have cameras

* Image data is in EXIF record (usually)

Example of data acquired from Windows Mobile device using XRY
(http://www.msab.com/)

@ @ Pictures

Pictures stored on the device or on removable media (534 items)

Pictures
Picture Name Size MetaData Path Created
g EquipMake: T-Mobile Dash
EquipModel: T-Mobile Dash
Videos XResolution: 72
IMAGE_002.jpg 155.85 KB YResolution: 72 \My Documents\My Pictures\  4/22/2009 8:47:24 PM (UT

ResolutionUnit: 2

DateTime: 2009:04:22 16:47:2
ExifDTOrig: 2009:04:22 16:47"
Crif\fars AQ EN AN AO 1

EquipMake: T-Mobile Dash

Sl EquipModel: T-Mobile Dash
XResolution: 72
IMAGE_001jpg  390.44KB  YResolution: 72 \My Documents\My Pictures\  4/22/2009 8:46:24 PM (UT
D ResolutionUnit: 2
DateTime: 2009:04:22 16:46:2
Documents ExifDTOrig: 2009:04:22 16:4:

F.if\fee. AA FA AA an
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Access to the Internet services

* mobile devices enable access to the web
often user saves passwords there

there is history of entries

logs of the last entries

* mobile devices enable e-mail reading
* passwords to access mailboxes
* |ast received / sent mails

 other applications and their data



Access to the Internet services

* example of data on an iPhone

F:\tools>sqglite3.exe “iPhone2\Keychains\keychain-2.db"”
SQLite version 3.6.16

Enter “.help” for instructions

Enter SQL statements terminated with a “;”

sqlite> select labl,acct,svce from genp;
eric.rooster@yahoo.com|Yahoo-token

erooster@live.com
erikroost@hotmail.com|

therooster@hotmail.com|
therooster@hotmail.com|com.apple.itunesstored.keychain
erooster | MMODBracketsAccount |

LumosityBrainTrainer |erooster|LumosityBrainTrainer




Location Information

* history of moving between cellular towers can be saved
* GPS devices can save exact coordinates
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Location Information

* images Can save

information such as when

and where they were taken Fle Edt Vew Toos Optons Help
* e.g. EXIF format D LA
'g' Dir Length = 0x000B

[Make ] = "HTC”
[Model ] = "T-Mobile G1"
[Orientation ] = Row 0: top, Col 0: left
[XResolution ] = 72/1

EXIF GPSIFD @ Absolute 0x0000020A
Dir Length = 0x000B
[GPSVersionID ] = 2.2.0.0
[GPSLatitudeRef ] = "N"
[GPSLatitude ] = 39 deg 19' 0.000"
[GPSLongitudeRef ] = O

EXIF SubIFD @ Absolute 0x000000FE
Dir Length = 0x000C
[ExifVersion ] = 02.20
[DateTineOriginal ] = "2009:05:30 14:42:38"
[DateTimeDigitized ] = "2009:05:30 14:42:38"
[ComponentsConfiguration ] =[YCbCk.]
[FlashPixVersion ] = 0l1.00
[ColoxSpace ] = sRGB
[ExifImageWidth ] = 1536

<
Image (RGB, DC) @ 12.5% (1/8)
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Other data

e calendar, notes, ...

s

Cj Messages (3)

[ [ AMessages T 8:Contacts T LJ SMS T LAautoT ext @Calendat T &]b- <>

8- Contacts [4) =
L SMS (3) S8 %45 F
% A“°T“‘ [ 031 Subject T Start End -
w Meeting 2 12/31/2008 3:00:00 PM 12/31/2008 4:00:00 PM
@ Phone Call Logs (0] Meeting 12/19/2008 12/20/2008
3] Tasks (0) Meeting 12/15/2008 6:00:00 PM 12/15/2008 9:00:00 PM
& Phone Hotlist (0) Meeting 6 12/13/2008 2:00:00 PM 12/13/2008 3:00:00 PM |
:’J PIN (0] Y :
MMS (0) [ H Save As... | Fields to export [ Jone event - one ¢
Saved Email Messages [ Export (destination)
7 Browser Bookmarks (1) '»: PDF (Adobe Acrobat) * * DBF (dBase) _HJT (TreePad)
& Browser Urls (1) IR R AR X . “KNT [KeyNote)
12l Pictures (0) HTML ®LS (MS Excel) LIT [MS Reader)
&) Ringtones (0] L CRTF L XML . RB [Hocket eBook]
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Attacks on mobile devices

 the attacker loads his code on the device
e through the network
* the user uploads an application that seems useful and friendly
(http://www.theregister .co.uk/2010/01/11/android_phishing_app/)
* the application reads passwords, ...
* allows the attacker to access to bank accounts ...
* see MobileSpy (http://www.mobile-spy.com/)

.4 »
SMS LOGS MOBILE SPY
9 View SMS Logs SMS Messages Sent and Received
9 View Call Logs
2 View GPS Logs
% View URL Logs
9 Logs Summary Showing 1 - 3 of 3 records :—\ Download CSV | Show All | Outgoing | Incoming
% CSV Format

TIME SENDER RECEIVER DIRECTION TEXT MESSAGE
| 2010-01-07 Monitored : , :
e ATe | = 15:38:53 12036452774 Device Incoming |Delivered!
f
2010-01-07 Monitored Transfer complete. Awaiting

121 “13:s6:51 Device | 2036452774 | Outgoing |40 ivery. ‘

Pt i 2010-01-05 | Monitored
- - nitore '

3 Clear All Logs | ) 12:17:20 Davice 2036452774 | Outgoing |[Meet me in 2 at the usual
% Change Password

Select All Deselect All  Delete Pagelof1l <« < > | | »

% User Settings
% Logoff Account
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Attacks on mobile devices



Thinking Outside of the Device

 additional data:
* user’s computer
» operator: call center and base stations

* devices, user knows something about (transitivity)



Handling Mobile Devices

* the device can wirelessly connect with world

e disable
* remove power
e other ways

Discovery of mobile device

Is mobile device on?

Document what is on screen

No

y

No

v

Leave device on?
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Complete evidence |_ |

intake process

Isolate Device from Network J‘

Collect all cables,
user documentation,

sync with device




Handling Mobile Devices

* remove storage module
* storage modules are always smaller

 usually FAT file system
* iPhone: APFS, Android: Linux design

» otherwise usual procedures (signature, journals, ...)
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Accessing the data

* different methods of accessing with different types
* not every device has USB guide

e examples:

* via user interface

* via communication port

» property interface (Nokia F-BUS, Flash BUS)
via JTAG (Joint Test Action Group) interface
via direct memory chip access



Accessing the data

* some devices provide agent access
* when device is on, it runs the agent which takes over control of the device
(iPhone)

* sometimes we can stop software launching and put our code as
further upload

* manufacturers offer data archiving software which also provides
access to deleted and other data



Examples ...

» example of stored data with an archive using XACT (Motorola device)

AT

_@ My Phone

Phone Memory

Total Files: 11 Files
Total Size: 803 KB

Name | File Size | Type
Dec03_0004.jpg
Dec03_0005.jpg
(5] Lets Meet gif
[E]peco3_0001.pg 8KB Image
[BE]Running Late.gif 23KB Image
[B]1 Love You.gif 23 KB Image
[E]peco3_oo02.pg 10K8 Image
Dec03_0002.jpg 8 KB Image
F5{ Dec03_0002.3gp 255 KB Video v
e —— T —————— |

C:\Program Files\Motorola\Media Downloader\Picture

Total Files: 11 Files
Total Size: 803 KB

Name | File Size | Type
Fi Dec02_0001.3gp 186 KB Video
[E§]Dec03_0001.pg 8KB Image
£} Dec03_0002.3gp 255 KB Video

- |[E§]eco3_0002.jpg 10 KB Image
£33 Dec03_0003.3gp 257 KB Video

[B]Dec03_0002.jpg 8KB Image
(B Deco3_0004.jpg 3KB Image
[B§]Deco2_o00s jpg 8KB Image
[B5]1 Love You.gif 28 KB Image
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Examples ...

* device, which is partly broken, it may still work well enough
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Mobile Device Forensics Tools

 any tool allows access to the device memory (for example disk)

* in the case of a disk, access is relatively safe because it cannot change
content by itself

* in case of mobile device that is not necessarily true



Mobile Device Forensics Tools

XRY (http://www.msab.com/)

Cellebrite UFED (Universal Forensic
Extraction Device) -
http://www.cellebrite.com/

Summary

CaseData

®

General
Information

O
o
3
Ind
W
&

)

O
K
o

General Information
General information about the device (7 items)

Model
Revision

Mobile Id (IMEI)

Device Clok
PCClock

Used Device Profile

Model picture: Actual picture:
[ Set.. |
Clear
View.
Attribute Data
Device Name Manual Selection

HTC S620
T-Mobile Dash
4.1.13.34_02.79.90

35563402048540202

4/29/2009 2:28:48 PM (UTC)

4/29/2009 12:28:39 AM (UTC)
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Mobile Device Forensics Tools

Lo(ilt(f[Ub/e/vc\:/?/\lll\fv)llzg cube.com/] * MOBILedit! Forensic
. RS (http://mobiledit.com/)

* progamming equipment
for analysis
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Mobile Device Forensics Tools

* iXAM (http://www.ixam-forensics.com/)

» X __= iXAM? - Zero-Footprint Forensic Acquisition for Apple iOS Devices

iPhone 3G (n82ap) connected

Exhibit Details

[zoz101001 ]
poos ]

Ti P

Serial Number: 8383592EY7K, Date/Time: 1/25/2011 6:31:33 PM (correct)

Message

Acquisition Details
[ /dev/rdiskos1 (500.00MB) 1
[X] /dev/rdisk0s2 (14.64GB)

All Live Data
[ Images
[ Video
[ Music
[ Telephony Data
[ PIM Data
[ E-Mail Data

. [ Location Data
[ Internet Data
[ Captured Images
[ Uploaded Images
[ Application Data

1 L 4

- Hashing Details
X mps
[J RIPEMD160
X SHA-1
[J SHA-256

Begin Imaging

1/25/2011 1:31:16 PM
1/25/2011 1:31:16 PM
1/25/2011 1:31:16 PM
1/25/2011 1:31:16 PM
1/25/2011 1:31:16 PM
1/25/2011 1:31:16 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:17 PM
1/25/2011 1:31:28 PM
1/25/2011 1:31:48 PM
1/25/2011 1:31:48 PM
1/25/2011 1:31:48 PM

™

Device: iPhone 3G (3383592EY7K) | Disk: 152.29GB | Customer: CMD Labs (T. Maguire)

Forensic Examiner: cmdLabs
Forensic Workstation: IR

Forensic Workstation IP: 127.0.0.1
Operating Sy Mi ft Wind
System Uptime: 00:10:47.5910000

NT 5.1.2600 Service Pack 3

iXAM?® bootloader version 2.0.57 running on device

iPhone 3G (n82ap) connected

Device serial number is : 8383592EY7K
Device IMEI is : 011742008011300
Device ECID is : 000001449C090DCD
iBoot Version is 636.66

BootROM Version is iBoot-385.49
Querying iPhone for time and date ...

Device clock set to Tue Jan 25 18:31:33 2011

Device clock is correct

Checking partitions on device ...
Partition /dev/rdiskOs1 registered
Partition /dev/rdisk0s2 registered

Software build is Northstar7D11.iPhone0S

Software version is 3.1.2

IXAVIZIdle

Disconnect

Build: External (Release)v2.0.5.1720 | HASPID: 1770050135 | License Type: Perpetual
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Mobile Device Forensics Tools

Twister Flasher

DCT3 | DCTL DCT4 |wp2 | B85 | uFsx |

— Files and Settings
Product| RH-12 (6230) mﬁ',?: e ll:::;:::a
Mcu | _| I Enable Flashing [ CNT Auto
I En BT Fl
PeM | .. | I Enable Flashing P
ONT . | I~ Enable Flashing :: it
0ld
Mo | ™ EnableUpload | (~ 7
~ Ul Options :
B Eta.valuszjﬁms DU :::::kmm [V Show Settings Items
[J Ul Settings s
§ E&F;etazb&z%m ‘D Ringing Tones Write User Semngsl
oftware Upgr. = uncions
[ Reset User Lock AaaeF
) Ini SimLocks Format | Patch |
) Reboot in Normal Mode
Rh12(6230) GSM 300/1800/1900EDGE BT | | | GT!Ask/RplFomat
Lavouscapecks M. Rd UEM | wi UEM|
German,lcelandic _ I Read PM Absolute
omanian Hungarian
cmmmmsm, RAPM | wipM |
NOKIA D=Engish Geman Slovek Skvene Setian Hungsian, Rp BT | PM Edit|
Nokia Corporation
Note COb RaPP | wipp |
Type RM.12
MADE I MUNGARY RAMEM| Erase |
8 [ Spanish Fi :
F-Bus connection e i Create Ini File |
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File System Examination

* depends on device
* unique
* built in systems Qualcomm (BREW, Binary Runtime Environment for Wireless)
* FAT, ext2, ext3, HSFX, APFS, ...

e various tools are available:



Some basic tools ...

BitPim
(http://www.bitpim.org/) —
Motorola CDMA

'3 | BitPim ,'!%"‘e
T ) DMU | iTAP_User_Dictionary
= [ Phone VoiceDB

: . PhoneBook
= ﬁ Media
| : @ images
v a sounds
’ ﬂ ringers
@ Calendar

- [B Filesystem

] =Y

brew
mmcl

®= mobile

motorola
My _music

nvm
rom_alert
rom_vdb

E dnp.prf

ﬁ brw_openwave_splash
T—ﬁ \WebSession

ﬁ TmpTneDB.db

ﬁ SyncML_file

") ROM_DEV_MaAP

") NAPDEF

f_l\] MyToneDB.db

) MS5GDB_msg_data.bin
ﬁ EMS_view.tmp

B EMS_scratch.tmp

_hi EMS_save.tmp

) EMS_nf.tmp

ﬁ EMS_message_1.bin

j EMS_message_0.bin

T‘L\] EMS_concat_info.bin
") DL_FS_FILE_INFO_FILE
") DL_FS_DYN_DIR_FILE
) DL_DMH_FileInfo

= loL_DMH_File
S cLK_pB

") BT_RM_DEV_DB
Tm] BT Params

) ALARMCLOCK
" $5Y5.FACTORY
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Some basic tools ...

Forensic Toolkit, FTK (http://accessdata.com/products/computer-forensics/ftk)

- iP h O n e ,f/ Explore r0verview rEmaiI rGraphics rBookmarks ]’Live Search |Index Search |Volatile
P Evidence Items | ab

~)I5)  HFS+ Private Data Al i
() HFS+ Private Directory Data 00000 |89 50 4E 47 0D 0A 1A 0A-00 00 00 04 43 67 42 49| -PNG----- - - - CyBI
- Applications 00010 |50 00 20 06 2C B8 77 66-00 00 00 0D 49 48 44 52|P- -, wf----IHDR
(3 bin 00020 (00 00 01 40 00 00 01 E0-08 06 00 00 00 D4 8C B4|---B---&----- (1
-5 cores 00030 (44 00 00 00 20 63 48 52-4D 00 00 74 25 00 00 80|D--- cHRM--z%- - -
-DE) dev 00040 |83 00 00 F4 25 00 00 34-D1 00 00 6D SF 00 00 ES|---8%---H--m_--&
) Developer 00050 |6C 00 00 3C 8B 00 00 1B-58 83 E7 07 78 00 00 00 |1--<--- -X-g-X---
B-C00) Library 00060 |09 70 48 59 73 00 00 2E-23 00 00 2E 23 01 78 AS| pHYs--.#--.# -X¥
B-CDE Application Support 00070 |3F 76 00 03 95 4D 49 44-41 54 SC BC 77 98 2C 57 2v- - MIDATVaw -, W
@O Audo 00080 |75 AF 3D SC DB 80 Bl C9-22 9A 64 B2 CO 12 08 49 |u =\0 -#£" -a®i--I
D> Caches 00090 |48 22 08 84 90 04 48 42-39 4B 48 47 3A 69 72 CE|H". - - HBOKHG:irl
O Flesystems 000a0 |39 E7 1C 4E CE 73 66 A6-BB 2B E7 AA EE 9E 7C B2 |9¢ NIsfl»+g®i-|*
000b0 |22 39 18 30 60 OC D8 86-7B CD E7 6B E3 6B E3 F7|"9.0° -0 {Ickaka-:
—G Internet Phug-Ins 0000 |FE 63 EF Ak 19 59 CF D3-CF CC 74 57 D8 7B 85 77 |dici® Yioiicus( w
""C-"D LaunchAgents 00040 |FD D6 AA D6 29 BO F4 4A-B4 AS 3D 04 6E 07 D5 C5|¢020)°60 ' ¥=n 04
---D-u_j LaunchDaemons 000e0 |1F E3 E4 81 87 08 F4 62-AC F4 4E AC D4 4E 7C BS5| -&&- - -6b-0N-0N|n
---Du_i‘) Managed Preferences 000f0 |94 F4 D1 87 79 E8 DE F7-E2 28 E5 B8 DA 6E CE AF| -6l -yeb+a(a,Uni~
(5 Printers 00100 |74 90 F5 EB BO D7 3A 68-1C BC 1E D7 A8 CO CD 14|t -B&°=:h-%-x"Al-
>[5 Ringtones 00110 |63 67 OA 71 95 12 9C 74-11 76 BA 08 3B 5D 88 93 |cg-q---t-w°-;]--
>[5 Updates 00120 |29 C4 CD 14 62 67 F6 E2-66 84 70 95 22 D6 82 44| )AL bgdaf p-"0-J
=0 Wallpaper 00130 |24 8B AF E1 4F OB OA 78-FC EB AF 63 3D 78 86 CD|* 740 -xi€ c=x I
(=) iPhone 00140 |7C 37 59 A7 81 C8 A9 63-6D B9 99 95 7C 0D 91 53||7YS§-Eecm®--|--§
-0 i
Dg\:g s;nilv-late | |Cursor pos = 0; clus = 75220; log sec = 1203520
E?E!{E ﬁistem :' File Content Properties |  Hex Interpreter
File List
@5 5|2 .ﬁ[i al [.|| | mMormal ~ Display Time Zone: Eastern Standard Time {From local machine;
|« Name | tem# | Ext | category | L-size | Created | Modified | Accessed | Path
O& 100.png 6625 png PNG 229.5KB  8/3/2010 1:57:19 AM ...  8(3{2010 1:57:19 AM ... 8/20/2010 6:12:55PM... rdiskC
Ok 100.thumbnailpng 6626 png PNG 80888  8/3/2010 1:57:20 AM ...  8{3{2010 1:57:20 AM ... 8/20/2010 6:12:58 PM...  rdiskC
O 101.png 6627 png PNG 159.3KB  §/3/2010 1:57:20 AM ...  8/3{2010 1:57:20 AM ...  §/20/2010 6:12:56 PM...  rdiski
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Data recovery

* even if we don’t have all the data we can recover partly deleted data from
logical data

MMS937483331.PDU |

Off=et

00000000 llﬁhpplication/smil Ismil Presentation A"<mms.smil>‘<smil><head
00000040 ><layout ><root-layout width="399" height="240"/><region id="imag
00000080 e" width="320" height="240" left="0" top="0" fit="meet"/><region
oooopooco id="text" width="399" height="0" left="0" top="240" fit="hidden
00000100 "/»</layout ></head><body><par dur="5000ms" ><video src="092009120
00000140  1la.3g2" region="image" begin="0ms" end="0mns"/></par></body></smi
0o000180  1>Cil" videos3gpp2 10920091201a.3g2 10920091201a.3g2 A"<09200912
000001C0 | 0la.3g2> ftyp3g2a 3g2a 4Indat 9§ ApAAxuNsas 9E 1510 =0
00000200 Pa +ENIS L "#Iz- [ )1 T-a>T &G21q®1~=;0¢EJ (s ugK Iy+a® RIS o
00000240  wlL04) #3 6014Mizziv V]rN@ O6="T1E?[22[ o&YIri% 180 Sipl«adzZll
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Data recovery

fitis usual file system (FAT, ext2, ext3, APFS, ...) already known tools
* EnCase and deleted images

Homel Entries| [T Bookmarks Q. < » " ‘I File Last Logical Initialized Startir
@ re Uj % Created Written Size Size Exter
[ Home| 2<File Extents @ Permissio< | (] 14 [ Photo-0015.jpg 07/02/05 04:11:48PM  07/02/05 04:11:48PM 20,784 20,784 2C-C11607
=00 [ Samsung 4|/0J 15| [ Photo-0016.jpg 08/06/05 11:22:324M  08/06/05 11:22:324M 12,286 12,286 2C-C11615
800w C [ 16 | [ Photo-0017.jpg 08/06/05 01:53:32PM  08/06/05 01:53:32PM 16,008 16,008 2C-C11621
(4G BROWSER [ 17 | [8) Photo-0018.jpg 08/25/05 08:45:30PM  08/25/05 08:45:30PM 12,356 12,356 2C-C11628
0o ;';;;’ fip_temp [J 18 | [ Photo-0019.jpg 08/27/05 09:18:304M  08/27/05 09:18:30AM 13,988 13,988 2C-C11637
[ :
glg EMALL [ 19 | [ Photo-0020.jpg 08/30/05 11:41:30AM  08/30/05 11:41:304M 20,528 20,528 2C-C11654
6 MAGES [ 20 | [ Photo-0021.jpg 08/31/05 01:16:30PM 0831705 01:16:30PM 16,242 16,242 2C-C11662
e ava [ 21 | [ Photo-0022.jpg 08/31/05 01:16:30PM  08{31/05 01:16:30PM 16,246 16,246 2C-C11668
O MMs [ 22 | [} Photo-0023.jpg 08/31/05 01:16:30PM  08/31/05 01:16:30PM 12,69 12,696 2C-C11676
5-00JC) multimedia [ 23 | [ Photo-0024.jpg 08/31/05 01:17:30PM  08/31/05 01:17:30PM 15,144 15,144 2C-C11682
[)(C3) DEFAULT [ 24 | [ Photo-0025.jpg 08/31/0501:17:30PM  08{31/05 01:17:30PM 11,880 11,880 2C-C11688
=00 IMAGES [ 25 | |5} Photo-0026.jpg 08/31/05 01:17:30PM  08/31/05 01:17:30PM 15,876 15,876 2C-C11692
(3 downloaded images [ 26 | [ Photo-0027.jpg 08/31/05 01:17:30PM  08/31/05 01:17:30PM 15,676 15,676 2C-C11698
(3 my photos 1|0 27 | (3 Photo-0028.jpg 08/31/05 01:19:30PM 0831705 01:19:30PM 16,740 16,740 2C-C9844
oo THUMB = :
o FEE [ 28 | [ Photo-0029.jpg 08/31/05 01:19:30PM  08/31/05 01:19:30PM 16,090 16,090 2C-C11647
Lot e [ 29 | [} Photo-0030.jpg 08/31/05 02:22:30PM  08{31/05 02:22:30PM 6,812 6,812 2C-C11675
| oOE MUsiC (] 30 | [ Photo-0031.jpg 09/02/05 07:39:30PM  09/02/05 07:39:30PM 10,426 10,426 2C-C11708
OOJE) PLAYLIST [ 31 | [ Photo-0032.jpg 09/03/05 09:35:304M  09/03/05 09:35:304M 14,272 14,272 2C-C11712
O] SOUNDS o7 |23 [ Gimesiing S i2ene SeasEsmoeTaTan
¢ [Z] Text |@Hex| Lt Doc %) Transcript 5 picture [ =|Report (2] Console @ Details ¥ output [ Lock B Codepage [ 0j2299
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0O087FF FF FF 00 00 FF FF FF FF ES 50 00 68 00 6F 00 74 00 6F 00 OF 00 C4 2D 00 30 00 30 00 |yyvy- -Wép-h-o-t'o- --A--0-0
011630 00 31 00 ZE 00 00 00 é6A 00 70 00 ES 48 4F 54 4F 2D 7E 31 4A 50 47 40 10 1E CF 96 8D |[0-1-.---3 'p'§HOT0—~lJPG@--i—|
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Data recovery

* In this example of composite files (MMS, docy, ...) we can find parts of data

B Physical Analyzer

File Edt View Tools

P NA R aD

B D

|

= [ Samsung GSM_SGH-T513 (SGH-T519)
{E3] Extraction Summary
- #&¢ MCU(24800000-26000000) bin
=€ Samsung FS

[0 C_FspB
-0 FFS’

[ J_FsDB
@07 Java
@7 M_FsDB
=-03 MMs
mms20900000.mms
mms20300001.mms
mms20300002. mms
mms20900003.mms
mms20300004.mms
mms20900005.mms
mms20300006.mms
| mms20300007.mms
mms20900008.mms
mms20900009.mms
£ mms20900010.mms
£ mms20300011.mms
£ mms20900012.mms
£ mms20900013.mms
2. mms20300014.mms
(& mms20900015.mms
4= mms20300016.mms
£ mms20900017.mms
&2 mms20300018.mms
£ mms20900013.mms
£ mms20900020.mms
£ mms20900021.mms

E) 5

55 B

EE

B

Es) B2

5 BDE

-

Report  Plug-ins  Help

mms20900026.mms | Welome | Extraction Summary | SMS - Text Messages (51)

| Calllog(90) | Images (76) | s>

Hex View | Fie Info

@] M|
00000154 | 20 2F
00000165 | 69 63
00000176 | 65 66
00000187 |31 30
00000198 |22 20
00000149 | 0A 3¢
000001BA | 3E 0a
000001cB | 3p 22
oooooinc | 73 72
000001ED | 69 6F
000001FE | 2F 70
0000020F | 6D 69
00000220 | 5F 31
00000231 | 37 5F
00000242 | 38 30
00000253 | 22 3¢
00000264 | 00 0O
00000275 | 00 0O
00000286 | 00 78
00000297 | 05 00
00000228 | 00 0O
00000289 | 13 00
00000zca | 00 01
00000208 | 61 00
0oooozec | 0o oo
000002FD | 11 82
00000308 | 00 0O
0000031F | 00 01
00000330 | 00 07
00000341 | 01 00
00000352 | AD 01
00000363 | 00 0O
00000374 | 01 EO
00000385 | 03 00
00000396 | 00 0O
00000347 | 04 00
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000003¢9 | 00 00
00000304 | 3A 30
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icReg"” top="0%" 1 H
eft="0%" height="
100%" width="100%

" fit="hidden" />
.</layout>.</head
72 20 64 75 72 | >.<body>.<par dur
3C 69 6D 67 20 | ="10000ms">.<img
22 20 72 65 67 | src="cid:306" reg
20 2F 3E OA 3C | ion="PicReg" />.<
3E 0A 3C 2F 73 | /par>.</body>.</s
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6A 70 67 00 cO | 80907_15432.3pg. .
6A 45 78 69 66 | "<306>..... NiExif
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Data recovery

* Example of data captured using DFF (Digital Forensic Framework,
http://www.digital-forensic.org/)

| nodebrowser 1 K800i-Recover

nodebrowser
View
« ' 1 = “ Icon size: | Smal v Show attributes
Name 2 Name Size Accessedtime  Changedtime  Modified time Module
4, SonyEricsson_K800i_NAND_NANDS12R3A.bin def_ace.dat éo1 WA01Z00 1r0000am 08BN eyt ite system
o 4oy 3/16/2010 3/16/2010
- fullfs - y _ELCOM~5 0 12:00:00 AM 12:00:00 AM 12:18:56 PM Fat File System
partition : 3/16/2010 3/16/2010 :
4 | KBOO-dfrws-evall gf [« ¥ SAgmail . 120000aM  120000AM  150002pm  FatFileSystem
4 part_tpa/settings/ui/bgim/cache My 0 3/29/2010 12:00:00 AM 3/29/2010 Fet File Svstem
4 i perthicn 12:00:00 AM 10:49:48 AM e
4 , partl
Fat File System
part_ifs o
4, part_system
4, partition
4 , partl
4 Fat File System
- wap
profile
B settings
4 |, messaging
cb
4|, email
y Mv
4 , mms
temp -
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Data Format SMIL

» Synchronized Multimedia Integration Language
 part of W3C standard - http://www.w3.org/AudioVideo/
 versions 1, 2 in 3 (http://www.w3.org/TR/SMIL3/)

* includes SVG items (enhanced vector graphics, Scalable Vector Graphics)

* allows:
e animation, integration of other images, modularization, ...
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Data recovery

* SSD is used as storage

* Data, which are in storage, but not structured
* Partly deleted data
* Data in deleted blocks which are scattered per unit

http://www.dfrws.org/2010/challenge/

http://www.dfrws.org/2011/challenge/

http://www.dfrws.org/2012/challenge/
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Examination — other data

* A lot of smart phones saves their data in data base

* SQlite — Android, iPhone, Palm, ...
e cemail.vol — Windows Mobile

nodebrowser K800i-Recover

nodebrowser
View
* == “ Icon size:
Name 2 NSme Size Accessed time Changed time Modified time Module
“ SonyEricsson_K800i_NAND_NANDS512R3A.bin def_acc.dat 691 ‘X':A/ZOIU 12:00:00 12:00:00 AM :’4/2010 8:58:54 Fat File System
£y 3/16/2010 3/16/2010
4 fullfs _ELCOM~5 0 12:00:00 AM 12:00:00 AM 1?:18:56 M Fat File System
partition " 3/16/2010 3/16/2010
4 ) KB0O-dfrws-evall gl |« SAgmail g 120000AM  1Z0000AM  oo00py  FatFileSystem
. part_tpa/settings/ui/bgim/cache 3/29/2010 o 3/29 .
3 ¥ Mv 0 12:00:00 AM 12:00:00 AM 10:49:48 AM Fat File System
partition
4 partl
Fat File System
part_ifs
] part_system
4 partition
4 partl
4 Fat File System
4 wap
profile
4 settings
4 messaging
cb
. email
Mv
. mms
temp -
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Examination — data formats

* mostly standard formats:
e 7-bit standard; GSM 03.38: 160 characters
* 16-bit UCS-2 (Universal Character Set, UTF-16): 70 characters

Basic Character Set®’ Basic Character Set Extension!”’
0x00 0x10 0x20 0x30 0x40 0x50 0x60 0x70 0x00 0x10 0x20 0x30 0x40 0x50 0x60 0x70
0x00 @ A | sSP 0 i P ¢ p 0x00 I
0x01 £ _ ! 1 A Q a q 0x01
0x02 S ® : 2 B R b r 0x02
0x03 ¥ r # 3 C S C s 0x03
0x04 e A o & D T d t 0x04 A
0x05 ¢& Q | % 5 E U e u 0x05 €
0x06 U n & 6 F Vv f v 0x06
0x07 i W 7 G w g w 0x07
0x08 o z ( 8 H X h X 0x08
0x09 C ] ) 9 | Y i y 0x09
0x0A LF = * : J Z i z O0x0A FF
0x0B @ ESC + , K| A k | & 0x0B ss2
0x0C o A < | L O | 6 0x0C [
0xOD CR == = | M| N m| A 0x0D CR2 ~
0X0E A B > | N | U | n | 0 | OxOE
OxOF a E / ?2 1 O| § | o | & 0xOF \



Examination — data formats

* big and little endian — depending on the processor
* Motorola — big-endian format

 debeli in tanki koScek (nibble)
* number 12036452774 is saved as 2130462577F4 (F is filler)
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Examination — SIM card

 SIM (Subscriber Indenty Module)

* device is property of user, SIM card is owned by the operator
* which allows the user to store certain data on it

e detailed definition in:

* ETSI (European Telecommunications Standards Institute): GSM, Global Mobile
Communications, GSM 11.11, 1995.

o www.ttfn.net/techno/smartcards/gsm11-11.pdf
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SIM card

 very simple interior structure ¢ first byte represents type
e it consists of files and each file of file:

has its own identification 2- e 3F —Master File MF

byte code

® 7F —Dedicated File, DF
® )JF — partial file MF
® 6F — partial file DF

Description Location
SMS 7F10:6F3C
MSISDN 7F10:6F40
Last Dialed Numbers (LDN) 7F10:6F44
Abbreviated Dial Numbers (ADN) 7F10:6F3A
IMSI 7F20:6F07
LOCI 7F20:6F7E
LOCIGPRS 7F20:6F53

Andrej Brodnik: Digital forensics



SIM card

 Some files are defined in the standard

* 3F00:7F10 (DFTELECOM, dedicated file): records on the use of services (i.e.
sent SMS, dialed numbers, ...)

3F00:2FE2 (EFICCID, elementary file): saves ICC-ID (Integrated Circuit Card ID)
3F00:7F20:6F07 EFIMSI: saves IMSI (International Mobile Subscriber Identity)
7F20:6F7E (EFLOCI): how the card was moving between operators

7F20:6F53 (EFLOCIGPRS): GPRS routing area



SIM card

* tools for examining SIM card:
* TULP2G: Netherlands Forensic Institute
* http://tulp2g.sourceforge.net/
* tool is not updated but it is fine for reading of the SIM card

Andrej Brodnik: Digital forensics



SIM card

* example of information from SIM card (Paraben Device Seizure)

Case

2 x|

ltems
= [0 @ GSM SIM Card [0/475]
A [J 3 SIM Abbreviated Dialing Numbers [2]
@ (] SIM Fixed Dialing Numbers [1]
@ [J ) SIM Last Number Dialed [1]
@ [J ) SIM Service Dialing Numbers [1]
@ (] Short Messages [1]
® 1) SIMIMSI[1]
= [0 ) File System [0/468)
= ) MF [13/468)
@ [J ) DF_TELECOM [22/39]
= [J ) DF_GSM[165]
- [ [0 EF_SUME (Parsed) [0]
- [ (™0 EF_SST (Parsed) [60]
- [ ™ EF_PLMNSEL (Parsed) [28]
- [ (™0 EF_PHASE (Parsed) [1]

- [J [ EF_LOCI (Parsed) [5]

S B k) EF_LOCIGPRS (Parsed) [6]

&

m

o

I Name lVaIue
[[]iPacket Temporary Mobile Subscriber Identity (TMSI) : d5 12 d4 57
[[] Packet TMSI signature value ff ff ff
[[] Routing Area Identifier (RAI) network code 310041 - United States
[] Routing Area Identifier (RA) location area code 1b 74
[[] RAI routing area code 65
[] Routing Area Update Status updated
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SIM card

EF
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SIM card and security

* card is protected with PIN (Personal Identification Number) code
* if you make too many mistakes (cannot be checked), the card locked itself
 for unlocking we need PUK (PIN Unlock Key) code

» often operator has it
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