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Osnove racunalniskih omrezij

* iz zgodovine
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Osnove racunalniskih omrezij

* iz zgodovine: ARPANET
* TCP/IP: 1973/74
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Osnove racunalniskih omrezij

* mreza, omrezje in medmrezje

Hosts with NICs%
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Mreza

* ethernet mreza IEEE 802.3
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Ethern ub
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Mreza

* ethernet mreza IEEE 802.11

|:||/ 4

Wireless access point (AP)
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Mreza

* FDDI mreza




Omrezje

* omrezje in skupni jezik
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Koncept omreznih slojev

* vsak sloj je neodvisen od ostalih
* nudi storitve drugim slojem in uporablja storitve drugih slojev

sloj n+1

sloj n
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Inik A

racuna

Referencni model;

*sloji referencnega modela OSI: fizi¢ni, povezavni, mrezni,
transportni, sejni, predstavitveni, aplikacijski.

rrr00>

mrezni mrezni
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Referencni model — TCP/IP

 referencni model TCP/IP
* je osnova Interneta in de facto standard
* nima prezentacijskega in sejnega sloja
e fiziCni in linijski sloj je zdruzen v t.i. “host to network layer”
* povezavna plast razdeljena na MAC in LLC (IEEE 802)

aplikacijski sloj

transportni sloj

mrezni sloj

fiziCni in povezavni
sloj




Vsebniki

* primer TCP/IP

Application layer

TCP/P TCP/IP

Transport and
network layers

FDDI Data-link and Ethernet

physical layers TCP/IP
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Fizicni in povezavni sloj

* fiziCni: fizicni prenos signalov
* povezavni:
* najpogostejsi IEEE 802.11
 zdruzuje razlicne tehnologije

* med najbolj znanimi IEEE 802.3, 11, 15, 16, ...

* razdeljen na MAC in LLC

* MAC — media access control: razlicen ed tehnologijami
* LLC - link layer control: enak za vse tehnologije



Mrezni sloj

* I[P (internet protocol — medmrezZni protokol) skrbi za transparentno
posiljanje podatkov med mrezami

» dostava ni zagotovljena niti vrstni red dostave
* osnova je skupni naslovni prostor (IPv4, IPv6)
e povezava s povezavnim slojem je protokol ARP (orodje arp)



Prenosni sloj

e prenosni ali transportni sloj
* TCP in UDP osnovna protokola: povezavni in brezpovezavni nacin
delovanja

* TCP predstavlja tok podatkov med procesoma na razlicnih
racunalnikih



Aplikacijski sloj

 standardne aplikacije: posta, splet, novicke, IRC, ...
* nestandardne aplikacije: definira uporabnik



Primer TCP/IP

e primer taksonomije protokolov

Application |HTTP | [SMTP| INNTP || IRC ICQ TELNET FINGER NIS NFS
N

Presentation \\\ \ / / / XDR

e \\\/£”

NN\ /L~
Transport TCP uDP
Network P /
ARP
Data-link

Physical

ETHERNET
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Protokolni sklad TCP/IP

A Web server sends the Web
page that an individual requests

(Application layer)

The transport layer breaks data into
packets and adds a TCP header that (Transport layer)
identifies the data (e.qg., this is Web data)

Y

The network layer adds an IP header
with the IP addresses of the originating (Network layer)
and destination computers

4

The data-link layer adds information that
is specific to the network technology (Data-link layer)
being used (e.g., Ethernet)

A Web browser allows an individual
to view the requested Web page

The transport layer removes the TCP
header and reconstitutes the data
into a full Web page

3

The network layer removes the IP
header before passing the data
up to the transport layer

A

The data-link layer makes sure that the
data have not been damaged in transit and
removes network-specific information

 §

The physical layer transports the data
(e.g., through Ethernet cables)
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Nekaj osnovnih orodij

* osnovna orodja na voljo v operacijskem sistemu

* arp:

Andy@svarun:~[122]%> arp -an

? (192.168.127.7) at 00:1f:5b:f2:el:da on rl0 expires in 1189
seconds [ethernet]

? (192.168.127.1) at 00:13:£7:39:d8:d1l on rl0 permanent
[ethernet]



Nekaj osnovnih orodij ...

netstat:

Andy@svarun:~[124]%> netstat -rn

Routing tables

Internet:
Destination
default

ANN
~N

.0
.1
.167
90

nterneté6:
estination
:/96

1
fff£:0.0.0.0/96
0::/10
fe80::%r10/64

Gatewa
213.250.19.90
link#11
1link#11
1ink#10
1link#7

1ink#7
link#11
link#11

fe80::213:£7ff:£e39:d8d1%r10

fe80::%r11/64

fe80::213:f7ff:fe39:dac7%rll

fe80::%100/64
fe80::1%100
ff0l::9r10/32
ff01::%r11/32
£ff01::%100/32
£ff02::/16
£f£f02::%r10/32
£ff02::%r11/32
£f£f02::%100/32

Flags

UGS
UHS
UHS
UH

UHS
UHS
UHS

Gateway

.......
o oo o
=

01

link#7
1ink#7
1ink#8
1ink#8
1ink#10
1ink#10

fe80:
fe80:

HEN 1

fe80:
fe80:

el

o o
NN

o oo
NN

=
ww

==
ww

Refs Use
0 15915184
0 0
0 0
0 168729
0 3843148
0 134062
0 0
0 0

:f7ff:£fe39:d8d1%rl0
:f7ff:fe39:dac7%rll

:f7ff:£fe39:d8d1%rl0
:f7ff:fe39:dac7%rll
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Netif Expire
tunO
100
tun0
100
rlo0
100
100
tun0

Flags
UGRS
UH
UGRS
UGRS
U
UHS
U
UHS

UHS

Netif Expire
100
100
100
100
rlo0
100
rll
100
100
100
rlo0
rll
100
100
rl0
rll
100



Nekaj osnovnih orodij

e sockstat:

Andy@svarun:~[128]%> sockstat

USER COMMAND PID FD PROTO LOCAL ADDRESS FOREIGN
ADDRESS

ceee imap 97205 0 stream -> ??

dovecot imap-login 97204 3 stream -> ?°?

dovecot imap-login 97204 4 tcp4 *:143 * gk

dovecot imap-login 97204 5 tcp4 *:993 * gk

dovecot imap-login 97204 11 stream -> /var/run/dovecot/login/default

bind named 1750 513 udp4 127.0.0.1:53 *g*

bind named 1750 514 udp4 10.0.0.1:53 kg k

root syslogd 1649 4 dgram /var/run/log

root syslogd 1649 5 dgram /var/run/logpriv



Nekaj osnovnih orodij

ifconfig:
Andy@svarun:~[131]%> ifconfig
alc0: flags=8802<BROADCAST,SIMPLEX,MULTICAST> metric 0 mtu 1500

options=c3198<VLAN MTU,VLAN HWTAGGING,VLAN HWCSUM,TSO4,WOL MCAST,WOL

MAGIC,VLAN HWTSO, LINKSTATE>
ethér 54:04:a26:94:54:0b
nd6 options=23<PERFORMNUD,ACCEPT RTADV,AUTO LINKLOCAL>
media: Ethernet autoselect

r%ﬁiﬂflags 8843<UP,BROADCAST,RUNNING, SIMPLEX,MULTICAST> metric 0 mtu

options=3808<VLAN MTU,WOL UCAST,WOL MCAST,WOL MAGIC>
ether 00:13:£7:397d8:dl —
inet6 fe80::213:f7ff:fe39:d8d1%r1l0 prefixlen 64 scopeid 0x7
inet 192.168.127.1 netmask 0xffffff00 broadcast

192.168.127.255
nd6 options=23<PERFORMNUD,ACCEPT RTADV,AUTO LINKLOCAL>
media: Ethernet autoselect (100baseTX <full= —duplex>)
status: active

r%ﬁiﬂflags=8843<UP , BROADCAST ,RUNNING, SIMPLEX ,MULTICAST> metric 0 mtu

options=3808<VLAN MTU,WOL UCAST,WOL MCAST,WOL MAGIC>
ether 00:13:f7:397da:c7
inet6 fe80::213:f7ff:fe39:dac7%rll prefixlen 64 scopeid 0x8
nd6 options=23<PERFORMNUD,ACCEPT RTADV,AUTO LINKLOCAL>
media: Ethernet autoselect (100baseTX <full= —-duplex>)
status: active



Nekaj osnovnih orodij ...

* ifconfig:

lo0: f£lags=8049<UP,LOOPBACK,RUNNING,MULTICAST> metric 0 mtu 16384

options=3<RXCSUM, TXCSUM>

inet6 ::1 prefixlen 128

inet6 feB80::1%100 prefixlen 64 scopeid 0Oxa

inet 127.0.0.1 netmask 0xff000000

nd6 options=23<PERFORMNUD,ACCEPT RTADV,AUTO LINKLOCAL>
ipfw0: flags=8801<UP,SIMPLEX,MULTICAST> metric 0 mtu 65536

nd6 options=23<PERFORMNUD,ACCEPT RTADV,AUTO LINKLOCAL>
tun0: f£lags=8051<UP,POINTOPOINT,RUNNING,MULTICAST> metric 0 mtu

1492

options=80000<LINKSTATE>

inet 10.0.0.1 --> 10.0.0.2 netmask Oxffffff00

inet 193.77.156.167 —--> 213.250.19.90 netmask Oxffffff00

nd6 options=21<PERFORMNUD,AUTO LINKLOCAL>

Opened by PID 85187



Nekaj osnovnih orodij

e tcpdump / pcap:

Andy@svarun:~[129]1%> svarun# tcpdump -i rl0 -n

tigduﬂgz verbose output suppressed, use -v or -vv for full protocol
ecode

lﬁftening on rl0, link-type EN1OMB (Ethernet), capture size 65535

tes

O89ﬁ0:33.878428 IP 193.77.156.167.22 > 192.168.127.7.53945: Flags
[P.], seq 1108677235:1108677427, ack 2653943873, win 1040, options
[nop,nop, TS val 2243985208 ecr 1042431634], length 192

08:10:33.878574 IP 192.168.127.7.53945 > 193.77.156.167.22: Flags [.],
ack 192, win 33208, options [nop,nop,TS val 1042431634 ecr
2243985208], length 0

08:10:34.379667 IP 192.168.127.7.47895 > 195.221.158.190.56534: UDP,
length 137

08:10:34.429933 IP 192.168.127.7.47895 > 111.221.74.19.40012: UDP,
length 32

08:10:34.441387 IP 195.221.158.190 > 192.168.127.7: ICMP
195.221.158.190 udp port 56534 unreachable, length 156

08:10:34.712616 IP 111.221.74.19.40012 > 192.168.127.7.47895: UDP,
length 434

08: 10 34 878466 IP 193.77.156.167.22 > 192.168.127.7.53945: Flags
[P.], g 192:736, ack 1, win 1040, options [nop,nop,TS val

22439862 8 ecr 10424316341, length 544



Nekaj osnovnih orodij ...



Profesionalna in druga orodja

* Niksun forenzi¢na orodja http://www.niksun.com/sandstorm.php:
netintercept

A=NetIntercept - digital_evidence2 - Connection: 116
File Traffic Format

G [ WG 1) W21 18 8 G WEL h7. M. B [ Search Fepeat H VRl el [ Packets [

Traffic Session I Summary | Conclusions

Type | swrety | [E)| srer || Full hame |concio | Fie Path
=) Ethernet 100 DIX Ethernet (RFC 894) 835
=GP 100 Internet Protocol (RFC 791) traffic 836
E-:-J'-QTCP 100 Transmission Control Protocol (RFC 793) 837
=-GYHTTP 100 HyperText Transfer Protocol 838
é"QHTTP 100 HyperText Transfer Protocol 839
E]~~QMEDIA 100 Central point for content with declared media type 840
JPEG 100 JPEQG File Interchange Format 841 Jusriffileobifdigital _evidence2ic
[—}QH‘ITP 100 HyperText Transfer Protocol 842
E]--QMEDIA 100 Central paint for content with declared media type 843
E-»~JPEG 100 JPEG File Interchange Format 844 Justiffileobifdigital _evidence2ic
=-GQHTTP 100 L) HyperText Transfer Protocol 845
@--QMEDIA 100 Central point for content with declared media type 846
GIF 100 5 Graphical Interchange Format 847 lustiniffileohiidigital _evidence2ic
[-]"QH'ITP 100 HyperText Transfer Protocol 848
E--QMEDIA 100 Central point for content with declared media type 849
LGIF 100 () hIeoet Graphical Interchange Format 850 Ausriviffileabiidigital_evidence2s
=TT 100 HunerText Transfer Protacal 851 l Llﬂ




Profesionalna in druga orodja

 protokoli za upravljanje z omrezji: snmp, rmon, ...

[ [C:\demo.Ism] - LANState
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Protokol SNMP

*snmpv2inv3
* nepovezavni nacin prenosa podatkov: UDP

e dve vrsti ukazov:
* prenos podatkov na zahtevo in

* prenos ob dogodku
* podatki o stanju omrezja se hranijo v MDB in v dnevniskih zapisih



Vse je v Stevilkah

e www.fri.uni-lj.si =212.235.188.25

* storitev DNS preslikuje med crkovnim nizom in stevilko

* namesto DNS storitve lahko uporabimo preslikovalno tabelo v datoteki
/etc/hosts

e streznik DNS storitve sprasuje druge streznike DNS, Ce Cesa ne ve
» datoteka /etc/namedb/named.root

 orodji dig in nslookup



Streznik DNS

» datoteka /etc/namedb/named.root (izvlecek):

; formerly NS.INTERNIC.NET

. 3600000 IN NS A.ROOT-SERVERS.NET.
A.ROOT-SERVERS.NET. 3600000 A 198.41.0.4
A.ROOT-SERVERS.NET. 3600000 AAAA 2001:503:BA3E::2:30
: FORMERLY NS1.ISI.EDU

. 3600000 NS B.ROOT-SERVERS.NET.
B.ROOT-SERVERS.NET. 3600000 A 192.228.79.201

: FORMERLY C.PSI.NET

. 3600000 NS C.ROOT-SERVERS.NET.
C.ROOT-SERVERS.NET. 3600000 A 192.33.4.12

: FORMERLY TERP.UMD.EDU

. 3600000 NS D.ROOT-SERVERS.NET.
D.ROOT-SERVERS.NET. 3600000 A 128.8.10.90
D.ROOT-SERVERS.NET. 3600000 AAAA 2001:500:2D::D

: FORMERLY NS.NASA.GOV

. 3600000 NS E.ROOT-SERVERS.NET.
E.ROOT-SERVERS.NET. 3600000 A 192.203.230.10

: FORMERLY NS.ISC.ORG



Streznik DNS



Vse je v Stevilkah

* DNS storitev uporablja vrata Stevilka 53

* nimamo storitve, ki bi preslikovala med imenom DNS in 53
* imamo preslikovalno tabelo v datoteki /etc/services

* sistem poveze aplikacijo s procesom (programom) ob zagonu



Imena aplikacij

#
ﬁ Network services, Internet style
#

WELL KNOWN PORT NUMBERS

#

rtmp 1/ddp
Protocol

tcpmux 1/udp
Multiplexer

tcpmux 1/tcp
Multiplexer

domain 53/tcp

domain 53/udp

imap 143/tcp
Access Protocol v2

imap 143 /udp
Access Protocol v2

imaps 993/tcp

imaps 993 /udp

#Routing Table Maintenance
# TCP Port Service

# TCP Port Service

#bbmain Name Server
#Domain Name Server
imap2 imap4 #Interim Mail
imap2 imap4 #Interim Mail

# imap4 protocol over TLS/SSL

Andrej Brodnik: Digitalna forenzika



Imena aplikacij

e sockstat

Andy@svarun:~[128]%> sockstat

USER COMMAND PID FD PROTO LOCAL ADDRESS FOREIGN
ADDRESS

ceee imap 97205 0 stream -> ??

dovecot imap-login 97204 3 stream -> ?°?

dovecot imap-login 97204 4 tcp4 *:143 * gk

dovecot imap-login 97204 5 tcp4 *:993 * gk

dovecot imap-login 97204 11 stream -> /var/run/dovecot/login/default

bind named 1750 513 udp4 127.0.0.1:53 *g*

bind named 1750 514 udp4 10.0.0.1:53 kg k

root syslogd 1649 4 dgram /var/run/log

root syslogd 1649 5 dgram /var/run/logpriv



Imena aplikacij



Imena protokolov

*izvliecek:

ip 0 TP
pseudo protocol number

icmp 1 ICMP
message protocol

igmp 2 TGMP
management protocol

ggp 3 GGP
protocol

tcp 6 TCP
protocol

udp 17 UDP

ddp 37 DDP
Protocol

1pvo 41 ITPV6

mobile 55 MOBILE

ipvbo—-icmp 58
for IPv6

etherip 97 ETHERIP

Encapsulation

ITPV6—-ICM

H= MO e = 3 = H

internet protocol,
internet control
internet group
gateway—gateway
transmission control

user datagram protocol
Datagram Delivery

1pvo
IP Mobility
icmp6 # ICMP

Ethernet-within-IP
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Imena ...

Andrej Brodnik: Digitalna forenzika



In od kje pridejo sStevilke

* svetovni dogovor o Stevilkah

* stevilke hrani in oglasa IANA — The Internet Assigned Numbers
Authority, www.iana.org
 korenski DNS strezniki: www.iana.org/domains/root/db/arpa.html
e vrata: www.iana.org/assignments/port-numbers
 protokoli: www.iana.org/protocols/

www.iana.org/domains/root/db/si.html
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ISCemo napre;

* do sedaj razumemo:

 kaj je IP naslov in kako se preslikuje zimenom (FQN — fully qualified name)
(hosts, DNS)

* kaj je ime protokola, ki ga uporabljamo (protocols)

* kaj je storitev, ki jo zelimo na oddaljenem racunalniku in kako se imenuje
(services)

 katera aplikacija ponuja doloceno storitev (sockstat, netstat)



ISCemo napre;

0 4 8 12 16 20 24 28 31
Yersion TZr?gtir type of service datagram length
identification flags fragment offset
time-to-live (TTL) protocol header checksum
source address
destination address

| options
| |
source port (0-65535) destination port (0-65535)
combined length of data and UDP header (8-65515) checksum (0-65535)
data
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IP Header

UDP Header



ISCemo napre;

* In kdo je dejanski ponudnik storitve?

» ponudnika poznamo po IP naslovu, oziroma iz njega izhajajoCem FQN
* lahko tudi neposredno na aplikacijski plasti



Storitev WHOIS

* storitev
nicname 43/tcp whois
nicname 43 /udp whois

» potrebujemo streznik storitve whois
* whois.iana.org, whois.arnes.si
e orodja telnet, whois



Storitev WHOIS
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uni-lj.si

Arnes

Andy@svarun:~[172]1%> whois uni-lj.si

Storitev WHOIS
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Storitev WHOIS

.........................................................................................................................................................................................................................................................

status: ok

m. ........................ 1992-11-23 ..........................................................................................................................................................................
up",.. ........................... 2015-06-06 ..........................................................................................................................................................................
wm'm .................. 53days .......................................................................................................................................................................................
mm: .......................... ARN 5 ...........................................................................................................................................................................................

Andrej Brodnik: Digitalna forenzika



Storitev WHOIS

DOMAIN HOLDER

organization Univerza v Ljubljani

nic-hdl G39085

email rektorat@uni-lj.si

m ............................ + 38612418500 .................................................................................................................................................................
m ..................................... + 38612518650 ..................................................................................................................................................................
“deongresmtmz ...............................................................................................................................................................
address SI

mm ............................ ARN 55 ...........................................................................................................................................................................................

Andrej Brodnik: Digitalna forenzika



Storitev WHOIS

nic-hdl 0167923
email anton jagodic@uni-lj.si
address s
S B T

Andrej Brodnik: Digitalna forenzika
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