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* na prvi sledi, prvem
sektorju so nadzorni
podatki (MBR, master boot
record)

kako izgleda organizacija pri
Sap2 g g Jap




Shramba podatkov in skrivanje



Shramba podatkov in skrivanje

* pogled v bot sektor Windows95 stroja z orodjem Norton DiskUtils

' MS-DOS Prompt - DISKEDIT

0«18 o GilEe 3 =5 Al

[] Disk Editor
Object FEdit Link View Info Tools Help

Description Boot Record Data DOS Reports

OEM ID: MSWINZ.1
——2 Bytes per sector: 512 012
—4—bSectors per cluster: 64 64
Reserved sectors at beginning: 1 1
Tn FAT Copies: 2 2
L, Root directory entries: 512 012
Total sectors on disk: 0
Media descriptor byte: F8 Hex
Sectors per FAT: 172
Sectors per track: 63
Sides: 64
-2 Special hidden sectors: 63
Big total number of sectors: (Unused)
Physical drive number: 128
Extended Boot Record Signature: 29 Hex
Volume Serial Number: 41361CD1 Hex
VYolume Label: NO NAME
File System ID: FAT16

Boot Record Sector 0
Drive C: Offset 3, hex 3
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root:~ # diskinfo -v /dev/ada®

1000204886016
1953525168

0

0

1938021

16

63

Y4U9K5A9F
No

7200
Not_Zoned

sectorsize

mediasize in bytes (932G)
mediasize 1n sectors
stripesize

stripeoffset

Cylinders according to firmware.
Heads according to firmware.

HHFHIPFHRHFHHA

Sectors according to firmware.
TOSHIBA MGO3ACA100 # Disk descr.

# Disk ident.

# TRIM/UNMAP support

# Rotation rate in RPM
# Zone Mode




root:~ # diskinfo -v /dev/adal

sectorsize
5000981078016 mediasize in bytes (4.5T)
9767541168 mediasize in sectors
4096 stripesize
0 stripeoffset
9690021 Cylinders according to firmware.
16 Heads according to firmware.
63 Sectors according to firmware.
TOSHIBA MGO4ACA500E # Disk descr.
16NAK@O5LFJJA # Disk ident.
No # TRIM/UNMAP support
7200 # Rotation rate in RPM
Not_Zoned # Zone Mode




Volume Name ~ Free Capacity Mount Point File System BSD Name

Macintosh HD 199,63 GB 49996 GB /[ APFS disk1s5s1
Macintosh HD - Data 199,63 GB 499,96 GB  /System/Volumes/Data APFS disk1s1

Macintosh HD - Data:

Free: 199,63 GB (199.627.882.496 bytes)
Capacity: 499,96 GB (499.963.174.912 bytes)
Mount Point: [System/Volumes/Data
File System: APFS
Writable: Yes
Ignore Ownership: No
BSD Name: disk1s1
Volume UUID: A519D5B2-9B02-4B38-A8C8-DEA7C1496C6B
Physical Drive:

Device Name: APPLE SSD AP0512J

Media Name: AppleAPFSMedia

Medium Type: SSD

Protocol: PCIl-Express

Internal: Yes

Partition Map Type: Unknown
S.M.A.R.T. Status:  Verified



Volume Name Free Capacity Mount Point File System BSD Name

Macintosh HD 199,63 GB 499,96 GB / APFS disk1s5s1
Macintosh HD - Data 199,63 GB 499,96 GB [System/Volumes/Data APFS disk1s1

Macintosh HD:

Free: 199,63 GB (199.627.882.496 bytes)
Capacity: 499,96 GB (499.963.174.912 bytes)
Mount Point: /
File System: APFS D)
Writable: No N
Ignore Ownership: No [/7/
BSD Name: disk1s5s1
Volume UUID: B74BEC77-8176-43EB-858C-AF912CBE921E
Physical Drive:
Device Name: APPLE SSD AP0512J
Media Name: AppleAPFSMedia
Medium Type: SSD
Protocol: PCI-Express

Internal: Yes
Partition Map Type: Unknown
S.M.A.R.T. Status:  Verified / - -
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root:~ # gpart show
=> 34 1953525101 GPT (932G)
34 1024 freebsd-boot (512K)
1058 1946156032 freebsd-ufs (928G)

1946157090 7368044 freebsd-swap (3.5G)
1953525134 1 (512B)

34 9767541100 mirror/gmir@1 GPT (4.5T)
2014 — free — (1.0M)
0767538688 1 freebsd-ufs (4.5T)

a — — A




Shramba podatkov in skrivanje

* poenostavljena organiziranost diska z datotecnim sistemom FAT
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Shramba podatkov in skrivanje

e particija, volumen, snopic/del
* v njej datotecni sistem

* lahko tudi brez datoteCnega sistema



i,

Shramba podatkov in skrivanje

* skrivanje podatkov zaradi notranje in zunanje fragmentacije:
—A . skrivanje znotraj sektorja (bloka) — tezko in neobicajno
- . . v
* skrivanje znotraj gruce
* skrivanje znotraj particije (particije se obi¢ajno zacnejo na zacetku sledi
skrivanje particije

* kriptiranje particije

* servisni podatki: DCO (Drive/device configuration overlay) in HPA
(Host/hidden protected area) —
http://www.forensicswiki.org/wiki/DCO and HPA
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Shramba podatkov in skrivanje

e virus skrit v praznem koncu particije (volume slack)

*% EnCase Forensic Edition

File Edt VYiew Tools Help

{Z)New (3 Open [G] Save (o Print iigAddDevice Q Search [§ 7
X4P Acases| 7 Key [ rable | 2:% Gallery [] Timeline (7] Report

-0 @ Cases File Last A
=y 7y Gambor : e Created Written Ee
L I -~
e o1 [ 48 | ) Program Files [ S | 03/13/97 06:30:12PM
= 1@ C [ 49 | &/ RECYCLED 03/13/97 07:13:08PM  03/13/97 07:13:08PM
[ 50 ((Z]) Primary FAT
[0 st |(E) secondary FAT
sz [vamesootSectors
[0 53 | (] volume Slack BT 3
< >
A VY R
[T Text [ Hex ™3 rtue ©Disk [T]Report <5 Fikers [ Queries [ Console ™ Lock | [J 0/2794 1:PS5331931 LS 331885 500...
B E = 1 I I I _#+*&ju-0-pyé- fE-CG;>-+sI10p- +xDOi- A&, ¢ -, 0pv A
1584 [+t Hopr Arrde s+ +TcA86+ - ST82ap- + ulicGE+ - X0+ -+« oRUAS. - - 508 - - T08865228: gr *gN  PASIAPSQRVII+ ¢+ ¢ v+ »0+ 28

1683 |3 Q, 2 e A Y5 Aiée-0;2° *prd00- - ~uidlpeipé-yr{Pesyn-M-%-0-XAE> -t élupradlyn-I-% K, « »pi-t+ 260y
SR xD,**¢*I*¢*KE'K* 'QY'A'I’-,"»b'('H'('O'E'O"W'A't"bb»\‘l'"""ZM'A"'_"ZYIXRG\'IGS €arur € ur i
1881 §.¢.A-Paada- - 2aQt - apYSAeaX. ¢.B- The FORM-Virus sends greetings to everyone who's reading this text.
1980 FORM doesn't destroy data! Don't panic! Fuckings go to Corinne.@<OMS&<DOMSDOSS.Qrccrrrrrrogle voe oo
2079 |tx+++€+ )i 0'082093 FATLIE  G3AZDN: |+ +»x6A72 U 8;> |3« +Ubme +EBpe ¢+ | "MULG G+ > [Qf+ xy3A9 + jeece s ue
| cl+€e oo o | fO-EPIE-RIEIIL R, *+&°|<°" |*EH=6* X 1§ *Kl*»* <RI iPl@ sx®rénexr ¢t +¥2)éiu 00
227728 R %E)&_+3AL-~0-0D-T-20K&&< G HHE* |2¢+& I |+ +Kin++2++PRQ&: *xP°+ AT+ Y2Xrn+++ 0+ -+~ 1248, « 18§ 1¢"
2376‘II iBl& pem Ar) one fe8d e |5 46+ |pA 01306 |51 EM|oh0l s < M2 02 60|1<B1éS 51863 11-% Non-System
2475 digk or disk error Replace and press any key wvhen ready -I0 SYSMSDOS 8YS--U2

(2] Gamblor\11C\Vohume Slack
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Shramba podatkov in skrivanje )Z /@4(

* ko je datoteka izbrisana, podatki ne izginejo

* tudi, ko formatiramo disk, podatki ne izginejo
* poglejte orodje £disk

* rezultat obeh operac'ij je pravilen datotecni sistem in kopica praznih
blokov

* orodja: sleuthkit (http://www.sleuthkit.org/), Norton DiskEdit,
(a/m_
) -as / /
Su 4/%/
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Shramba podatkov in skrivanje

 primer rekonstrukcije datotek na sveze formatiranem disku z orodjem
EnCase

[ 1) WorkProfessional :j
[](_)Recovered Folders _|

B0

ﬁ

O $Extend
O ]I DELL
-0 )iz Documents an

[z All Users
[ 115 Default Use

o[ 155 LocalService
o[ )15 NetworkSer
[ Owner
— [ )l hxdef100

[l Program Files
[ RECYCLER

[ 11 System Volume
W WINDOWS

OO OO0 O 0O

U oo

(] 13

(] 14

(] 15

K readmeen.txt

W readmefr.txt

K src.zip

K hxdef100.ini

K hxdef100.2.ini

@ bdcliln0.exe

K rdrbs100.exe

K hxdef100.exe

@) src.zip'Zone.Identifier

@ hxdef100.ini'Zone.Identifier
@ readmecz.txt'Zone.Identifier
@ hxdef100.exe'Zone.Identifier
@ readmeen.txt'Zone.Identifier
@ hxdef100.2.ini'Zone.Identifier
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01/04/04 11:19:024M
01/04/04 11:18:564M
01/04/04 11:18:444M
12/31/03 10:17:36AM
12/31/03 10:17:14AM
12/31/03 10:16:024M
12/31/03 10:15:504M
12{31/03 10:15:34AM



Shramba podatkov in skrivanje



Skrivanje podatkov

() -« skrivanje particij
* orodje Test Disk (http://www.cgsecurity.org/)

* na ravni datotek
e skrivanje datotek: npr. MS Windowszw jzdl"

—® « garlament.jpg >

* sliko v predstavitev (ppt) GO0 0 ke T Eo0 3 ke

* najnovejsa orodja  2b00tmp a0 mp
-+ | D004 .bleh 1 -0 bleh
- O mirkforce o B0 mirkforce
- D0 (A misc i DO mise
- 200 Csynscan 1 B0 Q@ synscan
b DO mass i -DO @ X 11-unix
. -CO@ . wom
- DO dev
DO [, X 11-unix
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Gesla in kriptiranje

___* orodja za razbijanje in iskanje gesel
* Password Recovery Tool — PRTK in Distributed Network Attack — DNA
(http://accessdata.com/products/computer-forensics/decryption)
 John the Ripper (www.openwall.com/john/)
* Cain and Abel (www.oxid.it/cain.html)
e Advanced Archive Password Recovery (www.elcomsoft.com/azpr.html)
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Gesla in kriptiranje

* veC o kriptiranju in kriptografiji kasneje

* nekaj primerov
* orodje caesar, rotl13
* podpora za PGP
» orodje crypt



OS Windows

* datotecCni sistemi ¢ %@6\

* reSevanje podatkov T /

 zabelezke (log files) ¢
* register o
* komunikacijske sledi G







OS Windows — datotecni sistemi

» dva osnovna datotecna sistema FAT (File Allocation Table) in NTFS
(New Technology File System)

* FAT
* razvit najprej za gibke diske (diskete)
. FATg,, FATLE, FATS2

Joke] = § 40k = g
[ 4, — [ 7[




Datotecni sistem FAT

Root directory
File allocation table data | Cluster 184
. . (EAT) ~—
skiways-getafix.doc: /84
todo.txt: 556 \ ?
newaddress.txt: 227 185 186 187
186 159 150 data | Cluster 185

191 192 193

data | Cluster 186

* FATxx je povezan seznam indeksov gruc, v katerih je shranjena
posamezna datoteka

* XX pomeni stevilo bitov uporabljenih za indeks
* 12 =212=4096, 16 = 2'6=65.536 @— 278 = 268.435.456

— L___{-a
Eb X8 S pofelob =IME hibe]=5 1) 8
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DatotecCni sistem FAT

' hunter-floppy ]

Y

| Name o Type|  Size ' Created ~ | Modified | Accessed | Attr. | 1st sector

| |[Root directory) 7.0KB 19

| Lapril 05 KE 06/08/2003 14:41:44 GSI08!2003 14:41: ??% 188
| 7 areenfield.do do 19.5KB 05/08/2003 14:43:.00 05/08 R 306
D contacts. xls wls 16.5 KB 05/08/2003 14:43:15 02/18/2001 12 49:16 05!1 242003

003 12:40:48

122 B 05/13/2003 12:37:54

] D todo. txt f
] D newaddress. txt bt 122 B 05/13/2003 124217 05/13/2003 12:4218 05/13/2003 A 258
| Boot sector 0.5KB
| FAT1 é 45KB 1@
| FAT 2 o 45KB 10 &
|| Free space 1.4 MB
| |dlesspace

* pogled korena datotecnega sistema na gibkem disku s pomocjo programa X-
Ways

* hrani Cas tvorjenja in zadnje spremembe a le datum zadnjega dostopa
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FAT

Drve A:

Fle Edt Sawch Postion Vew Tock Options FleMansgs Window Hep
DFHSFY  ~-~RALD  A2ULY - Pée= Sa5ompd | aw

Of fset 0 1 2 3 4 5 8 9

00000200 FO FF FF 00 00 OO0 OD OO0 OO0 0D 0D OO0 0D OD OO 0O cssssssassasns
00000210 (00 00 00 00 OO OO O0D OO0 OO0 OO0 OO0 00 0D 00 00 00| cevucvuansansans
00000220 00 00 0O OO D DO DD OD OO DO DD DD OD OD OD DD | ccvvvvvnvsannsans
00000230 00 0O OO 0D DD DO DD OO OO OO OD OO OD OD OO

00000240 CO 02 20 EO 02 2F OD 03 31 20 03 33 40 03 35

00000250 (03 37 80 03 39 AD 03 3B CO 03 3D EO 03 3F 00

00000260 41 20 04 43 40 D4 45 60 04 47 BD D4 FF AF 04

00000270 CO 04 4D FO FF 00D 00 O0 OO0 DD OD OD 0D 0D 0O

00000280 00 00 00 00 OO OO OO0 OD OO 0D OD OD OD 0D 00 00| .vvvvvrnrrannans
00000290 00 00 00 00 OO OO OD OO OO0 0D 0D OO0 OD 0D 00 00| cuvuvvvansnnnans
000002A0 (00 00 00 OO OO0 0D OD OD OO0 0D 00D 00D 0D 00 00 00| cvvvcvucnsansans
00000280 (00 00 00 O0 OO OO OO0 OD OO0 OD 0D OO0 0D 0D 00 00| suvucvuansansans
000002C0 00 0O OO DD ODODDODODOD OODODDDDODODODOD 00| coviviiannnnnnns
00000Z2D0 00 0O OO OO OO OO OD OD OO0 OD DD OD OD OD OD 0D | vuvvvvvnnnnnsnns
00000ZE0 00 00 0O DO DO DD QD QD 0D OD OD OD OD OD OD 0D | vvvvvrvnvrnnsnns
000002F0 00 00 00O OO DD DD OD QD OO0 OD OD OD OD OD OD 0D | vvvvvrenvsnmrnns
00000300 00 00 00O OO DO DD OD QD OO0 OD DD OD OD OD OD 00 | vevvvvsnvsnnsnns
00000310 (00 00 00 00O 00 00D OD OO0 00 0D 0D 00 00 00 00 00 | ..vvvvvnvvanrans
00000320 00 00 00 00 OO OO OD OD OO DD OD OD OD 0D 00 00| .vvevvrnrronnans
00000330 00 00 00 OO OO OD DD OD 00 DD DD DD OD OD Q0 00 | suvuwsvusvunvans
00000340 00 00 00 00 OO OO OO OO OO0 0D 0D OD OD 0D 00 00| suvvcvvcnsansans
00000350 00 00 00 OO0 OO OO OO OO0 OO0 0D 0D OD OD 00 00 00| svvucvvansansans
00000360 00 00 00 00 O0D OD OD OD OO0 0D OO0 0D OD 0D 00 00| suvucvvansansans
00000370 00 00 0O DD DD OO ODOD OO ODDDODODDDOD DD OD DD | tuvuvnsnnnnnnnns
00000360 00 00O 0O DD DD OO DODOD OODODDDODODDDODODODOD | tuvuiwnsnnnnnnnns
000003%0 (00 00 00 00O OO DD OD OD OO0 OD QD OD OD OD OD 0D | vuvvvrvmvsnnsnns
000003A0 00 00 0O O DO DD OD OD 0D OD OD OD OD OD OD 0D | vevvvrrnvsnmsnns
00000360 00 00 00 OO OO DD OD QD 0D OD OD OD OD OD OD 00| vvvvvrvnvrnnsnns
000003C0 00 00 00 OO OO OD OD OD 00D 0D DD OD 0D OD 00 00 | .vvvvrvarnannane
00000300 00 00 00 00 OO OO OD OD 00D DD OD OD OD 0D 00 00| .vvevvrnnrnnnans
000003E0 00 00 00 00 OO OO OO0 OO OO 0D 0D 0D 0D 0D 00 00| scvvcvucnsansans
000003F0 00 00 00 00O OO OO OD O0O OO0 OO 0D 0D OD 0D 00 00| suvuvvuavsansans
ANBKNANH | NA NO NO NN BN BN BN nn BN




Datotecni sistem FAT



Datotecni sistem NTFS

* sodobnejsi datotecni sistem
* vse je v datotekah
» podatke o datotekah hrani v sistemskih datoteki SMFTC
e imenik je samo datoteka (B drevesna struktura)
* je dnevniski datotecni sistem (journal) in hrani transakcije nad datoteko v
sistemski datoteki SLogFile
 podpira vec funkcionalnosti glede datotek
 pravica dostopa (ACL — Access Control List)

* bolje varovan, saj hrani kopije podatkov o datoteCnem sistemu na
vecih mestih (SMFTMirr)



Datotecni sistem NTFS

SMFT Master File Table 5

0
:-') 1 SMFTMirr A backup copy of the first 4 records of the MFT
2 SLogFile Log File for CHKDSK
3 S$Volume Volume Name, Serial Number etec...
4 SAttrDef Definitions of every Attribute
5 . (dot) Root directory of the disk
6 S$Bitmap Map of used and unused clusters
7 $Boot Boot record of the volume
8 $BadClus  List of bad clusters on the partition
9 $Secure Security Descriptors for each file
10 S$UpCase Table of uppercase characters used for
conversion
11 S$Extend Directory for the last four Metafiles.
12-23 UNUSED Marked in use, or not in use, but empty.
Any 8$Objld Unique Object IDs given to every file
Any $Quota Disk space usage quota information
Any SReparse Reparse point information
- Any S$Usndrnl  NTFS USN Journal (for encryption)

Table 3.1.1 - NTFS 3.0+ Metafiles

Andrej Brodnik: Digitalna forenzika



Datotecni sistem NTFS



NTFS — SMFT

* primer enega zapisa v SMFT

zapis sestoji iz prilastkov
(attributes)

zapis je velik 1kB =

Ce je datoteka majhna, se hrani
kar v zapisu

@pri brisanju samo zastavica in
potem se Zapis ponovno

/

]
/

Andrej Brodnik: Digitalna forenzika

Pointed to by file:
E:\/review.pgd

File Type:
data

MDS5 of content:
19d3508b078a10b3852b75f46efabe5a %

SHA-1 of content:
3229c020dcbd2c38baddca62c1970chc13dba73b  L—

Details:

MFT Entry Header Values:

Entry: 29 Sequence: 1

$LogFile Sequence Number: 16842551
Allocated File

Links: 1

$STANDARD _INFORMATION Attribute Values:
Flags: Archive

| Owner ID: 0 Security ID: 260

Created: Tue Mar 6 21:24:51 2007
File Modified: Wed Mar 7 19:16:13 2007
MFT Modified: Wed Mar 7 19:16:13 2007

| Accessed: Wed Mar 7 19:16:13 2007

$FILE_NAME Attribute Values:
Flags: Archive

Name: review.pgd

Parent MFT Entry: 5 Sequence: 5

o Allocated Size: 0 Actual Size: 0
CTeated: Tue Mar 6 21724:51 2007

File Modified: Tue Mar 6 21:24:51 2007
MET Modified: Tue Mar 6 21:24:51 2007




NTFS — iskanje podatkov

e pri datoteki obstaja pojem fizicne velikosti velikosti (gruce), logicne
velikosti (zapis v imeniku) in pojem konca datoteke (EOF)

alid data leng f
wk"’, S\
File contents _——F -

\ }

\ Eﬁ@»d/cw SQLQ |
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NTFS — MFT zapis

e pogled na MFT
zapis in razlika
med obema
velikostima

\ I L
£% O 2 ,734:8
|

;:::===s:;_ v

0CO7FS000
0CO7FS010
0CO7FS020
0CO7FS030
0CO7FS5040
0CO7FS050
0CO7FS060
0CO7FS070
0CO7FS080
0CO7FS090
DCO7FS0AD
0CO7FSOEO
0CO7FS0CO
0CO7FS0DO
0CO7FSOED
0CO7FSOFO
0CO7F5100
0CO7FS5110
0CO7F5120
0CO7F5130
0CO7F5140
0CO7F5150
0CO7F5160
0CO7F5170
0CO7F5180
0CO7F5190
DCO7FS1A0
0CO7FS1EO
0CO7F51CO
0CO7FS51D0

49 4C 45 30 00
00 02 00 38 00
00 00 00 00 00
00 00 00 00 0O
00 00 00 00 0O
08 Ce6 77 A8 CS
08 Ce 77 AB CS
00 00 00 00 0O
00 00 00 69 01
00 00 00 00 0O
00 00 00 00 0O
24 00 00 00 0O
08 Ce 77 AB CS
08 Ce6 77 A8 C5
00 00 00 00 00
02 43 00 4D 00
00 73 00 65 0O
00 00 00 00 0O
24 00 00 00 0O
08 Ce 77 AB CS
08 Ce 77 A8 CS
00
0o
00
00
00
00
00
00
0o

03
01
00
00
00
Ca
CA
00
00
00
03
01
Ca
Ca
00
44
74
02
01
CA
CA
00
64
74
74
00
00
0o
00
01

0o
0o
0o
0o
0o
01
01
0o
0o
00
0o
0o
01
01
0o
0o
0o
0o
0o
01
01
0o
0o
0o
0o
0o
0o
0o
0o
0o

3
ED
0s
10
48
48
28
00
00
30
52
48
48
00
20
4C
30
64
43
48
00
20
4C
76
61
01
00

43 0C
01 00
00 00
00 00
00 00
08 Cso
D3 94
00 00
00 00
00 00
00 00
08 Cso
08 Cob
00 00
00 00
00 41
00 00
00 00
08 Co
08 Cob
00 00
00 00
00 61
00 61
00 00
00 00
00 00

=TT Q0

tggiiilgi
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8F
0o
00
00
00
77
74
00
00
00
00
77
i
00
0o
00
0o
0o
77
77
00
0o
0o
00
0o
00
0o
00

00
00
D4
60
18
A8
A8
00
00
70
18
A8
AB
0o
0o
42
88
18
AB
A8
00
00
62
6C
0o
0o
0o
00

0o
04
1F
0o
00
C5
CS
00
00
00
0o
CS
CS
00
0o
00
0o
00
C5
CS
00
0o
00
00
0o
0o
0o
00

lid Data Length

00
00
0o
00
0o
CA
CA
00
00
00
01
CA
CA
0o
0o
7E
00
01
Ca
CA
0o
0o
73
69
0o
04
00
00

0

FF FE FF 82 79 47

0o
0o
00
00
00
01
01
00
00
00
0o
01
01
00
00
00
0o
00
01
01
00
00
00
00
00
00
0o
00
0o
11

FILED 1C 1
8 a
0
H

H Ev AE H Evw AE
H Ev AE (O1z AE

0 p
R
&5 H Ew AE
H Ev AE H Ew AE
H Ew AE
(€ B RES B 55 2
2=eth |
3
&S H Ew AE
H Ev AE H Evw AE
H Ew AE
cndlLabs
- setvali
ddat a
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NTFS — iskanje podatkov

* vimeniku lahko obstajajo datoteke z enakimi imeni



Datotecni sistem NTFS



CREATION, HIW IF| ATy IV, RCCrSS
4R b 2R

Kodiranje Casa pri datotekah

[ ]
* Wﬂ-%@ﬁ hhhhmmm mmmsssss\

18 =
| Yolume File | Preview | Details I Gallery | Calendarl Legend | | Syncl

Of fset o1 2 4 6 8 9 A B CDE F| ~
00002600 53 41 4C 45 53 20 20 20 20 20 20 28 00 00 00 00 SALES (
00002610 00 00 00 0O 0O 00 9& 7C 8D 2E 00 00 00 00 00 0O 1.
00002620 42 69 00 78 00 2E 00 64 00 6F 00 OF 00 F1 63 00 Bi x . d o fic
- 00002630 00 00 FF FF FF FF FF FF FF FF 00 00 FF FF FF FF iy i
’ é; 00002640 01 73 00 6B 00 69 00 77 00 61 00 OF 00 F1 79 00 s k i wa fy
00002650 73 00 2D 00 67 00 65 00 74 00 00 O0 61 00 66 00 s —ge t a f
4k4j<r 00002660 53 4B 49 57 41 59 7E 31 44 4F 43 20 00 04 00 64 SKIWAY~1DOC d
Cn 00002670 AD 2E AD 2E 00 00 f5 SF_AD 2E)BS 00 00 54 00 00 -.—. E-., T

00002680 41 74 00 6F 00 64 00 6F 00 2E 00 OF 00 B3 74 00 At od o . °t
000026A0 | o4 4F 44 4F 20 20 20 20 54 5o | TMAEL]
000026B0  AD 2E AD 2E 00 00 18 65 AD 2E 05 PG ?15’5183’;2000

000026C0 42 74 00 00 00 FF FF FF FF FF 2

000026D0  FF FF FF FF FF FF FF FF FF FF 00 00 F FF | §9999ssy  voyy
000026E0 01 6E 00 65 00 77 00 61 00 64 00 OF 00 8C 64 00 newad Id
000026F0 72 00 65 00 73 00 73 00 2E 00 00 00 74 00 78 00 ress . t x
00002700 4E 45 57 41 44 44 7E 31 54 58 54 20 00 85 48 65 NEWADD™ITHT IHe

xt VVVY  V¥V¥Y
TODO TET »d
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Kodiranje Casa pri datotekah

* FILETIME

* 64 bitni zapis = Q B z
e vrednost # 1.1.160 §tevi|o

@ DCode Date v2.06.002 written by Craig Wilson

Time Zone: |GMT -05:00 v| [ Window on top

Decode Format: |'Windows: 64 bit Hex Value - Little Endian

Yalue to Decode: |906B334D7DEEC301
Date & Time: |Sun, 08 February 2004 14:56:44 -0500

www.digital-detective.co.uk Cancel Clear |
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NTFS — sledi datotek A
(NST™ /7 /E <R 2z /U,g

(FsT NEss /
* razlicne ope/r/rije razlicno vaivajcyzabeleiene Case vimeniku (tvorjenje —
TV, zadnji dostop — ZD, zadnja sprémemba — ZS, zapis spremenjen (NTFS) —

VS): (
. p,mnﬁk*ela%e%ekem‘ﬁ’o‘ﬁfé@ ne vpliva na nic /7

ef,
g %m: TV,ZD, VS ./
» kopiranje datoteke (ciljna datoteka): TV, ZD, VS (4}
Q

* odreZi&prilepi (cut&paste): ZD(*)
* primi&potegni (drag&drop): ZD(*) %) r )
* zbrisi: ZD, VS / C\ '

(

* posebnosti:
 datoteka na palcki, lahko preko scp/...: TV > ZS
 pri brisanju imenika, se podatki o datotekah ne spreminjajo

LT CHaver &)/}/\//,ﬂz\/
CRE ATION FEL 2
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NTFS — sledi datotek ...

e vsebina pisarniskih datotek vsebuje metapodatke iz imenika

* Shranfkot: Ce na isto datoteko, gre dejansko za prepis in ne za tvorjenje nove
datoteke v imeniku, ne pa v datoteki

* tiskanje najprej prepise datoteko v poseben imenik ter jo Sele nato

natisne
* C:\Windows\Spool\Printers, C:\WinNT\SystemS’s
* tudi, ko tiskamo spletno vsebino ipd.



NTFS — sledi datotek ...



Resevanje podatkov

 reSevanje izbrisanih datotek
* razlicna orodja, ki jih lahko poganjamo na Windows OS

° orodje

v kombinaciji z
Autopsy Browser
omogoca celo
pregledovanje
preko brskalnika
(http://www.sle
uthkit.org/autop

sy/)

I Eile Edit View Go

-

-
i Back

Forward

Reload

Bookmarks  Tools

Window Help

A &

Stop

% 4$Home | WpBookmarks 2 Red Hat, Inc. 2 Red Hat Network (Support 4 Shop (fProducts 4 Training

\l;hnp:fllocalhnslzauﬁl:llﬂ748352243805302807/aut0psy7func=2&mode=18&case=BiolechX&rl:‘ 22 Search PL:‘I v
; rinf

FILE ANALYSIS KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeEwP CLOSE
O ? X
ALLDELETEDFILES [ || C:\ ADDNOTE GENERATE MDS5 LiST OF FILES B
Ll r—‘
HIDE DIRECTORIES DeL :YI; ein NAME O CREATED Size UID GID MEeTa

cA ¥ t/r _AEAYDI 1998.03.15 553142 0 0 57
+/Library
ALIBRARY) v 7 d COM_SW/ 278508 0 0 45
++/Stories St = 00:12 &gttt i = =
(STORIES) S
+/TEMP v d/d  _MSSTFQF.T/ 19 0 16384 0O 21
++ /MATN 19:15:52 (EST) 00:00:00 (EST) §
+++ /HIDDEN d/d  Adobe (ADOBE)/ 1998.03.10 1998.03.10 1998.03.10 16384 0 0 41
++++ /RESOURCE . FRK| 21:52:40 (EST)  00:00:00 (EST)  21:53:40 (EST)
+4++/IDIGITAL VI r/r  AUTOEXEC.BAT 1998.02.26 1999.06.24 1998.02.26 63 0o 0 24
*;R‘;;éPLfs 15:48:36 (EST)  00:00:00 (EST)  15:48:36 (EST)
+++++ /RESOURCE. FF r/r  AUTOEXEC.SYD 1997.12.22 1998.02.26 1997.12.22 303 0o 0 22 |
+++ /RESOURCE . FRK 22:28:28 (EST)  00:00:00 (EST) 22:28:28 (EST) [+]

+/HIMMCY
++/CONTENT
+/RECYCLED
+/DE¥
++/MOUSE
++/CARDSOFT
++ /TEAC
++/AUDIOTES
+/NOTES

++ /DATA

(+++ %m ) EE]

ASCII (display - report) * Strings (display - report) * Export * Add Note

File Type: ASCII text, with CRLF line terminators

Contents Of File: C:\AUTOEXEC.BAT

C:\DEV\TEAC\MSCDEX.EXE /D:TEAC-CDI /M:15
C: \DEV\MOUSE\BALL. COM

Document: Done (0.471 secs)

hd eco@case:~



Resevanje podatkov ...



Resevanje podatkov ...

* iskanje izgubljenih datotek iz velike neoblikovane gmote

* enako kot obrezovanju datotek

orodje Datalifter:
iS¢emo izgubljeno
datoteko iz dveh
gmot praznega
prostora in enega
preostanka
datotecnega
sistema

DataLifter v2.0 [Demo Mode] Build (171) =10] x|
File View Window Help
(WY Q ] v: FF T ﬁ/
Tools: w "@,!/ _‘.:: = J‘J}i] ﬁ System: @ :
AR D2F FE IL H FSG ER PX PTRW RBH SE OPT S5 UPD HLP EX
R

[V Select Al Files
Source Files

Curtent Source File Path: |0+ \RESEARCH\GAMBLOR\GAMBLOR\EXPORT

=4

Current Destination File Path: |C-\TEMP\

|

Standard File Headers IAdvanced File Headers ] Extraction Progress I

EMF MS Enh Meta-File
4

[v Select All Advanced Signatures
File Headers selected: 15

File(s) to process: 3

Bytes to process: 51 MBytes to process

 Headers
Extension | Description l Default Size I Segment(1)-Header -
[ v AV| Type 1 0 5249 46 46
BMP Bitmap Generic 0 424D
BMP Bitmap Type 1 0 424D
BMP Bitmap Type 2 0 424D
BMP Bitmap Type 3 0 424D |
DBX Outlook Express 0 CFAD12FECSFD
poc Word 8.0 Office97 50000 DOCF11EOATB11AET1 0000
Mooc Word 10 Office 2K 50000 DOCF11EOATB11AET1 0000
0 01 0000 00 58 00 00 00

Cancel Close

Finish




Resevanje podatkov ...

* ¢e majhna datoteka prepise veliko, lahko vecino velike datoteke
rekonstruiramo

% EnCase Forensic Edition
File Edit View Tools Help
1=)New [ Open [ Save  Print g Add Device O Search

xX4» @Cases_ % Keywords O\Seé | Table‘ 258 Gallery DTimeIine Report

e enCase:
primer

- 4 Al ;
D] () MSSTRQR.T A File Last ~
naku pOVva |- & cg lg =i =l Hans Created Written
o E" ey MG O 212 |@ _C289.FLT 02/03{97 08:22:36PM  02/20{96 12:00:004
. 4 >
nega VOZ|Cka C0 5 Library 213 |@ _c29.886F 02/03/97 08:28:30PM  12/18/95 03:35:184
O] 5 NOTES 214 |@ _cz90.FLT 02/03/97 08:22:36PM  02/20/96 12:00:00A
VvV C D .. @ RECYCLED 215 |@ _C291.FLT 02/03/97 08:22:36PM  02/20/96 12:00:004
. . O] TEMP O 216 |94 _C292.FLT 02/03/97 08:22:36PM  02/20{96 12:00:004
Universe ; ki oOEwmoows [ 217 [ _czea.fLt 02/03/97 08:22:36PM  02/20/96 12:00:004
. v S ‘ ? N S ‘ ? :
se je znasel v iva

Text Hex #8§ Picture QDisk Report ‘5 Filters [, Queries [~] Console I~ Lock | [] 0/5494 Toshiba Laptop 814MB: PS 3...

preostanku
datotecnega
prostora

agle0; <a href="/fcgi-bin/cdubin. exe/checkout fcart=2874193,
to <& HREF="mail

CD Univ

35328 (4193 /" >Securs_1lode Purchas
35424 [tandard Mgfde Punchas =
35520 lanager@Buyir. cdanivers

cente nd feedback and comment

<P <hyr

con" *nanager@fuuw. cduanivers
</body></htnl> href="http
st information platform on all s of european dance music. <li*> <a href="http

om</Sa>. <br> 0
S _bigbro.nl/bigbro/"> Big Bro Media</a> -
-t

@) case2002051202\Toshiba Laptop 814MB\C\RECYCLED)_C290.FLT




/abelezke (log files)

(+)operacijski sistem (odvisno od nastavitev) belezi marsikaj

* dostopi do virov, &
* pojavljanje in brisanje virov, &—
_~) ¢ napakeitd. &

* shranjene na %systemroot%\system32\config (c:\winnt\...)

* razlicne zabelzke v razliénih datotekah: Apgevent., Secevent.evt,
o

Sysevent.evt
———

Andrej Brodnik: Digitalna forenzika



/abelezke
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egiste

* v OS Windows so spremenljivke okolja procesa definirane v registru

 dejansko so podatki shranjeni v datotekah (hives) v sistemskem
imeniku %systemroot%\system32\config
* ntuser.dat za vsakega uporabnika svoja datoteka

 datoteke lahko pregledujemo z Windows orodjem regedt32 (EnCase,
FTK, ...)



Register

Andrej Brodnik: Digitalna forenzika



Omrezne sledi

* nekaj tudi iz sistemskega okolja
e ob vzpostavitvi povezave, ...

* vecCina izvira neposredno iz aplikacij
* brskalniki; postni agent;, ...

“" Registry Editor - [HKEY_USERS on Local Machine] e -10| x|
& Registry Edit Tree View Security Options Window Help =5 x|
- 3 Internet Account Manager || Account Name : REG_SZ : mail2.eircom.net
L= Accounts Connection Type : REG_DWORD : 0

— (2 00000001 POP3 Server: REG_SZ : mail2.eircom.net

— (00000002 POP3 Use Sicily : REG_DWORD : 0

— (2 00000003 =1 POP3 User Name : REG_SZ : haroldsmith

= ‘aw 10000004 SMTP Display Name : REG_SZ : Harry Smith

— (3 00000005 SMTP Email Address : REG_SZ : haroldsmith@eircom.net

— (] Active Directory GC SMTP Server: REG_SZ : mail2.eircom.net

— (] Bigfoot SMTP Use Sicily : REG_DWORD : 0

— (1 InfoSpace

— (] InfoSpace Business v
i Sm O ]

T e DT OC DTt e ror e e e




Omrezne sledi - brskalniki

 zgodovina:
* firefox-3 je hranil zgodovino v sqlite podatkovni bazi Places.sqlite
* internet explorer hrani zgodovino v index.dat

e orodja so na voljo za iskanje po teh bazah: Oddesa
(www.odessa.sourceforge.net)

* lokalni predpomnilnik
* piskoti

Andrej Brodnik: Digitalna forenzika



Brskalniki — piskoti

* primer pregleda piskotov z CookieView (www.digitaldetective.co.uk)

% CookieView 1.01.115
File Edit Tools
1) COOKIE FILE: default@mapquest[1].txt

Cookie Record 4
mqs_p
3c3dabf4-00247-03919-400c2546
mapquest.com/
False
Modified Date: Thu, 10 Jan 20082 14:56:25 GHT
Expiry Date: Sat, 31 Dec 20665 0606:00:00 GHT

1
locationhistory
{40654 -737938 {} {John F Kennedy Intl Airport}
Jamaica NY 11430 {} US {John F Kennedy Intl Airport}} {413048
-729190 {} {12 Court St} {New Haven} CT {} {} US {3}
Host: mapquest.com/
Secure: False
Modified Date: Wed, 13 Mar 2002 19:26:51 GHT
Expiry Date: Sat, 31 Dec 26065 60:060:060 GHMT

www . digital-detective.co.uk Done I




Brskalniki

Andrej Brodnik: Digitalna forenzika



E-posta

* sledi so odvisne od postnega agenta, ki ga uporabljamo
* poslanain prejeta posta
* povzetki IMAP nabiralnikov

* vsebina, ki je zanimiva

* samo besedilo poste h %
7/ N

* priponke(!) — MIME format




Drugi programi

* razlicni programi puscajo razlicne sledi

* omrezno programje
* dostop do drugih sistemov
» dostop drugih sistemov do nasega sistema

* sistemski programi puscajo sledi v registru



Sledi omreznega dostopa

e telnet dostop do acf2.nyu.edu

3 EnCase Version 3 - [C:\Research\gamblor\gamblor.cas] [Z][Z]
£} Fle Edt View Tools Window Help -8 x
[) New G5 Open [ Save S_Add [&Preview cgacquire | 4mi-c wprorad #Prev & Next | @dSearch E'EScript
| Bookmarks | Keywords | #2310
L 5-000 (ZJUSER.DAT A | Gallery | Timeline | Report |
= -O0) g Registry File 4 short | File | pesapil
=001 ] .Default Name Name Ext
&-00] _| AppEvents 0s LastMachine File, Registry Er
=000 ) Control Panel [1RS LastService File, Registry Er
O] ] InstallLocationsMRU mpl LastTermType File, Registry Er
&-C CJ _| keyboard layout 0 Machine1 File, Registry Er
=-00 -‘ Network 012 Machine2 File, Reqistry Er
=-C0 ] RemoteAccess n = :
&-00 _| Software 013 Machine3 File, Reqistry Er ,
&-00] _| Adobe 014 Machine4 File, Registry Er
=-000 ) Microsoft s MachineS File, Registry Er
0O ) Full-Text-System 016 PromptFlags File, Registry Er
&-00 _| Internet Explorer 017 RetrySeconds File, Registry Er
E H _l Microsoft Office 18 Rows File, Reqistry Er
&-C00 (I MOS - - - 3
&5-00] _J MS Setup (ACME) 3 f:l 19 Servirel File. Renmrrv;'r b4
=) ] Hex | Report | Picture | Disk | Evidence ]I LOCK | USER.DAT:PS202 L5202 CL202 S0 422 FOO LE 1

00 Ectz.nw. edu

N CIWINDOWS\USER . DAT\Registry\.DefaultiSoftware\Microsoft\ Telnet\LastMachine
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