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Racunalnik

* pricakovano predznanje:
e arhitektura racunalnikov
osnove delovanja (BIOS)
operacijski sistem
sekundarni pomnilnik (disk) in njegova organizacija
datotecni sistemi



/Zagon racunalnika

* koraki ob zagonu racunalnika

* ob zagonu se sprozi BIOS (Basic Input Output System)
* Open Firmware (Mac PowerPC), EFI (Mac Intel), Open Boot PROM (Sun), ...

* ta naredi POST (Power On Self Test)

» podatki o delovanju so shranjeni vxROM
* vCasih geslo ScCiti podatke — dobiti geslo od uporabnika



/Zagon racunalnika ...

* primer Moussawi:

Racunalnik je bil zelo dolgo shranjen in se je spraznila
baterija na maticni plosci.

Dostop bil mogoc s pomocjo podatkov, ki jih so jih
pridobili Se pred tem, ko je zmanjkalo napajanja.

* pomembno kako so podatki kodirani
* ASCII, ...
* tanki debeli konec

* kaj se zgodi, Ce odneses disk na drug racunalnik



Format datoteke

» datoteke imajo na zacCetku posebne podpise
(www.garykessler.net/library/file sigs.html)

* jpg: FF D8 FF EO,ali FF D8 FF E3
» gif: 474946 383761 ali 47, ali 49 46 38 39 61
*doc: DOCF11EOA1B11AE1
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Format datoteke —primer

* jpeg zakodirana exif (Exchangeable image file format) datoteka
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Format datoteke

» datoteka je lahko gnezdena v drugi datoteki

* pois¢emo datoteko
* jo lahko oznacimo in prepiSemo (copy-paste)
* ali uporabimo orodje dd

» temu postopku reéemo obrezovanje / klesanje (carving)

 druga orodja:
* scalpel (http://www.digitalforensicssolutions.com/Scalpel/), DatalLifter
(http://www.datalifter.com/)

* EnCase (http://www.guidancesoftware.com/forensic.htm), FTK (Forensic
Toolkit, http://accessdata.com/products/computer-forensics/ftk), X-Ways

(http://www.x-ways.net/)
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|zrezovanje

* na koncu dobimo samo vsebino in ne meta-podatkov iz imenika

 drugi problem je, da so lahko podatki razmetani po disku
e Adroit (http://digital-assembly.com/products/adroit-photo-forensics/)
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Format datoteke — izziv



Shramba podatkov in skrivanje

* /I enote so priklju¢ene na ra¢unalnik preko:
» vodila (IDE, ATA, SATA; SCSI, firewire)
* vmesnika (controller)

* vmesniki so lahko tudi pametni
* SMART (Self-Monitoring, Analysis, and Reporting Technology)
* hrani statistike dostopov in ostali podobni podatki
* obicajno niso pomembni za forenzi¢no raziskavo



Shramba podatkov in skrivanje

e podatke trajno

.
obicajno hranimo % Doy
na disku

 kako izgleda trdi 2o "a
disk? "
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Shramba podatkov in skrivanje

 kako je organiziran disk?
* plosce, sledi (cilindri),
sektorji, gruce
* na prvisledi, prvem
sektorju so nadzorni
podatki (MBR, master boot
record)
* velikost (geometrija), slabi
bloki, particije, ...
 kako izgleda organizacija pri
SSD?

Cluster
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Shramba podatkov in skrivanje



Shramba podatkov in skrivanje

 pogled v bot sektor Windows95 stroja z orodjem Norton DiskUtils

. '2MS-DOS Prompt - DISKEDIT

0. = cile(@ B =5 Al
]

Object Edit Link VYiew Info Tools Help

Description Boot Record Data DOS Reports

Sector 0
OEM ID: MSWIN4.1
Bytes per sector: 512 012
Sectors per cluster: 64 64
Reserved sectors at beginning: 1 1
FAT Copies: 2 2
Root directory entries: 512 o2
Total sectors on disk: 0
Media descriptor byte: F8 Hex
Sectors per FAT: 172
Sectors per track: 63
Sides: 64
Special hidden sectors: 63
Big total number of sectors: (Unused)
Physical drive number: 128
Extended Boot Record Signature: 29 Hex
Volume Serial Number: 41361CD1 Hex
VYolume Label: NO NAME
File System ID: FAT16

Boot Record Sector 0
Drive C: Offset 3, hex 3
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Shramba podatkov in skrivanje

e poenostavljena organiziranost diska z datotecnim sistemom FAT
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Shramba podatkov in skrivanje

e particija, volumen, snopic/del
* v njej datotecni sistem
* [ahko tudi brez datotecnega sistema



Shramba podatkov in skrivanje

* skrivanje podatkov zaradi notranje in zunanje fragmentacije:
* skrivanje znotraj sektorja (bloka) — tezko in neobicajno
 skrivanje znotraj gruce
* skrivanje znotraj particije (particije se obi¢ajno za¢nejo na zacetku sledi
* skrivanje particije

* kriptiranje particije

* servisni podatki: DCO (Drive/device configuration overlay) in HPA
(Host/hidden protected area) —
http://www.forensicswiki.org/wiki/DCO and HPA
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Shramba podatkov in skrivanje

e virus skrit v praznem koncu particije (volume slack)

% EnCase Forensic Edition

File Edt VYiew Tools Help
{Z)New (3 Open [ Save ., Print ‘g Add Device Q Search [ fefies
X4P Acases 7 hevi [ rable | 222 Gallery [] Timeline (7] Report |

0] @ Cases N Name File Last Fler
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- ao0 91 [ 48 |/5) Program Files 03/13/97 06:30:12PM
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(2] Gamblor\11C\Vohume Slack
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Shramba podatkov in skrivanje

* ko je datoteka izbrisana, podatki ne izginejo

* tudi, ko formatiramo disk, podatki ne izginejo
* poglejte orodje £disk

* rezultat obeh operacij je pravilen datotecni sistem in kopica praznih
blokov

* orodja: sleuthkit (http://www.sleuthkit.org/), Norton DiskEdit,




Shramba podatkov in skrivanje

e primer rekonstrukcije datotek na sveze formatiranem disku z orodjem

EnCase

[ 1) Work&Professional & |
[)(CJRecovered Folders _§
S0
D[z $Extend
—O]IGDELL
E}DD (55)Documents an

o[ Iz LocalService
o[ 152 NetworkSer

) |® Qwner
— [ )l hxdef100

o[ Iz Program Files
J[](GRECYCLER

o[ 1152 System Volume

I o

(] 10

ST WINDOWS

K readmeen.txt

K readmefr.bxt

K src.zip

K hxdef100.ini

K hxdef100.2.ini

@ bdcli1o0.exe

X rdrbs100.exe

¥ hxdef100.exe

@) src.zip'Zone.Identifier

@ hxdef100.ini'Zone.Identifier
@ readmecz.txt'Zone.Identifier
@ hxdef100.exe'Zone.Identifier
@ readmeen.txt'Zone.Identifier
@) hxdef100.2.ini'Zone.Identifier
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01/04/04 11:19:024M
01/04/04 11:18:56AM
01/04/04 11:18:444M
12/31j03 10:17:36AM
12/31J03 10:17:144M
12/31/03 10:16:024M
12/31J03 10:15:504M
12/31/03 10:15:344M



Shramba podatkov in skrivanje



Skrivanje podatkov

* skrivanje particij
* orodje Test Disk (http://www.cgsecurity.org/)

* na ravni datotek
* skrivanje datotek: npr. MS Windows: attrib +H in dir/AH
* parlament.jpg -> test.exe

* sliko v predstavitev (ppt) OO Cd kde

* najnovejsa orodja E;'"E;‘D[_ 53 5m5| i
L LDl

-1 (2 mirkforce
DO misc
L [ synscan
- DO mass
. acOQk
- ~DO 3 om
5 O desy
~DO ¥ 11-unix

@00 kde
2o tmp

-~ bleh
-~ A mirkforce
- DO [ misc
- B-CO] synscan
D] 2% 1 1-unix
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Gesla in kriptiranje

» orodja za razbijanje in iskanje gesel
* Password Recovery Tool — PRTK in Distributed Network Attack — DNA
(http://accessdata.com/products/computer-forensics/decryption)
* John the Ripper (www.openwall.com/john/)
* Cain and Abel (www.oxid.it/cain.html)
» Advanced Archive Password Recovery (www.elcomsoft.com/azpr.html)
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Gesla in kriptiranje

 veC o kriptiranju in kriptografiji kasneje

* nekaj primerov
e orodje caesar, rot13
* podpora za PGP
e orodje crypt



OS Windows

* datotecni sistemi

* resevanje podatkov
* zabelezke (log files)
* register

* komunikacijske sledi



OS Windows — datotecni sistemi

* dva osnovna datotecna sistema FAT (File Allocation Table) in NTFS
(New Technology File System)

* FAT
* razvit najprej za gibke diske (diskete)
* FAT12, FAT16, FAT32



Datotecni sistem FAT

Root directory

skiways-getafix.doc:
todo.txt:
newaddress.txt:

184
226
227

File allocation table
(FAT)

188 189 190

191 192 193

data

data

data

Cluster 184

Cluster 185

Cluster 186

* FATxx je povezan seznam indeksov gruc, v katerih je shranjena

posamezna datoteka
e XX pomeni Stevilo bitov uporabljenih za indeks

* 12 =212=4096, 16 = 216=65.536, 32 = 228 = 268.435.456
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Datotecni sistem FAT

hunter-floppy ’
Y
Name Type | Size Created ~ Modified Accessed Attr. | 1st sector
(Root directary) 7.0KB 19
april 0.5KE 05/08/2003 14:41:44 05/08/2003 14:41:44 05/08/2003 188
greenfield.do do 19.5KB 05/08/2003 14:43:.00 05/08/2003 14:3416 056/12/2003 A 306
J contacts. xls wls 16.5KB 05/08/2003 14:43:15 02/18/2001 124316 056/12/2003 RA 345
J skiways-getafiv.doc  doc 21.0KB 05/13/2003 12:32.00 05/13/2003 11:58:10 0541372003 A 215
d todo. txt bt 122 B 05/13/2003 12:37:54 05/13/2003 12:40:48 05/13/2003 A 257
J newaddress. txt bt 122 B 05/13/2003 12:4217 05/13/2003 124218 0541372003 A 258
Boot sector 0.5KB 0
FAT 1 45KB 1
FAT 2 45KB 10
Free space 1.4 MB
Idle space

» pogled korena datotecnega sistema na gibkem disku s pomocjo programa X-

Ways

 hrani ¢as tvorjenja in zadnje spremembe a le datum zadnjega dostopa
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Datotecni sistem FAT



Datotecni sistem NTFS

* sodobnejsi datotecni sistem
* vse je v datotekah
» podatke o datotekah hrani v sistemskih datoteki SMFT
* imenik je samo datoteka (B drevesna struktura)

* je dnevniski datotecni sistem (journal) in hrani transakcije nad datoteko v
sistemski datoteki SLogFile

 podpira vec funkcionalnosti glede datotek
 pravica dostopa (ACL — Access Control List)

* bolje varovan, saj hrani kopije podatkov o datotecnem sistemu na
vecih mestih (SMFTMirr)



Datotecni sistem NTFS

0 SMFT Master File Table
1 SMFTMirr A backup copy of the first 4 records of the MFT
2 SLogFile Log File for CHKDSK
3 S$Volume Volume Name, Serial Number ete...
4 SAttrDef Definitions of every Attribute
5 .(dot) Root directory of the disk
6 S$Bitmap Map of used and unused clusters
7 $Boot Boot record of the volume
8 $BadClus  List of bad clusters on the partition
9 S$Secure Security Descriptors for each file
10 S$UpCase Table of uppercase characters used for
conversion
11 S$SExtend Directory for the last four Metafiles.
12-23 UNUSED Marked in use, or not in use, but empty.
Any SObjld Unique Object IDs given to every file
Any $Quota Disk space usage quota information
Any SReparse Reparse point information
Any SUsndrnl NTFS USN Journal (for encryption)

Table 3.1.1 - NTFS 3.0+ Metafiles
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Datotecni sistem NTFS



NTFS — SMFT

primer enega zapisa v SMFT

zapis sestoji iz prilastkov
(attributes)

zapis je velik 1kB

Ce je datoteka majhna, se hrani

kar v zapisu

pri brisanju samo zastavica in

potem se zapis ponovno
uporabi
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Pointed to by file:
E:\/review.pgd

File Type:
data

MDS5 of content:
19d3508b078a10b3852b75f46ef9be5a

SHA-1 of content:
3229c020dcbd2c38badd c462c1970cbc13dba73b

Details:

MFT Entry Header Values:

Entry: 29 Sequence: 1

$LogFile Sequence Number: 16842551
Allocated File

Links: 1

$STANDARD INFORMATION Attribute Values:
Flags: Archive

Owner ID: 0 Security ID: 260

Created: Tue Mar 6 21:24:51 2007

File Modified: Wed Mar 7 19:16:13 2007

MFT Modified: Wed Mar 7 19:16:13 2007
Accessed: Wed Mar 7 19:16:13 2007

$FILE_NAME Attribute Values:

Flags: Archive

Name: review.pgd

Parent MFT Entry: 5 Sequence: 5
Allocated Size: 0 Actual Size: 0

Created: Tue Mar 6 21:24:51 2007

File Modified: Tue Mar 6 21:24:51 2007
MFT Modified: Tue Mar 6 21:24:51 2007




NTFES — iskanje podatkov

* pri datoteki obstaja pojem fizicne velikosti velikosti (gruce), logicne
velikosti (zapis v imeniku) in pojem konca datoteke (EOF)

Valid data length

)
/ \
\ J
|
\ Logical size |

|

Physical size
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NTFS — MFT zapis

e pogled na MFT
zapis in razlika
med obema
velikostima

0CO7FS000
0CO7FS010
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0CO7FS030
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0o
0o
00
0o
0o
77
77
0o
0o
0o
00
0o
77
77
00
0o
0o
0o
00
0o
0o

30
38
0o
0o
00
A8
AB
0o
69
0o
00
0o
A8
A8
0o
4D
65
00
00
A8
A8
00
6D
65
61
48
0o
0o

00 04|Logical Size
31 01 CE AB 03

0o
0o
0o
0o
0o
C5
C5
0o
01
0o
0o
0o
C5
C5
0o
0o
0o
00
0o
C5
CS
0o
0o
0o
0o
0o
0o
0o
0o
0o

03
01
0o
0o
00
CA
CA
0o
0o
0o
03
01
CA
CA
0o
44
74
02
01
CA
CA
00
64
74
74
00
0o
0o
0o
01

0o
0o
0o
0o
00
01
01
0o
0o
00
00
00
01
01
00
00
00
00
00
01
01
00
00
00
00
0o
0o
0o
0o
0o

31
E0
0s
10
48
43
28
0o
0o
30
52
43
43
0o
20
4C
30
6A
43
48
0o
20
4C
76
61
01
0o
0o

43
01
0o
00
0o
08
D3
0o
0o
0o
0o
08
08
0o
0o
0o
0o
00
08
08
0o
0o
0o
0o
00
0o
00
10

0c
0o
0o
00
0o
Cé
94
0o
0o
00
0o
Cé
Cé
0o
0o
41
0o
00
Cé
Cé
0o
0o
61
61
0o
0o
0o
00

8F
0o
0o
00
00
77
7A
0o
0o
00
00
77
77
0o
00
00
00
00
77
77
00
00
0o
00
00
0o
0o
00

0o
0o
D4
60
18
A8
A8
0o
0o
70
18
A8
A8
0o
0o
42
88
18
A8
A8
00
00
62
6C
0o
0o
0o
00

0o
04
1F
00
00
C5
C5
0o
0o
0o
00
C5
C5
00
00
00
00
00
C5
C5
0o
00
0o
00
00
0o
0o
00

00
0o
0o
00
00
CA
CA
0o
0o
0o
01
CA
CA
0o
0o
7E
0o
01
CA
CA
00
00
73
69
0o
04
0o
00

E2 (3| Valid DataLength |
FF FF FF FF 82 79 47
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00
00
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01
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00
00
01
01
00
00
00
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00
01
01
00
00
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0o
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NTFES — iskanje podatkov

* vimeniku lahko obstajajo datoteke z enakimi imeni



Datotecni sistem NTFS



Kodiranje casa pri datotekah

e FAT: 1.1.1980 + LLLLLLLM MMMDDDDD hhhhhmmm mmmsssss

I Yolume File | Preview | Details | Gallery | Calendarl Legend | | Syncl

Of fset 0 2 4 b 8 A B C D E F| -
00002600 53 41 4C 45 53 20 20 20 20 20 20 28 00 OO0 00 00 SALES {
00002610 00 OO0 OO0 OO OO 0O 94 7C 8D 2E 00 00 00 0O 0O 0O 1.

oooD2620 42 69 00 78 00 2E 00 64 00 6F 00 OF 00 F1 63 00 Bi = . d o fic
QooD2630 00 00 FF FF FF FF FF FF FF FF 00 00 FF FF FF FF YYYYYYYY  YYYY
oooD2640 01 73 00 6B 00 69 00 77 00 61 00 OF 00 F1 79 00 s k1wa oy
QooD2650 73 00 2D 00 o7 OO0 65 00 74 00 00 00 61 00D 66 00 = — g e t a f
oooD2660 53 4B 49 57 41 59 7E 31 44 4F 43 20 00 0& 00 64 SKIWAY~1DOC d
Qoooz2e70 AD 2E AD 2E 00 00 45 SF AD 2E B8 00 00 S4 0O OO0 -.—-. E -., T
oooD2680 41 74 00 eF 00 64 00 6F 00 2E 00 OF 00 B3 74 00 At od o . 3t
00002690 78 00 74 00 00 00 FF FF FF FF Ty — X x t VYYY  YYYY

000026A0 54 4F 44 4F 20 20 20 20 G54 58 TODO  TET  »d
000026B0  AD 2E AD 2E 00 00 18 65 aD 2E J P05 Da‘e‘??_'gs?f';?m ——. e-.4z
000026C0 42 74 00 00 00 FF FF FF FF FF X Bt vy

000026D0 FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF vyvyyyyyyyy yvyy
000026E0 01 eE 00 65 00 77 00 61 00 64 00 OF 00 8C 64 00 ne wad 1d
000026F0 72 00 65 00 73 00 73 00 2E 0O OO 00 74 00 78 00 r e s s . t =
00002700 4E 45 57 41 44 44 7E 31 54 58 54 20 00 85 48 65 NEWADD™1ITET |IHe
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Kodiranje Casa pri datotekah

* FILETIME
* 64 bitni zapis
e vrednost = 1.1.1600 + Stevilo * 100ns

@ DCode Date v2.06.002 written by Craig Wilson

Time Zone: |GMT -05:00 v| | Window on top

Decode Format: |'Windows: 64 bit Hex Value - Little Endian

VYalue to Decode: |306B334D7DEEC301
Date & Time: |Sun, 08 February 2004 14:56:44 -0500

www.digital-detective.co.uk Cancel Clear |

Andrej Brodnik: Digitalna forenzika



NTFS — sledi datotek

* razlicne operacije razliéno vplivajo na zabelezene ¢ase v imeniku (tvorjenje —
TV, zadnji dostop — ZD, zadnja sprememba — ZS, zapis spremenjen (NTFS) —
VS):

* premik datoteke v snopicu: ne vpliva na nic

premik datoteke v drugi snopic: TV, ZD, VS

kopiranje datoteke (ciljna datoteka): TV, ZD, VS

odrezi&prilepi (cut&paste): ZD(*)

primi&potegni (drag&drop): ZD(*)

* zbrisi: ZD, VS

e posebnosti:

 datoteka na palcki, lahko preko scp/...: TV > ZS
 pri brisanju imenika, se podatki o datotekah ne spreminjajo



NTFS — sledi datotek ...

* vsebina pisarniskih datotek vsebuje metapodatke iz imenika
* Shrani kot: e na isto datoteko, gre dejansko za prepis in ne za tvorjenje nove
datoteke v imeniku, ne pa v datoteki

* tiskanje najprej prepise datoteko v poseben imenik ter jo Sele nato
natisne
* C:\Windows\Spool\Printers, C:\WinNT\System32\Spool\Printers
* tudi, ko tiskamo spletno vsebino ipd.



NTFS — sledi datotek ...



Resevanje podatkov

 resevanje izbrisanih datotek
* razlicna orodja, ki jih lahko poganjamo na Windows OS

I Eile Edit View Go

Bookmarks  Tools

Window  Help

P OrOdJe Sleuth Klt B?C.K - F‘:ﬁm = R:%ad %% & hﬂp://localhost:8030/21748352243805302907/aut0psy7func=2&m0de=16&case=BiotechX&r ;ﬁf‘ =

% 4$Home | WpBookmarks 2 Red Hat, Inc. 42 Red Hat Network (4 Support (§Shop (4 Products @4 Training

v kombinaciji z
Autopsy Browser
omogoca celo
pregledovanje
preko brskalnika
(http://www.sle
uthkit.org/autop

sy/)

FILE ANALYSIS = KEYWORD SEARCH

O\

FILE TYPE

IMAGE DETAILS

META DATA

DATA UNIT

HeELPr CLOSE

2

ALL DELETED FILES

HIDE DIRECTORIES

(el
+/Library
(LIBRARY)
++/Stories
(STORIES)

+ /TEMP

++ /MATN
+++ /HIDDEN
++++ /RESOURCE . FRK
++++/|DIGITAL . ¥ID
++++/prefs
APREFS)
+++++ /RESOURCE. FF
+++ /RESOURCE . FRK
+ /HMCW

++ /CONTENT
+/RECYCLED

+/DEV

++ /MOUSE

++ /CARDSOFT

++ /TEAC

++ /AUDIOTES
+/NOTES

++ /DATA

+++/YIN
[

-~
j C:\ AppNoOTE

GENERATE MDS5 LisT OF FILES

Type
P dir /in
v r .II.‘ r

v d/d
v d/d
d/fd
rir

i e

NAME U

APE_A~1.DIR

COM_SW/

MSSTFQF. T/

Adobe (ADOBE) /

AUTOEXEC. BAT

AUTOEXEC. SYD

1998.03.10
21:53:40 (EST)
1998.02.26
15:43:36 (EST)
1997.12.22
22:28:28 (EST)

00:00:00 (EST)
1999.06.24
00:00:00 (EST)
1998.02.26
00:00:00 (EST)

CREATED

1998.03.15

21:11:24 (EST)

19:15:52 (EST)
1998.03.10
21:53:40 (EST)
1998.02.26
15:48:36 (EST)
1997.12.22
22:28:28 (EST)

uiD GID

META

N

N
[\

ASCII (display - report) * Strings (display - report) * Export * Add Note

File Type: ASCII text, with CRLF line terminators

[v]

%6 & 2 B3

Document: Done (0.471 secs)

Contents Of File: C:\AUTOEXEC.BAT

C:\DEV\TEAC\MSCDEX.EXE /D:TEAC-CDI /M:15
C: \DEV\MOUSE\BALL. COM

hd eco@case:~




Resevanje podatkov ...



Resevanje podatkov ...

* iskanje izgubljenih datotek iz velike neoblikovane gmote

* enako kot obrezovanju datotek

orodje Datalifter:
iS¢emo izgubljeno
datoteko iz dveh
gmot praznega
prostora in enega
preostanka
datotecCnega
sistema

moataufter v2.0 [Demo Mode] Build (171) -10] x|
File Yiew Window Help
NN ' m— o F{h 4 =3 &/
" b o T B & R [ D '
AR D2F FE IH FSG ER PX PTRW RBH SG OPT S5 UPD HLP EX
R

[V Select &l Files
Source Files

DriveFreeSpacel[4616]
DriveFreeSpace2[4617]

FileSystemSlack[4618

Curtent Source File Path: |0-\RESEARCH\GAMBLOR\GAMBLOR\EXPORT

=4

Current Destination File Path: IC: ATEMPY

=

Standard File Headers ]Advanced File Headers I Extraction Progress I

~ Headers
Extension I Description ] Default Size I Segment(1)-Header -
M avi AVl Type 1 0 52 49 46 46
BMP Bitmap Generic 0 424D
BMP Bitmap Type 1 0 424D
BMP Bitmap Type 2 0 424D
BMP Bitmap Type 3 0 424D |
DBX Outlook Express 0 CFAD12FECSFD
pocC Word 8.0 Office97 50000 DOCF11EOATBT11AET1 0000
[Mooc Word 10 Office 2K 50000 DOCF11EOATB11AET1 0000
EMF MS Enh Meta-File 0 01 0000 00 58 00 00 00

<
v Select All &dvanced Signatures
File Headers selected: 15

File(s) to process: 3

Bytes to process: 51 MBytes to process

Help |

Cancel Close

Finish




Resevanje podatkov ...

* ¢e majhna datoteka prepise veliko, lahko vecino velike datoteke
rekonstruiramo

% EnCase Forensic Edition
e enCase: Fle Edit View Tools Help
. =S)New [ Open [ Save [ Print iy AddDevice () Search [ riefres!
p rl m e r X4 @ Cases § Keywords Q Sez - D Table ‘ 2in Gallery D Timeline Report '

\ : N ™ :
| O[] @ MSSTFQF.T - A N File Last A
Na kU p ova I' i o) DEY n s Created Written
v ‘ C:D E:] HMMCW D 212 | @ _C289.FLT 02/03/97 08:22:36PM  02§20/96 12:00:004
. +|-4 >
Nega vVoZziC ka OO ) Library 0213 |@ _C29.88F 02/03/97 08:28:30PM  12/18/95 03:35:184
\ G0 105 NOTES [ 214 | @ _cz90.FLT 02/03/97 08:22:36PM  02/20/96 12:00:004
V C D 1 »] ﬂ RECYCLED [ 215 (@ _c291.FLT 02/03/97 08:22:36PM  02/20/96 12:00:004
. . ‘ L] 5 TEMP [ 216 ¥ _C292.FLT 02/03/97 08:22:36PM  02§20/96 12:00:004
U n |Ve rse, kl -0 ) WINDOWS v 10217 ¥ _C293.FLT 02/03/97 08:22:36PM  02/20/96 12:00:004 .,
: el < T 3
Se |Je zZznasel v ; . ava
Text Hex BB§ Picture QDisk Report cf? Filters Queries F™ Console |~ Lock | [ 0/5494 Toshiba Laptop 814MB: PS 3...
34944 ------------------------------------------------------------------------------------------------ A
preOStanku c-tn - U I I I I I I I §
v R R I R I I I
datotecnega e O O O S O OO OSSPSR
- &§160; <a href="/cgi-bin/cdubin. exe/checkout fcart=2874193/">8

35328|4193/">Secure Mode Purchas

r t r 35424 |tandard Mode Purchase</a> nter=</b=<p> <hr ( oumment to <A HREF="mailto:m
p OS O a 35520 |anager@uuw. cduniverse. con' *nanager@uww. cduniverse. com</a x> < snall>Copyright 1936 CD Univwv

35616 ers

nall></i=<hy> ‘body></htunl> href="http://vmw.bigbro.nl/bigbro/"> Big Bro Media</a> ol T

35712| Europe's foremost information platform on all sorts of european dance music. <li*> <a href="http
35808 |: /fvvw._bigplanet. con/">

#) case2002051202\Toshiba Laptop 814MB\C\RECYCLED\_C290.FLT




/abelezke (log files)

 operacijski sistem (odvisno od nastavitev) belezi marsikaj
* dostopi do virov,
* pojavljanje in brisanje virov,
* napake itd.
* shranjene na %systemroot%\system32\config (c:\winnt)\...)

* razlicne zabelzke v razlicnih datotekah: Appevent.evt, Secevent.evt,
Sysevent.evt



/abelezke
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Register

* v OS Windows so spremenljivke okolja procesa definirane v registru

 dejansko so podatki shranjeni v datotekah (hives) v sistemskem
imeniku %systemroot%\system32\config
* ntuser.dat za vsakega uporabnika svoja datoteka
 datoteke lahko pregledujemo z Windows orodjem regedt32 (EnCase,
FTK, ...)



Register
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Omrezne sledi

* nekaj tudi iz sistemskega okolja
* ob vzpostavitvi povezave, ...

e vecina izvira neposredno iz aplikacij
* brskalniki, postni agenti, ...

“* Registry Editor - [HKEY_USERS on Local Machine] . -0| x|
& Registry Edit Tree View Security Options Window Help =15] x|
- (3] Internet Account Manager 4 ||Account Name : REG_SZ : mail2.eircom.net
L & Accounts Connection Type : REG_DWORD : 0

— (2 00000001 POP3 Server: REG_SZ : mail2.eircom.net

— (00000002 POP3 Use Sicily : REG_DWORD : 0

— (3 00000003 i POP3 User Name : REG_SZ : haroldsmith

aw 00000004 SMTP Display Name : REG_SZ : Harry Smith

— (2 00000005 SMTP Email Address : REG_SZ : haroldsmith@eircom.net

— (] Active Directory GC SMTP Server: REG_SZ : mail2.eircom.net

— (] Bigfoot SMTP Use Sicily : REG_DWORD : 0

— (1 InfoSpace

— (] InfoSrace Business «

2 K3 | ]

IO O DTOUTG D rorerizme




Omrezne sledi - brskalniki

* zgodovina:
* firefox-3 je hranil zgodovino v sqlite podatkovni bazi Places.sqlite
* internet explorer hrani zgodovino v index.dat

» orodja so na voljo za iskanje po teh bazah: Oddesa
(www.odessa.sourceforge.net)

* [okalni predpomnilnik
* piskoti

Andrej Brodnik: Digitalna forenzika



Brskalniki — piskoti

e primer pregleda piskotov z CookieView (www.digitaldetective.co.uk)

% CookieView 1.01.115
File Edit Tools
1) COOKIE FILE: default@mapquest[1].txt

Cookie Record 4
mqs_p
3c3dabf4-00247-083919-400c2546
mapquest.com/

Secure: False

Modified Date: Thu, 18 Jan 20802 14:56:25 GHT

Expiry Date: Sat, 31 Dec 20665 60:060:060 GHT

Cookie Record 1
locationhistory
{406544 -737938 {} {John F Kennedy Intl Airport}
Jamaica NY 11430 {} US {John F Kennedy Intl Airport}} {413048
-7291908 {} {12 Court St} {New Haven} CT {} {} US {}}
Host: mapquest.com/
Secure: False
Modified Date: Wed, 13 Mar 2002 19:26:51 GHMT
Expiry Date: Sat, 31 Dec 20665 060:060:060 GHT

www . digital-detective.co.uk Done




Brskalniki
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E-posta

* sledi so odvisne od postnega agenta, ki ga uporabljamo
* poslana in prejeta posta
* povzetki IMAP nabiralnikov
* vsebina, ki je zanimiva
* samo besedilo poste
 priponke(!) — MIME format



Drugi programi

* razlicni programi puscajo razlicne sledi

* omrezno programje
* dostop do drugih sistemov
* dostop drugih sistemov do nasega sistema

* sistemski programi puscajo sledi v registru



Sledi omreznega dostopa

e telnet dostop do acf2.nyu.edu

2 EnCase Version 3 - [C:\Research\gamblor\gamblor.cas]

A

£} File Edt View Tools Window Help
D) New C>0Open [dSave & | S_Add [QPreview cAcquire | 4m

| Bookmarks | Keywords | 2310

&=
= | & X

wrorvard PPrev § Next | @ Search [EScript

=001 ] USER.DAT A | Gallery | Timeline | Report ||
&0 8 Registry File 4 Short File Em—
8-00] _J Default Name Name Ext P
@O0 ) AppEvents 0s LastMachine File, Registry Er
=000 ) Control Panel o9 LastService File, Registry Er
O] ) InstallLocationsMRU 1o LastTermType File, Registry Er
@00 —| keyboard layout On Machinel File, Registry Er
@O Network [J12| Machine2 File, Reqistry Er
@O RemoteAccess
&-00] _J Software g1s Machine3 File, Registry Er
.00 () Adobe 014 Machined4 File, Reqistry Er
=000 ] Microsoft 01s MachineS File, Reqgistry Er
@O0 ) Full-Text-System 16 PromptFlags File, Registry Er
@00 —| mtemet Explorer mR Y RetrySeconds File, Registry Er
S E g j mgsosoft Office O8]  Rrows File, Registry Er
- - mMise Servirel File. Renistry Fr Y
E-O00 L MS Setup (ACME) 3 lam
] Hex ] Repol‘t ] Picture ] Disk ] Evidence ]f_ LOCk ' USER.DAT: PS 202 LS 202 CL 202 SO 422 FOO LE 1

00 Ectz.nyu. edu

NCWINDOWS|USER . DAT\Reqistry!. Def ault|Software\Microsoft| Telnet\LastMachine
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