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Digital forensics

Andrej Brodnik

Computer

* pre-knowledge:
« architecture of computers
* basics (BIOS)
* operating system
« secondary memory (disc) and its organization
« file systems

Startup

« startup steps

« BIOS (Basic Input Output System)
« Open Firmware (Mac PowerPC), EFI (Mac Intel), Open Boot PROM (Sun), ...

« POST (Power On Self Test)

* the operating data are stored in xROM

* sometimes the password protects the data — password is entered by
the user




Startup...

* example Moussawi:

The computer has been shut down for a very
long time and the battery on the motherboard
has been emptied

* how the data is encrypted
* ASCl, ...
« Little / big endian
* What happens if you take disc to another computer

File format

« at the beginning all files have their unique signatures
(www.garykessler.net/library/file_sigs.html)

« jpg: FF D8 FF EO or FF D8 FF E3
« gif: 47 49 46 38 37 61 or 47 49 46 38 39 61
« doc: DO CF 11 EO A1 B1 1A E1

File format - example
* jpeg encoded exif (Exchangeable image file format) file

fie2

Offset | 0 1 2 3 4 5 6 7 8 9 ABCODESF
00000000 FF D8 FF E1 16 BL 45 78 69 66 00 00 4D 4D 00 2
00000010 00 00 00 08 00 08 01 OF 00 02 00 00 00 16 00 O

Y094 tExif MM %

00000020 01 B2 01 10 00 02 00 00 00 1C 00 00 01 C8 01 12 E
00000030 00 03 00 00 00 01 00 01 00 00 01 1A 00 05 00 0O

00000040 00 01 00 00 01 E4 01 1B 00 05 00 00 00 01 00 0O B
00000050 01 EC 01 28 00 03 00 00 00 01 00 02 00 00 02 13 4 (

00000060 00 03 00 00 00 01 00 01 00 00 87 69 00 04 00 0O "
00000070 00 01 00 00 01 F4 00 00 09 34 00 00 00 00 00 0O 6 4

00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00000030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
000000A0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00000130 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000001A0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 45 41 EA
000001C0 53 54 4D 41 4E 20 4B 4F 44 41 4B 20 43 4F 4D 50 STMAN KODAK COMP
00000100 41 4E 59 00 4B 4F 44 41 4B 20 44 58 34 33 33 30 ANY KODAK DX4330
000001E0 20 44 49 47 49 S4 41 4C 20 43 41 4D 45 52 41 00 DIGITAL CAMERA

000001F0 00 00 00 E 00 00 00 01 00 00 00 E6 00 00 00 01 &
00000200 00 24 82 9A 00 05 00 00 00 01 00 00 03 DA 82 9D s11 o
00000210 00 05 00 00 00 01 00 00 03 E2 88 22 00 03 00 00 arr

00000220 00 01 00 02 00 00 90 00 00 07 00 00 00 04 30 32 1 02
00000230 32 30 90 03 00 02 00 00 00 14 00 00 03 EA 90 04 | 201 &1
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File format

* the file can be embedded in another file
« find the file
* it can be labeled and copied (copy-paste)
* or use tool dd

« this procedure is called carving

« other tools:

« scalpel (http://www.digitalforensicssolutions.com/Scalpel/), DatalLifter
(http://www.datalifter.com/)

* EnCase (http://www.guidancesoftware.com/forensic.htm), FTK (Forensic
Toolkit, http://accessdata.com/products/computer-forensics/ftk), X-Ways

(http://www.x-ways.net/)

Curving

« in the end, we only get content and not metadata from the directory

* The other problem is that the data can be scattered through the disk
* Adroit (http://digital-assembly.com/products/adroit-photo-forensics/)
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Data storage and hiding

« the | / O units are connected to the computer via:
* bas (IDE, ATA, SATA; SCSI, firewire)
« interface (controller)
« the interfaces can also be smart
* SMART (Self-Monitoring, Analysis, and Reporting Technology)
« keep access statistics and other similar data
« usually are not relevant for forensic research

Data storage and hiding

« usually we store

data permanently |
on a disk
* What does the -

hard drive look

like? "
"s
"a
1

Data storage and hiding

* how is the disk
organized? Clgter
« spindle, platter,
cylinders, tracks,
sectors, cluster
« at the first sector are
control data (MBR,
master boot record)
« size (geometry), blocks,
partitions, ...
* what organization in
SSD looks like?
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Data storage and hiding

Data storage and hiding

* look at the Windows 95 boot sector with the Norton Disk Utils tool

Description
OEM ID:
Bytes per sector:
Sectors per cluster
Reserved sectors at_be

AT C
Root directory entries:
Total s

Hedia descriptor byt
Sectors per FAT:
Sectors per track
&8

i
Special hidden sector:
Big total number of sectors:
ysical drive number:
Extended Boot Record Signatur
Volume Serial Number
lolume Labe:
File Systen T

| Boot Record
Drive C:

Data storage and hiding

« simplified organization of the disk with the FAT file system

Sector 1
(MBR)
Partition #1 Partition #2

Partition table
Boot sector
Primary FAT
Secondary FAT
Root directory
File space and
unallocated
Volume slack
Boot sector
Primary FAT
Secondary FAT
Root directory
File space and
unallocated
Volume slack
Unused
disk space

Volume #1 Volume #2
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Data storage and hiding

* partition, volume, sector
« inside the file system
« can also be without the file system
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Data storage and hiding

« hiding data due to internal and external fragmentation:
* hiding within a cluster
* hiding within the partition (partitions usually begin at the beginning of the
trace)
« hiding partition
* partition encryption
« service data: DCO (Drive/device configuration overlay) and HPA
(Host/hidden protected area) —
http://www.forensicswiki.org/wiki/DCO_and HPA

Data storage and hiding

« the virus is hidden in the empty partition volume (volume slack)
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Data storage and hiding

* when file is deleted, data does not disappear

« even when we format the disk, the data does not disappear
« take a look at the tool£disk

« the result of both operations is correct file system and a cluster of
empty blocks

« tools: sleuthkit (http://www.sleuthkit.org/), Norton DiskEdit, ...

Data storage and hiding

« An example of the reconstruction of files on a freshly formatted disk
with the EnCase tool

[ orkProfessional ][] 2 | XK readmeen.txt 01/04/04 11:19:024M
=-D[)ZRecovered Folders _{| ™) 3 | ¢ readmefr.txt 01/04/04 11:18:56AM
So0- [ 4 | X srcap 01/04/04 11:18:44AM
G Extend [ 5 | %X hxdef100.ini 12/31/03 10:17:36AM
GooeL ] 6 |2 hxdef100.2.ini 12/31/03 10:17:14AM
=00 Gy Documents a
G2yl Users ] 7 | @ bddito.exe 12/31/03 10:16:02AM
GoDefautt se  ||) 8 | XK rdrbs100.exe 12{31/03 10:15:50AM
Gtocalservice ||) 9 | X hxdef100.exe 12/31/03 10:15:34AM
& GayNetworkser || 10 | @ src.zip:Zone.Identifier
-] (G2 Owner (] 11 | @ hxdef100.iniZone. Identifier
DG hxdef100 (] 12 | @ readmecz.txtZone.Identifier
@OC)GProgram Fies  I["13 | @) hxdef100.exe-Zone. Identifier
FOCICRRECYCLER [ 14| @ readmeen.txt-zone.Identfier
OCIGDSystem Vome |i= 7 @ hxdef100.2.iniZone. Identifier
4 awinbows  —tl= 1

Data storage and hiding




Data storage and hiding

* hiding partitions
« tool Test Disk (http://www.cgsecurity.org/)

« at file level
« hiding files: e.g. MS Windows: attrib +H in dir/AH

5/5/18

* parlament.jpg -> test.exe
picture in .ppt pres. 5000 G2 kde 00 G kde
« the latest tools w004 tmp 2003 mp
£ .bleh o010 bleh
£ Q) mirkforce O 2 mirkforce
DO I mise [ S misc
=000 D synscan &-000 C synscan
O O mass ©0 3 X11-unix
2o0aK
o0 3 .tomn
O] O dev
OO 3 .X11-unix

Passwords and encryption

« tools for breaking and searching passwords
* Password Recovery Tool — PRTK in Distributed Network Attack — DNA
roducts/computer-forensics/decryption)

(http://accessdata.com
« John the Ripper (www.openwall.com/john/)
« Cain and Abel (www.oxid.it/cain.html)

« Advanced Archive Password Recovery (www.elcomsoft.com/azpr.html)

Passwords and encryption

* more about encryption and cryptography later

* some examples
* tools caesar, rot13
« support for the PGP

* tool crypt




0OS Windows

« file systems

« data recovery

* notes (log files)

* register

* communication trails

OS Windows —file system

* two basic file systems FAT (File Allocation Table) in NTFS (New
Technology File System)

* FAT
« developed first for hard disks (floppy disks)
* FAT12, FAT16, FAT32

File system FAT

Root directory
File allocation table M Cluster 184
skiways-getafix.doc: 184 (FAT)
todo.txt: 226 N
newaddress.txt 227 ™ 185 186 187
188 189 190

| custer a0

* FATxx is a list of index clusters in which each file is stored
* xx means the number of bits used for the index
* 12 =212=4096, 16 = 2'= 65.536, 32 = 226 = 268.435.456
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File system FAT

hunterfioppy
\
Name. [ Type] ) Size |\ Created [\ Modiied [ Accessed | Atr. 1st sector]
(Root drectory) 7.0KB 13
apil 05KB 05/08/2003 14:41:44 05/08/2003 14:41:44  05/08/2003 188
greenfield do 195KB 05/08/2003 144300 05/08/2003 143416 05/12/2003 A 306
) contacts.ds 16.5KB 05/08/2003 144315 02/18/2001 124316 05/12/2003 RA 345
] skivays-getafis doc 21.0K8 05/13/2003 123200 05/13/2003 115810 05/13/2003 A 215
) todotst w 1228 05/13/2003 1237.54 05/13/2003 124048 05/13/2003 A 257
] newaddress w 1228 05/13/2003 124217 05/13/2003 124218 05/13/2003 A 258
Boot sector 05KB 0
FAT1 45KB 1
FAT2 45KB 10
Free space 1.4M8
Idle space

« view the root of the file system on the hard disk using the X-Ways

program

* keeps the creation time and last changes but only the last access date

Fhe Edt Sewch

FAT

18 ALY

OeA

~Be

Postin Viw Tock Optons FlaMansgw Window Heb
YR

File system FAT
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File system NTFS

* a more modern file system
« everything is in files
« the file information is stored in the system file SMFT
« directory is only a file (B tree structure)
« is journal and stores transactions over a file in the system file SLogFile
« supports multiple file functionality
* ACL (Access Control List)
* better protected, since it stores copies of file system data in multiple
locations (SMFTMirr)

File system NTFS

File Record _ Filename
0 SMFT Master File Table
1 SMFTMirr A backup copy of the first 4 records of the MFT
2 $LogFile Log File for CHKDSK
3 S$Volume Volume Name, Serial Number etc...
4 SAttrDef Definitions of every Attribute
5 . (dot) Root directory of the disk
6 $Bitmap Map of used and unused clusters
7 $Boot Boot record of the volume
8 $BadClus List of bad clusters on the partition
9 SSecure Security Descriptors for each file
10 SUpCase  Table of uppercase characters used for
conversion
11 S$SExtend Directory for the last four Metafiles.
12-23 UNUSED  Marked in use, or not in use, but empty.
Any SObjld Unique Object IDs given to every file
Any S$SQuota Disk space usage quota information
Any SReparse Reparse point information
Any S$UsnJrnl _ NTFS USN Journal (for encryption)

Table 3.1.1 - NTFS 3.0+ Metafiles

File system NTFS
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NTFS — SMFT

« example of one record in SMFT

« the record consists of
attributes, the record is the size
of the 1kB

« if the file is small, it is stored in
the record

« when the flag is deleted, then
the record is reused

Pointed to by file:
€:Vreviersd

File Type:

data

MDS of content:
ISESRITIIRSTSHset b5

SHA-1 of content:
CREIBIUCAGZIICCTIATID

Details:
MFT Entry Header Values:
Entry: 29 Sec

$LogFile
Allocated File
Links: 1

$STANDARD_INFORMATION Attribute Values:
Flags: Archive
Owner ID: 0 Security ID: 260

ated: Tue Mar
File Modified: Wed Mar 7 19:16:13 2007
MFT Modified: Wed Mar 7 19:16:13 2007
Accessed: Wed Mar 7 19:16:13 2007

SFILE_NAME Attribute Values:
Flags: Archive

Name: revie
Parent MFT

Allocated Size: 0

pgd
Entry: 5 Sequence: 5
: 0 Actual Size: 0
2

Tue Mar 6 21:24:51 2007
MFT Modified: Tue Mar 6 21:24:51 2007

NTFS - search for data

« there is a physical file size (cluster), logical size (directory entry) and

the end of the file (EOF)

Valid data length
|

File contents Uninitialized space File slack

Logical size

\
Physical size

NTFS — MFT record

. 0CO7ES000 | 46 49 4C 45 30 00 03 00
MFT record 0CO7FS010 03 00 02 00 38 00 01 00
0C07FS020 | 00 00 00 00 0D 00 00 00

and the 0C07FS050 |02 00 00 00 00 00 0D 00
difference 0C07FS040 | 00 00 00 00 00 00 00 00

. 0C07FS050 | 48 08 C6 77 A8 C5 CA 01
between sizes ocorFsoso 48 08 Cs 77 A8 C5 CA 01
0C07FS070 | 20 00 00 00 00 00 00 00
0C07E5080 | 00 00 00 00 69 01 00 00
0C07FS050 | 00 00 00 00 00 00 00 00
0C07ES0A0 | 00 00 00 00 00 00 03 00
0C07FS0B0 | E6 24 00 00 00 00 01 00
0C07ESOCO | 48 08 C6 77 AB C5 CA 01
0C07FS0D0 | 48 08 C6 77 A8 CS CA 01
0CO7FSOE0 00 00 00 00 00 00 00 00
OCO7FSOF0 | 08 02 43 00 4D 00 44 00
0CO7F5100 32 00 73 00 65 00 74 00
0C07FS110 | 00 00 00 00 00 00 02 00
0C07F5120 E6 24 00 00 00 00 01 00
0C07FS130 | 48 08 C6 77 A8 C5 CA 01
0C07E5140 | 48 08 C6 77 AB C5 Ch 01
0C07FS150 | 00 00 00 00 00 00 00 00
0CO7F5160 14 01 63 00 6D 00 64 00
0C07FS170 | 2D 00 73 00 65 00 74 00
0CO7F5180 64 00 64 00 61 00 74 00
0C07F5150 | 80 00 00 00 48 00 00 00
0CO7FS51A0 00 00 00 00 00 00 00 00
0C07FS1B0 | 40 00 00 00 00 00 00 00
0C07F51C0 [00_04] LogicalSize 00 00 00

0C07F51D0 | 31 01 CE AB 03 00 01 00

31 43 0C 8F 00 00 00 00 FILED 1C I
8

H
48 08 C6 77 A8 CS CA 01 H Ev'AE H Ev'AE
28 D3 9A 7A A8 CS CA 01 H Ev'AE (O1z'AE

&
FE FF 82 79 47 FH99156
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NTFS - search for data

* In one directory we can have multiple files with the same name

File system NTFS

Time coding for files

* FAT: 1.1.1980 + LLLLLLLM MMMDDDDD hhhhhmmm mmmsssss

Voume __Fle | Preview | Detais | Gallery | Colendar [ Legend [ [B sync| - |

Offset 01 2 3 45 6 7 8 9 ABGCUDEF

00002600 S3 41 4C 45 53 20 20 20 20 20 20 28 00 00 00 00 SALES (
00002610 00 00 00 00 00 00 9A 7C 8D 2E 00 00 00 00 00 00 LI
00002620 42 69 00 78 00 2E 00 64 00 6F 00 OF 00 F1 63 00 Bi x do fic
00002630 00 00 FF FF FF FF FF FF FF FF 00 00 FF FF FF FF YYVVVYYY  VVyy
00002640 01 73 00 6B 00 69 00 77 00 61 00 OF 00 F1 79 00 v a
00002650 73 00 2D 00 67 00 65 00 74 00 00 00 61 00 66 00 s -ge t af
00002660 S3 4B 49 57 41 S9 7E 31 44 4F 43 20 00 OA 00 64 d
00002670 AD 2E AD 2E 00 00 45 SF AD 2E B8 00 00 S4 00 00

00002680 41 74 00 6F 00 64 00 6F 00 2E 00 OF 00 B3 74 00 ’t
00002630 24 4F 44 4F 20 20 20 20 oo Itepre

000026B0 AD 2E AD 2E 00 00 18 65

000026C0 42 74 00 00 00 FF FF FF

000026D0  FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF §y99999yyy 99y
000026E0 01 6E 00 65 00 77 00 61 00 64 00 OF 00 8C 64 00 newad 1d
000026F0 72 00 65 00 73 00 73 00 2E 00 00 00 74 00 78 00 ess ®
00002700 4E 45 S7 41 44 44 7E 31 54 58 54 20 00 85 48 65 NEWADDVITXT IHe
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Time coding for files

* FILETIME

* 64 bit record
* value = 1.1.1600 + number * 100ns

@ DCode Date v2.06.002 written by Craig Wilson

Time Zone: |GMT -05:00 ~v| [~ Window on top

Decode Format: |Windows: 64 bit Hex Value - Litlle Endian

Value to Decode: |305339AD7DEE|3301
Date & Time: |Sun, 08 February 2004 14:56:44 -0500

B® 1 [

www.digital-detective.co.uk Cancel Clear | [ Decode |

NTFS - tracks files

« various operations have a different impact on the recorded times in
the directory (creation - CR, last access - LA, last change - LC, record
changed (NTFS) - RC):

* moving the file into a directory: it does not affect anything
* moving the file to another directory: CR, LA, RC
« copy file (target file): CR, LA, RC
« copy/paste: LA(*)
* drag&drop: LA(*)
« delete: LA, RC
« special features:
« file on a stick, can be via scp/...: CR > LC
* when deleting a directory, file information does not change

NTFS - tracks files ...

« the content of office files contains metadata from the directory
« Save as: if an existing file is picked, the data in the file is overwritten and no
new file is created in the directory
« printing first copies the file to a special directory and then prints it
« C:\Windows\Spool\Printers, C:\WinNT\System32\Spool\Printers
« even when we print online content, etc.

5/5/18
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NTFS - tracks files ...

Data recovery

« recover deleted files
* various tools that can run on WinOS

® Sleuthkit
combined with A
Autopsy Browser g Pr——— E
can even browse S o recemes couaren s o oo mes
through the
browser
(http://www.sle oo et immio | e o o
- o lomEs s
uthkit.org/auto N
oy mnm . w0 o

19980226
223 (ESD_00000EST) 222828 (ST)

ASCH (8pla - 1spac) * Stings (dapley - epor) * Expor * Add Nt
Fil Type: ASCII ex, with CRLF lne termisors

sy/)

Data recovery ...
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Data recovery ...

« searching for lost files from a large unformed mound
* same as curving files

NI=TES)
* tool Datalifter: 4
looks for a lost file zle
from two empty P s ‘ ]
spaces and one of oo it [T al
the rest of the file e, ettt | G |
Etorion_| Descrh T Dstot Sz !g.mn\«.u B
system B oo e
Elvietll -
Bor e -
[B0ex  Ouloc " o CF AD 12FE CSFD.
[B00C  Word 80 Offced? 50000 DOCF 11 E0A1 B1 1AE1 0000
Do it b 10 o
] :
ety
ot
o o= | bw

Data recovery ...

« if a small file overwrites larger one, we can reconstruct most of the

larger files
* enCase: Fle Edt View Tods Hep
{ZNew (5 Open [ Save (4 Print g Add Device Q) Search (3]
an example  [xb & cues) 7 tomorss O sne | [lvoe] 1t oty [Jrmeine [ raprt
ST A )| o~ Y @
ofa anre C witen
. ey T22(6 mrt oA 0223600 G206 120008
shopping vy 0250 e cosos7 o8z:300m 12116 a3t
. ppind Da]o csont ooy on22c6em  cozaps 120000h
cart in the o0 grecvas o [O28]@ ot ooy on2236em - cazae 120000m
. S Dz | % cosenr ooy on22c6em  cozae 120000m
CD Universe, Qwioows | [Qzm|X csar cogoapor os22:36m  caronies 1200008 g
) < 5 e >
found in the
Fiters [, Queries ] Console | Lock | [] 0/5454 Toshba Lapkop 814NE: P5 3.
rest of the =
file space
| @ case2002051202)Toshba Laptop 814ME\CIRECYCLED|_C290.FLT

Log files

* the operating system (depending on the settings) records
* access to resources
« appearance and deletion of resources,
« errors, etc.

« saved on %systemroot%\system32\config (c:\winnt)\...)
« different notes in different files: Appevent.evt, Secevent.evt, Sysevent.evt

16



Log files

Register

* In Windows OS, the process environment variables are defined in the
registers

« actually, the data is stored in the files (hives) in the system directory
%systemroot%\system32\config
* ntuser.dat for each user account

« files can be viewed with the Windows tool regedt32 (EnCase, FTK, ...)

Register

5/5/18
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Network tracking

* sometimes from the system environment
* when connecting

* mostly comes directly from application
* browsers, mail agents, ...

HKEY_USERS on Local Machine] =] 3
Registry Edit Iree View Security Options Window Help =18 x|
& Intemet Account Manager  _a||Account Name : REG_SZ : mail2.eircom.net
L& Accounts Connection Type : REG_DWORD : 0

POP3 Server: REG_SZ : mail2.eircom.net

POP3 Use Sicily : REG_DWORD : 0

POP3 User Name : REG_SZ : haroldsmith

SMTP Display Name : REG_SZ : Harry Smith
(300000005 SMTP Email Address : REG_SZ : haroldsmith@eircom.net
3 Active Directory GC SMTP Server: REG_SZ : mail2.eircom.net

£ Bigfoot SMTP Use Sicily : REG_DWORD : 0

1 InfoSpace Business ¥
i oW K

Network Tracking - Browsers

« history:
« firefox-3 is storing history in the sqlite databases Places.sqlite
* Internet Explorer stores history in the file index.dat
* tools that are available to search through these databases: Oddesa
(www.odessa.sourceforge.net)
* local cache

* cookies

Browsers - Cookies

« example of cookies inspection in CookieView
(www.digitaldetective.co.uk)

% CookieView 1.01.115

1) COOKIE FILE: default@napquest[1].txt
q

3C3abF - 06247-03919-400C2546
Rapquest con
Secure: False
lodified Date: Thu, 10 Jan 2002 14:56
Expiry Dat Sat, 31 Dec 2005 00:00:

Cookie Record 1
Key : locationhistory

John F Kennedy Intl Airport}
y Intl Airport}} {41348
}ET () O US O)

alse
Wed, 13 Mar 2062 19:26:51 GHT
Expiry Date:  Sat, 31 Dec 2085 08:08:08 GHT

Done
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Browsers

E-mail

* Traces depend on the mail agent we use
« sent and received mails
* summary of IMAP mailbox

« content that is interesting

* text mails only
« attachments (!) — MIME format

Other programs

« different programs leave different traces

* network software
 access to other systems
« allow other systems to access in our system

* system programs leave traces in the registry
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Network access tracking

« telnet access to acf2.nyu.edu

D tew G50pen WS | @ 3,401 [dProvew Goacawe| 4m' mi - ghprov & Noxt| Bhseach iEsapt
1 Bookmarks | Keywords | @220
. CIUSEROAT B
 Regsty B
CJ Detauc Beme =2y
S ArpEvend Tt e Reoy &
ZiContrlpanel e, Regry €1
SinstaocatonsRy e [
Cikeyboadayout e, eyt
Netwark oyt
Ciremoterccess et
Disofware oy
(P e ey &
Cimcrosott [
IR Text System e e, et €1
Siintemet Explorer Retsecds e, et €1
iterosoft ofce: [p—
@nos - o Boire 1
Omsseapaa® g
E Hex ok | Evidence || LoOK | USGR0NT P22 (3202 G202 30422 FOU LE1
Report
o6 [ 2. e
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