Komunikacijski protokoli in omrezna varnost
2011/12
Pisni izpit

This test must be taken individually. Any and all literatanay be used while
taking this test. Answer diligentlgil questions.

Bonus points might be awarded if you at least partially atityeanswer each
guestion.

Duration of the test: 60 minutes.
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1. naloga: Although some questions might seem to be about a specificdehap
in the lectures, you will often need the knowledge from ottteapters to answer
them.

V PRASANJA:

1. Inside @oot p packet, you can find thei d andsecs fields. What func-
tionality do these two fields provide at the protocol level?

2. One of the opcodes in the TFTP protocoA&K (= 4). What is the meaning
of a client sending a packet with the following values (wriia decimal,

two bytes)]4[210|.

3. What is the maximum file size of a file that can be transfeorest TFTP?
Explain your answer.

2. naloga: Peter Zmeda is a truly a confused fellow. His friend Simonaaly
into gardening. The plants she grows in her greenhousegeegspecific tempe-
rature which must be precisely maintained. She has therbfmught a new device
with a built-in thermometer and a heater. The thermometestthe heater on and
off as needed. Furthermore, the device allows the user toadpgts firmware.
This means that the user can upload her own programs to theedev

VPRASANJA:

1. Simona also has a home server. She has asked Peter toovhter fall the
programmes needed for her to be able to control the device the server.
Peter has decided to use the SNMP protocol. Which piecesfbiae
should Peter install and where?

2. The SNMP protocol defines multiple message types. Whiels®Write a
use-case for each of them in the case of Simona’s greenhouses

3. The SNMP protocol uses UDP for data transfer. We menti&fi@d when
we talked about multicasting. Simona wants to increase tingoer of gre-
enhouses and therefore the number of devices. To reducarthmant
of traffic on the network, Peter has come up with the wondedieé to use
multicasting to communicate with all the devices simultaneously. Contmen
on his idea.

4. One of the messages we intercepted on the network contdarmation
about the current temperature (first) and pressure in trengoaise. Both
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values are encoded in the TLV format with the temperatur&Cirand the
pressure in kPa. The message contains the following bytes:

1121 2]23]0]2]2| -

What are the temperature and pressure?

3. naloga: Multicast.
VPRASANJA:

1. In lectures, we mentioned the division of routing protscaccording to
their mode of operation into dense and sparse mode protodulsat is
the difference between these modes of operation? Why is ade called
dense and the other sparse?

2. Multicasting is also used to deliver TV content. The asd¢esach channel
should obviously be limited to authorized subscribers or8yppose that
the content is delivered using multicasting. Describe imagh detail as
possible, how AAA and multicasting are connected.

NAMIG: Think about who actually delivers the content to the userthat
this is the content server in fact.

3. Peter Zmeda has decided to offer a new pricing scheme pralgiper-view
network. He has decided to call it PPP — Pay Per Peep. Hidsbebscribe
to the multicast streams at their nearest router using tiMRA@rotocol.
Which data should Peter store upon receiving which IGMP etscht the
router?

4. naloga: Network security elements and AAA.
VPRASANJA:

1. The RADIUS protocol uses UDP for data transfer. We theest@mn not
guarantee that the data will be transferred safely. Negly$is, the data
provides some measure of security through signing. (i) Heactty does
package signing work in the RADIUS protocol when doing atttadion
and/or authentication? Describe the individual steps hadcontent of the
packages sent in each step. (ii) How would you conduct anlkatta such a
security system?

2. Peter Zmeda has installed a wireless network in at his eosmnpThe ne-
twork is separated from the rest of his nework by a firewalh @e firewall
be used instead of the IEEE 802.1x protocol? Explain yowvans
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3. The SSL protocol expects the data to be broken into recaittsy would
we want or even need to break the data into records?

4. One possible attack is a TCP session hijack. Cefizel] haideldto hijack
one of Peter’s sessions. Therefore, Peter installed SSlopwoft TCP as
protection. If Cefizelj still wants to hijack such a sessioamust also steal
some additional values from Peter. Which ones?



