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1 Documentation conventions

1.1 General information
The STM32H742, STM32H743/753 and STM32H750 devices have an Arm®@ Cortex®-M7

with FPU core.
arm

1.2 List of abbreviations for registers

The following abbreviations®) are used in register descriptions:

read/write (rw) Software can read and write to this bit.

read-only (r) Software can only read this bit.

write-only (w) Software can only write to this bit. Reading this bit returns the reset value.

read/clear writeO (rc_wO0) Software can read as well as clear this bit by writing 0. Writing 1 has no
effect on the bit value.

read/clear write1 (rc_w1) Software can read as well as clear this bit by writing 1. Writing 0 has no
effect on the bit value.

read/clear write (rc_w) Software can read as well as clear this bit by writing to the register. The
value written to this bit is not important.

read/clear by read (rc_r) Software can read this bit. Reading this bit automatically clears it to 0.
Writing this bit has no effect on the bit value.

read/set by read (rs_r) Software can read this bit. Reading this bit automatically sets it to 1.
Writing this bit has no effect on the bit value.

read/set (rs) Software can read as well as set this bit. Writing O has no effect on the bit
value.

read/write once (rwo) Software can only write once to this bit and can also read it at any time.
Only a reset can return the bit to its reset value.

toggle (t) The software can toggle this bit by writing 1. Writing 0 has no effect.

read-only write trigger (rt_w1) Software can read this bit. Writing 1 triggers an event but has no effect on
the bit value.

Reserved (Res.) Reserved bit, must be kept at reset value.

a. Armis a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

b. This is an exhaustive list of all abbreviations applicable to STM microcontrollers, some of them may not be
used in the current document.
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1.3

1.4

3

Glossary

This section gives a brief definition of acronyms and abbreviations used in this document:
e  Word: data of 32-bit length.

e Half-word: data of 16-bit length.

e Byte: data of 8-bit length.

e Double word: data of 64-bit length.

e  Flash word: data of 256-bit length

e |IAP (in-application programming): IAP is the ability to re-program the Flash memory
of a microcontroller while the user program is running.

e ICP (in-circuit programming): ICP is the ability to program the Flash memory of a
microcontroller using the JTAG protocol, the SWD protocol or the bootloader while the
device is mounted on the user application board.

e  Option bytes: product configuration bits stored in the Flash memory.
e AHB: advanced high-performance bus.

e APB: advanced peripheral bus.

e AXI: Advanced extensible interface protocol.

e  PCRORP: proprietary code readout protection.

e RDP: readout protection.

Availability of peripherals

For availability of peripherals and their number across all sales types, refer to the particular
device datasheet.

The following table shows the availability of peripherals per product.The below legend is
used

1: STM32H742xI/G

2: STM32H743xI/G

3: STM32H750xB

4: STM32H753xI/G

Table 1. Peripherals versus products

Peripheral name | Availability | Peripheral name | Availability | Peripheral name | Availability
RAMECC 1-2-3-4 COMP 1-2-3-4 LPUART 1-2-3-4
FLASH 1-2-3-4() OPAMP 1-2-3-4 SPI 1-2-3-4
PWR 1-2-3-4 DFSDM 1-2-3-4 SAl 1-2-3-4
RCC 1-2-3-4 DCMI 1-2-3-4 SPDIFRX 1-2-3-4
CRS 1-2-3-4 LTDC 2-3-4 SWPMI 1-2-3-4
HSEM 1-2-3-4 JPEG 2-3-4 MDIOS 1-2-3-4
GPIO 1-2-3-4 RNG 1-2-3-4 SDMMC 1-2-3-4
SYSCFG 1-2-3-4 CRYP 3-4 FDCAN 1-2-3-4
MDMA 1-2-3-4 HASH 34 OTG_HS 1-2-3-4
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Table 1. Peripherals versus products (continued)
Peripheral name | Availability | Peripheral name | Availability | Peripheral name | Availability
DMA 1-2-3-4 HRTIM 1-2-3-4 ETH 1-2-3-4
BDMA 1-2-3-4 TIM1/TIM8 1-2-3-4 HDMI-CEC 1-2-3-4
DMAMUX 1o3q | TIM2ITIMITIVGY | o ) )
TIM5
DMA2D 1-2-3-4 T'M12’T1'2"13/T'M 1-2-3-4 - -
NVIC 1-2-3-4 TIM15/'I'1I$/I16/TIM 1-2-3-4 ) )
EXTI 1-2-3-4 TIM6/TIM7 1-2-3-4 - -
CRC 1-2-3-4 LPTIM 1-2-3-4 - -
FMC 1-2-3-4 WWDG 1-2-3-4 - -
QUADSPI 1-2-3-4 IWDG 1-2-3-4 - -
DLYB 1-2-3-4 RTC 1-2-3-4 - -
ADC 1-2-3-4 12C 1-2-3-4 - -
DAC 1-2-3-4 USART/UART 1-2-3-4 - -
VREFBUF 1-2-3-4 - - - -

1.5
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1. STBM32H750x embedded Flash memory differs from the other products. Please refer to Section 4:
Embedded Flash memory (FLASH) for more details on Flash memory organization.

Availability of security features

For security feature availability please refer to the table below:

Table 2. Availability of security features

— Root secure services (RSS)

Cryptographic processor (CRYP)

Hash processor (HASH)

Security feature STM32H750xB and STM32H742xl/G and
urity teatu STM32H753xl STM32H743xI/G
Embedded Flash memory (FLASH):
— Flash Secure-only area
Security memory management:
— Secure access mode Available Not available
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2 Memory and bus architecture

2.1

System architecture

An AXI bus matrix, two AHB bus matrices and bus bridges allow interconnecting bus
masters with bus slaves, as illustrated in Table 3 and Figure 1.

Table 3. Bus-master-to-bus-slave interconnect

Bus master / type(1)

Cortex-M7 - AXIM

Cortex-M7 - AHBP

Cortex-M7 - ITCM

Cortex-M7 -DTCM

SDMMC1

MDMA - AXI

MDMA - AHBS

DMA2D

LTDC

DMA1 - MEM

DMA2 - MEM

DMA2 - PERIPH

Eth. MAC - AHB

SDMMC2 - AHB

USBHS1 - AHB

USBHS2 - AHB
BDMA - AHB

Bus slave / type(")

Interconnect p

ath

ITCM

x

DTCM

AHB3 peripherals

APB3 peripherals

Flash bank 1

Flash bank 23

AXI SRAM

QUADSPI

FMC

SRAM 1

SRAM 2

SRAM 3

XXX | X | X[ X]|X]|X| X|[X

X|IX|IX|X[X[X]|X]|X]|X|X

X|IX|X|X[X[X]|X]|X]|X]|Xx

XX | X[ X[ X|X]|X|[X]|X>x]|X

X|IX|IX|X[X|[X]|X]|X]|X|X

AHB1 peripherals

APB1 peripherals

XX | XXX | X[ X[ X[ X[X[X]X

XXX | X[ X[ X]|X]| X[ X|[X

AHB2 peripherals

APB2 peripherals

AHB4 peripherals

APB4 peripherals

SRAM4

X | X | X

X | X | X| X

Backup RAM

X

X

XX | X|X|X|X|X|X|X|[X[X[X|[X|X]|X]|X]|XxX]|X

XX | X[ X[ X|X|X|X|[X|X|X|X|[X|X|X|X]|XxX]|X

XIX | XXX X|X[X[X]|X|X[X|[X]|X]|X|[X|Xx]|X

X | X[ X[ X[ X|X|X|X|X|[X|[X|X|[X|X|X|X]|XxX]|X

X | X | x| X

X | X | x| X

X[ x| x| X

X | X | x| X
X | X | X|[X

1. Bold font type denotes 64-bit bus, plain type denotes 32-bit bus.

«n

2. “X” = access possible, “-” = access not possible, shading = access useful/usable.
3. Bank 2 is not available on STM32H750xB devices.
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Figure 1. System architecture for STM32H742xx, STM32H743/53xx and STM32H750xB devices
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2.1.2

2.1.3

3

Bus matrices

AXI bus matrix in D1 domain

The D1 domain multi AXI bus matrix ensures and arbitrates concurrent accesses from
multiple masters to multiple slaves. This allows efficient simultaneous operation of high-
speed peripherals.

The arbitration uses a round-robin algorithm with QoS capability.

Refer to Section 2.2: AXI interconnect matrix (AXIM) for more information on AXI
interconnect.

AHB bus matrices in D2 and D3 domains

The AHB bus matrices in D2 and D3 domains ensure and arbitrate concurrent accesses
from multiple masters to multiple slaves. This allows efficient simultaneous operation of
high-speed peripherals.

The arbitration uses a round-robin algorithm.

TCM buses

The DTCM and ITCM (data and instruction tightly coupled RAMs) are connected through
dedicated TCM buses directly to the Cortex-M7 core. The MDMA controller can access the
DTCM and ITCM through AHBS, a specific CPU slave AHB. The ITCM is accessed by
Cortex-M7 at CPU clock speed, with zero wait states.

Bus-to-bus bridges

To allow peripherals with different types of buses to communicate together, there is a
number of bus-to-bus bridges in the system.

The AHB/APB bridges in D1 and D3 domains allow connecting peripherals on APB3 and
APB4 to AHB3 and AHBA4, respectively. The AHB/APB bridges in D2 domain allow
peripherals on APB1 and APB2 to connect to AHB1. These AHB/APB bridges provide full
synchronous interfacing, which allows the APB peripherals to operate with clocks
independent of AHB that they connect to.

The AHB/APB bridges also allow APB1 and APB2 peripherals to connect to DMA1 and
DMA2 peripheral buses, respectively, without transiting through AHB1.

The AHB/APB bridges convert 8-bit / 16-bit APB data to 32-bit AHB data, by replicating it to
the three upper bytes / the upper half-word of the 32-bit word.

The AXI bus matrix incorporates AHB/AXI bus bridge functionality on its slave bus
interfaces. The AXI/AHB bus bridges on its master interfaces marked as 32-bit in Figure 1
are outside the matrix.

The Cortex-M7 CPU provides AHB/TCM-bus (ITCM and DTCM buses) translation from its
AHBS slave AHB, allowing the MDMA controller to access the ITCM and DTCM.
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Inter-domain buses

D2-to-D1 AHB

This 32-bit bus connects the D2 domain to the AXI bus matrix in the D1 domain. It allows
bus masters in the D2 domain to access resources (bus slaves) in the D1 domain and
indirectly, via the D1-to-D3 AHB, in the D3 domain.

D1-to-D2 AHB

This 32-bit bus connects the D1 domain to the D2 domain AHB bus matrix. It allows bus
masters in the D1 domain to access resources (bus slaves) in the D2 domain.

D1-to-D3 AHB

This 32-bit bus connects the D1 domain to the D3 domain AHB bus matrix. It allows bus
masters in the D1 domain to access resources (bus slaves) in the D3 domain.

D2-to-D3 AHB
This 32-bit bus connects the D2 domain to the D3 domain AHB bus matrix. It allows bus
masters in the D2 domain to access resources (bus slaves) in the D3 domain.

CPU buses

Cortex®-M7 AXIM bus

The Cortex®-M7 CPU uses the 64-bit AXIM bus to access all memories (excluding ITCM,
and DTCM) and AHB3, AHB4, APB3 and APB4 peripherals (excluding AHB1, APB1 and
APB2 peripherals).

The AXIM bus connects the CPU to the AXI bus matrix in the D1 domain.

Cortex®-M7 ITCM bus

The Cortex®-M7 CPU uses the 64-bit ITCM bus for fetching instructions from and accessing
data in the ITCM.

Cortex®-M7 DTCM bus

The Cortex®-M7 CPU uses the 2x32-bit DTCM bus for accessing data in the DTCM. The
2x32-bit DTCM bus allows load/load and load/store instruction pairs to be dual-issued on
the DTCM memory. It can also fetch instructions.

Cortex®-M7 AHBS bus

The Cortex®-M7 CPU uses the 32-bit AHBS slave bus to allow the MDMA controller to
access the ITCM and the DTCM.

Cortex®-M7 AHBP bus

The Cortex®-M7 CPU uses the 32-bit AHBP bus for accessing AHB1, AHB2, APB1 and
APB2 peripherals via the AHB bus matrix in the D2 domain.

3
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3

Bus master peripherals

SDMMCH1

The SDMMC1 uses a 32-bit bus, connected to the AXI bus matrix, through which it can
access internal AXI SRAM and Flash memories, and external memories through the Quad-
SPI controller and the FMC.

SDMMC2

The SDMMC2 uses a 32-bit bus, connected to the AHB bus matrix in D2 domain. Through
the system bus matrices, it can access the internal AXI SRAM, SRAM1, SRAM2, SRAM3
and Flash memories, and external memories through the Quad-SPI controller and the FMC.

MDMA controller

The MDMA controller has two bus masters: an AX| 64-bit bus, connected to the AXI bus
matrix and an AHB 32-bit bus connected to the Cortex-M7 AHBS slave bus.

The MDMA is optimized for DMA data transfers between memories since it supports linked
list transfers that allow performing a chained list of transfers without the need for CPU
intervention. Through the system bus matrices and the Cortex-M7 AHBS slave bus, the
MDMA can access all internal and external memories through the Quad-SPI controller and
the FMC.

DMA1 and DMA2 controllers

The DMA1 and DMAZ2 controllers have two 32-bit buses - memory bus and peripheral bus,
connected to the AHB bus matrix in D2 domain.

The memory bus allows DMA data transfers between memories. Through the system bus
matrices, the memory bus can access all internal memories except ITCM and DTCM, and
external memories through the Quad-SPI controller and the FMC.

The peripheral bus allows DMA data transfers between two peripherals, between two
memories or between a peripheral and a memory. Through the system bus matrices, the
peripheral bus can access all internal memories except ITCM and DTCM, external
memories through the Quad-SPI controller and the FMC, and all AHB and APB peripherals.
A direct access to APB1 and APB2 is available, without passing through AHB1. Direct path
to APB1 and APB2 bridges allows reducing the bandwidth usage on AHB1 bus by improving
data treatment efficiency for APB and AHB peripherals.

BDMA controller

The BDMA controller uses a 32-bit bus, connected to the AHB bus matrix in D3 domain, for
DMA data transfers between two peripherals, between two memories or between a
peripheral and a memory. BDMA transfers are limited to the D3 domain resources. It can
access the internal SRAM4, backup RAM, and AHB4 and APB4 peripherals through the
AHB bus matrix in the D3 domain.

Chrom-Art Accelerator (DMA2D)

The DMA2D graphics accelerator uses a 64-bit bus, connected to the AXI bus matrix.
Through the system bus matrices, internal AXI SRAM, SRAM1, SRAM2, SRAM3 and Flash
memories, and external memories through the Quad-SPI controller and the FMC.
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LCD-TFT controller (LTDC)

The LCD-TFT display controller, LTDC, uses a 64-bit bus, connected to the AXI bus matrix,
through which it can access internal AXI SRAM and Flash memories, and external
memories through the Quad-SPI controller and the FMC.

Ethernet MAC

The Ethernet MAC uses a 32-bit bus, connected to the AHB bus matrix in the D2 domain.
Through the system bus matrices, it can access all internal memories except ITCM and
DTCM, and external memories through the Quad-SPI controller and the FMC.

USBHS1 and USBHS2 peripherals

The USBHS1 and USBHS2 peripherals use 32-bit buses, connected to the AHB bus matrix
in the D2 domain. Through the system bus matrices, they can access all internal memories
except ITCM and DTCM, and external memories through the Quad-SPI controller and the
FMC.

Clocks to functional blocks

Upon reset, clocks to blocks such as peripherals and some memories are disabled (except
for the SRAM, DTCM, ITCM and Flash memory). To operate a block with no clock upon
reset, the software must first enable its clock through RCC_AHBXENR or RCC_APBXENR
register, respectively.

AXI interconnect matrix (AXIM)

AXI introduction

The AXI (advanced extensible interface) interconnect is based on the Arm® CoreLink™
NIC-400 Network Interconnect. The interconnect has six initiator ports, or ASIBs (AMBA
slave interface blocks), and seven target ports, or AMIBs (AMBA master interface blocks).
The ASIBs are connected to the AMIBs via an AXI switch matrix.

Each ASIB is a slave on an AXI bus or AHB (advanced high-performance bus). Similarly,
each AMIB is a master on an AXI or AHB bus. Where an ASIB or AMIB is connected to an
AHB, it converts between the AHB and the AXI protocol.

The AXI interconnect includes a GPV (global programmer view) which contains registers for
configuring certain parameters, such as the QoS (quality of service) level at each ASIB.

Any accesses to unallocated address space are handled by the default slave, which
generates the return signals. This ensures that such transactions complete and do not block
the issuing master and ASIB.

AXI interconnect main features

e  64-bit AXI bus switch matrix with six ASIBs and seven AMIBs, in D1 domain
e  AHB/AXI bridge function built into the ASIBs

e concurrent connectivity of multiple ASIBs to multiple AMIBs

e  programmable traffic priority management (QoS - quality of service)

e software-configurable via GPV

3
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2.2.3

3

AXIl interconnect functional description

Block diagram

The AXI interconnect is shown in Figure 2.

Figure 2. AXI interconnect

Masters: ‘DZ AHB‘ ‘ C-M7 ‘ ‘SDMMC1 ‘ ‘ MDMA ‘ ‘ DMA2D ‘ ‘ LTDC ‘
3
AHB AXI AHB AXI AXI AXI
\ 4 A 4 v \ 4 \4 \4
ASIBs: INI 1 INI 2 INI 3 INI 4 INI 5 INI 6
GPV AXI switch matrix default
slave
AMIBs: |TARG 1 TARG 2 TARG 3 TARG 4 TARG 5 TARG 6 TARG 7 -
s: interconnect
A A A A A A A
AXI AXI AXI AXI AXI AXI AXI
\ 4 \ 4 A 4 v \4 \4 \4
AXI/AHB | | AXI/AHB AXI
Slaves:  bridge bridge FlashA | |Flash B FMC QsPl SRAM
AHBI AHBI
AHB3 periphs D2 domain 32—b!t bus
D3 domain 64-bit bus MSv39758V1
ASIB configuration
Table 4 summarizes the characteristics of the ASIBs.
Table 4. ASIB configuration
ASIB Connected master Protocol B'us . .
width issuing
INI 1 AHB from D2 domain AHB-lite 32 1/4
INI 2 Cortex-M7 AXI4 64 7/32
INI' 3 SDMMCA1 AHB-lite 32 1/4
INI 4 MDMA AXl4 64 4/1
INI 5 DMA2D AXl4 64 2/1
INI 6 LTDC AXl4 64 1M
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AMIB configuration

Table 5 summarizes the characteristics of the AMIBs.

Table 5. AMIB configuration

AMIB Connected slave Protocol V\ﬁ:tsh aI:::vng::acle
TARG 1 Peripheral 3 and D3 AHB AX14M 32 1/1/1
TARG 2 D2 AHB AX14M 32 1111
TARG 3 Flash A AX|4 64 312/5
TARG 4 Flash B AX14 64 3/2/5
TARG 5 FMC AX14 64 3/3/6
TARG 6 QUADSPI AXI4 64 21113
TARG 7 AXI SRAM AXI3 64 2/2/2

1. Conversion to AHB protocol is done via an AXI/AHB bridge sitting between AXI interconnect and the
connected slave.

Quality of service (QoS)

The AXI switch matrix uses a priority-based arbitration when two ASIB simultaneously
attempt to access the same AMIB. Each ASIB has programmable read channel and write
channel priorities, known as QoS, from 0 to 15, such that the higher the value, the higher the
priority. The read channel QoS value is programmed in the AXI interconnect - INI x read
QoS register (AXI_INIx_READ_QOS), and the write channel in the AXI interconnect - INI x
write QoS register (AXI_INIx_WRITE_QOS). The default QoS value for all channels is 0
(lowest priority).

If two coincident transactions arrive at the same AMIB, the higher priority transaction passes
before the lower priority. If the two transactions have the same QoS value, then a least-
recently-used (LRU) priority scheme is adopted.

The QoS values should be programmed according to the latency requirements for the
application. Setting a higher priority for an ASIB ensures a lower latency for transactions
initiated by the associated bus master. This can be useful for real-time-constrained tasks,
such as graphics processing (LTDC, DMA2D). Assigning a high priority to masters that can
make many and frequent accesses to the same slave (such as the Cortex-M7 CPU) can
block access to that slave by other lower-priority masters.

Global programmer view (GPV)

The GPV contains configuration registers for the AXI interconnect (see Section 2.2.4).
These registers are only accessible by the Cortex-M7 CPU.

3
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224 AXIl interconnect registers

AXI interconnect - peripheral ID4 register (AXI_PERIPH_ID_4)

Address offset: Ox1FDO
Reset value: 0x0000 0004

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
4KCOUNT[3:0] JEP106CON[3:0]
r r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:4 4KCOUNT][3:0]: Register file size
0x0: N/A

Bits 3:0 JEP106CON[3:0]: JEP106 continuation code
Ox4: Arm®

AXI interconnect - peripheral ID0 register (AXI_PERIPH_ID_0)

Address offset: Ox1FEO
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PARTNUM[7:0]
r
Bits 31:8 Reserved, must be kept at reset value.
Bits 7:0 PARTNUM([7:0]: Peripheral part number bits 0 to 7
0x00: Part number = 0x400
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AXI interconnect - peripheral ID1 register (AXI_PERIPH_ID_1)
Address offset: Ox1FE4
Reset value: 0x0000 00B4

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
JEP106ID[3:0] PARTNUM[11:8]
r r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:4 JEP106ID[3:0]: JEP106 identity bits 0 to 3
0xB: Arm® JEDEC code

Bits 3:0 PARTNUM][11:8]: Peripheral part number bits 8 to 11
0x4: Part number = 0x400

AXI interconnect - peripheral ID2 register (AXI_PERIPH_ID_2)
Address offset: Ox1FE8
Reset value: 0x0000 002B

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
REVISION[3:0] JEDEC JEP106ID[6:4]
r r r

Bits 7:4 REVISION[3:0]: Peripheral revision number
0x2: rOp2

Bit 3 JEDEC: JEP106 code flag
0x1: JEDEC allocated code

Bits 2:0 JEP106ID[6:4]: JEP106 Identity bits 4 to 6
0x3: Arm® JEDEC code

3
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AXI interconnect - peripheral ID3 register (AXI_PERIPH_ID_3)
Address offset: OX1FEC
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
REV_AND[3:0] CUST_MOD_NUMI[3:0]
r r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:4 REV_ANDI[3:0]: Customer version
0: None

Bits 3:0 CUST_MOD_NUM][3:0]: Customer modification
0: None

AXl interconnect - component ID0 register (AXI_COMP_ID_0)
Address offset: Ox1FFO0
Reset value: 0x0000 000D

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17

16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1

PREAMBLE[7:0]

r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PREAMBLET7:0]: Preamble bits 0 to 7
0xD: Common ID value

3
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AXI interconnect - component ID1 register (AXI_COMP_ID_1)
Address offset: Ox1FF4
Reset value: 0x0000 O0FO0

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CLASS[3:0] PREAMBLE[11:8]
r r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:4 CLASS[3:0]: Component class
0xF: Generic IP component class

Bits 3:0 PREAMBLE[11:8]: Preamble bits 8 to 11
0x0: Common ID value

AXl interconnect - component ID2 register (AXI_COMP_ID_2)
Address offset: Ox1FF8
Reset value: 0x0000 0005

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

PREAMBLE[19:12]

r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PREAMBLE[19:12]: Preamble bits 12 to 19
0x05: Common ID value

3
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AXI interconnect - component ID3 register (AXI_COMP_ID_3)
Address offset: 0x1FFC
Reset value: 0x0000 00B1

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
PREAMBLE[27:20]
r

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 PREAMBLE[27:20]: Preamble bits 20 to 27
0xB1: Common ID value

AXl interconnect - TARG x bus matrix issuing functionality register
(AXI_TARGx_FN_MOD_ISS_BM)

Address offset: 0x1008 + 0x1000 * x, where x =1to 7

Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
WRITE | READ
_ISS_ | _ISS_
OVERR | OVERR
IDE IDE
w w

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 WRITE_ISS_OVERRIDE: Switch matrix write issuing override for target
0: Normal issuing capability
1: Set switch matrix write issuing capability to 1

Bit 0 READ_ISS_OVERRIDE: Switch matrix read issuing override for target
0: Normal issuing capability
1: Set switch matrix read issuing capability to 1

3
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AXI interconnect - TARG x bus matrix functionality 2 register
(AXI_TARGx_FN_MOD?2)

Address offset: 0x1024 + 0x1000 * x, where x =1, 2 and 7
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
BYPAS
S MER
GE
w

Bits 31:1 Reserved, must be kept at reset value.

Bit 0 BYPASS_MERGE: Disable packing of beats to match the output data width. Unaligned
transactions are not realigned to the input data word boundary.

0: Normal operation
1: Disable packing

AXl interconnect - TARG x long burst functionality modification register
(AXI_TARGx_FN_MOD_LB)

Address offset: 0x102C + 0x1000 * x, where x = 1 and 2

Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FN_MO
D_LB
rw

Bits 31:1 Reserved, must be kept at reset value.

Bit 0 FN_MOD_LB: Controls burst breaking of long bursts

0: Long bursts can not be generated at the output of the ASIB
1: Long bursts can be generated at the output of the ASIB

3
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AXI interconnect - TARG x issuing functionality modification register
(AXI_TARGx_FN_MOD)

Address offset: 0x1108 + 0x1000 * x, where x =1, 2 and 7
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
WRITE | READ
_ISS_ | _ISS_
OVERR | OVERR
IDE IDE
w w

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 WRITE_ISS_OVERRIDE: Override AMIB write issuing capability
0: Normal issuing capability
1: Force issuing capability to 1

Bit0 READ_ISS_OVERRIDE: Override AMIB read issuing capability
0: Normal issuing capability
1: Force issuing capability to 1

AXl interconnect - INI x functionality modification 2 register
(AXI_INIx_FN_MOD2)

Address offset: 0x41024 + 0x1000 * x, where x =1 and 3
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
BYPAS
S MER
GE
w

Bits 31:1 Reserved, must be kept at reset value.
Bit 0 BYPASS_MERGE: Disables alteration of transactions by the up-sizer unless required by the
protocol
0: Normal operation
1: Transactions pass through unaltered where allowed

3

RMO0433 Rev 7 117/3319




Memory and bus architecture RM0433

AXI interconnect - INI x AHB functionality modification register
(AXI_INIx_FN_MOD_AHB)

Address offset: 0x41028 + 0x1000 * x, where x = 1 and 3
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0

WR_IN | RD_IN
C_OVE |C_OVE
RRIDE | RRIDE

Bits 31:2 Reserved, must be kept at reset value.
Bit 1 WR_INC_OVERRIDE: Converts all AHB-Lite read transactions to a series of single beat AXI
transactions.

0: Override disabled
1: Override enabled

Bit 0 RD_INC_OVERRIDE: Converts all AHB-Lite write transactions to a series of single beat AXI
transactions, and each AHB-Lite write beat is acknowledged with the AXI buffered write
response.

0: Override disabled

1: Override enabled
AXl interconnect - INI x read QoS register (AXI_INIx_READ_QOS)
Address offset: 0x41100 + 0x1000 * x, where x = 1 to 76
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
AR_QOS[3:0]
w

Bits 31:4 Reserved, must be kept at reset value.

Bits 3:0 AR_QOS[3:0]: Read channel QoS setting
0x0: Lowest priority
OxF: Highest priority
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AXl interconnect - INI x write QoS register (AXI_INIx_WRITE_QOS)

Address offset: 0x41104 + 0x1000 * x, where x = 1 to 76

Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21

20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
AW_QOS[3:0]
w
Bits 31:4 Reserved, must be kept at reset value.
Bits 3:0 AW_QOSI[3:0]: Write channel QoS setting
0x0: Lowest priority
OxF: Highest priority
AXl interconnect - INI x issuing functionality modification register
(AXI_INIx_FN_MOD)
Address offset: 0x41108 + 0x1000 * x, where x = 1 to 76
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRITE | READ
_ISS_ | _IsSs_
OVERR | OVERR
IDE IDE
w w

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 WRITE_ISS_OVERRIDE: Override ASIB write issuing capability

0: Normal issuing capability
1: Force issuing capability to 1

Bit 0 READ_ISS_OVERRIDE: Override ASIB read issuing capability

0: Normal issuing capability
1: Force issuing capability to 1

3
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2.2.5 AXIl interconnect register map
Table 6. AXI interconnect register map and reset values
Offset | Registername =g/ ®NIQ R JIQINTIRI2I2E|C LI Nz o o/~ow/¢ oo
Z
z 3
AXI|_PERIPH = s
0x1FDO -ID_4 o2 S
v o
< L
w
Reset value 0‘0‘0‘0 0‘1‘o|0
AX|_:>DEF;|PH_ Reserved
0x1FD4 —
Reset value 0‘0‘0‘0|0‘o‘o|0
AXI_IFI’DEIEIPH_ Reserved
0x1FD8 —
Reset value 0‘0‘0‘0|0‘o‘o|0
AX|_:>DEF;|PH_ Reserved
0x1FDC —
Reset value 0‘0‘0‘0|0‘o‘o|0
AXI_PERIPH_ PARTNUM[7:0]
Ox1FEO ID_0
Reset value 0‘0‘0‘0 o‘o‘o|0
T
AXI_PERIPH_ S = 2 )
Ox1FE4 ID_T1 ) =)
i <
- o
Reset value 1‘0‘1‘1 0 1‘o|0
5 ol
AXI_PERIPH_ 5o |4 Ex
Ox1FE8 ID_2 S |glas
L = W
' )
Reset value 0‘0‘1‘01 o‘1|1
= 3
o
o, 2,
[a) Q —
AXI_PERIPH_ g S5
OX1FEC ID_3 < =y
= =
i 3
O
Reset value o‘o‘o‘o o‘o‘o|o
AXI_COMP_ PREAMBLE[7:0]
Ox1FFO ID_0
Reset value o‘o‘o‘o 1‘1‘o|1
— L
& o
AXI_COMP_ 2 25
Ox1FF4 ID_1 % I =
o i
Reset value 1‘1‘1‘1 o‘o‘o|o
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Table 6. AXI interconnect register map and reset values (continued)

i olo|n|n|ov tlodc|lololol~o/w s o aclo
Offset | Registername |19/ @ KQ(Q|I|IRIQ|S|R 2|2 5|2 22 |¥E|2|o |0~ o v|<|o|nlro

AXI_COMP_
Ox1FF8 ID_2
Reset value 0‘0‘0‘0|0Mo|1
AXI_COMP_
Ox1FFC ID_3
Reset value 1/0({1[1{0|0|0]1

PREAMBLE[19:12]

PREAMBLE[27:20]

0x2000 -

0x2004 Reserved

AXI_TARG1_
FN_MOD_
0x2008 ISS_BM

© | WRITE_ISS_OVERRIDE
©| READ_ISS_OVERRIDE

Reset value

0x200C -

02020 Reserved

AXI_TARG1
0x2024 FN_MOD2

© | BYPASS_MERGE

Reset value

0x2028 Reserved

AXI_TARG1_
ox202c | FN_MOD_LB

o|FN_MOD_LB

Reset value

0x2030 -

0x2104 Reserved

AXI_TARG1_
0x2108 FN_MOD

© | WRITE_ISS_OVERRIDE
©| READ_ISS_OVERRIDE

Reset value

0x210C -

0x3004 Reserved
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Table 6. AXI interconnect register map and reset values (continued)

Offset | Registername |z |92/ /0 |0 2/0/N Q22N |22T 2 N C|2|lo|o|~|o|v|<t v/ n|v|o
=1
r
AXI_TARG2_ Slw
o
FN_MOD_ o
0x3008 ISS_BM 8 a
Wi
[—
Z|
s x
Reset value 0|0
0x300C -
0x3020 Reserved
L
O]
&
AXI_TARG2_ §I
0x3024 FN_MOD2 A
&
>_
m
Reset value 0
0x3028 Reserved
m
=
AXI_TARG2_ 8
0x302C FN_MOD_LB §I
z
[V
Reset value 0
0x3030 -
0x3104 Reserved
=ffe
K
w
AXI_TARG2_ 3l 3
0x3108 FN_MOD 9 a
W q
'_
T o
= x
Reset value 0|0
0x310C -
0x4004 Reserved
=15
T
AXI_TARG3_ Slw
o
FN_MOD_ o
0x4008 ISS_BM 8 A
wl
'_
i)
S| x
Reset value 0|0
0x400C -
0x5004 Reserved
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Table 6. AXI interconnect register map and reset values (continued)
Offset | Registername |z |92/ /0 |0 2/0/N Q22N |22T 2 N C|2|lo|o|~|o|v|<t v/ n|v|o
ol 8
i
AXI_TARG4_ 4o
FN_MOD_ Ol ©
0x5008 ISS_BM 8 A
Wi n
[—
Z| o
2| x
Reset value 0|0
0x500C -
0x6004 Reserved
=i
v E
AX|_TARG5_ 4y
FN_MOD_ SIS
0x6008 ISS_BM R
W
-
Z| o
2| x
Reset value 0|0
0x600C -
0x7004 Reserved
ol 8
o
AXI_TARG6_ =
FN_MOD_ Ol ©
0x7008 ISS_BM 3 2
W
'_
| o
2| x
Reset value 0]0
0x700C -
0x8004 Reserved
ol 8
z &
AXI_TARG7_ 4 u
FN_MOD_ O| o
0x8008 ISS_BM g A
W a
'_
T o
2| x
Reset value 0|0
0x800C -
0x8020 Reserved
L
)
x
L
AXI_TARG7_ E|
0x8024 FN_MOD2 o
&
>_
m
Reset value 0
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Table 6. AXI interconnect register map and reset values (continued)

Offset | Registername =22 @ K/Q18/I|QIN 5|8 2|2 x|ele (22N |20/ o|~|o|n| <]~/ o
0x8028 -
0x8104 Reserved
ol &
x| g
Wiy
AXI_TARG7_ 3 3
0x8108 FN_MOD gl 2
wl
[
Z| o
2| x
Reset value 0|0
0x810C-
0x42020 Reserved
wl
)
&
AXI_INI_ =
ox42024 |  FN_MOD2 Q
g
>_
[an]
Reset value 0
A1)
ala
212
|
AXI_INI_FN_ S
0x42028 MOD_AHB 5/,
Ol
Z|z
I~
o
B4
Reset value 0|0
0x4202C-
0x420FC Reserved
AXI_INI_ AR_QOS
oxa2100 | READ_QOS [3:0]
Reset value 0 l 0 ‘ 0 | 0
AXI_INI_ AW_QOS
oxaz2104 | WRITE_QOS [3:0]
Reset value o(ofo0fo0
ol &
r| g
Wi
AXI_INI_ 3 3
0x42108 FN_MOD gl 2
wl
-
Z| o
2| x
Reset value 0|0
0x4210C-
0x430FC Reserved

3
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Table 6. AXI interconnect register map and reset values (continued)

Offset | Registername |5/8/Q 2|5/ &| 8|3 |Q|RR|R[2 |2k 2|22 |28 T|2]o 0|~ |0 |n| |0 oo
AXL_INI2_ AR_QOS
Reset value 0 ‘ 0 ‘ 0 | 0
AXL_INI2_ AW_QOS
ox43104 | WRITE_QOS [3:0]
Reset value 0o|0f{o0|0
5| &
v &
Wi
AXIL_INI2_ 3 3
0x43108 FN_MOD gl o
Wl n
i
Z| o
2| x
Reset value 0|0
0x4310C
- 0x44020 Reserved
[11]
0]
hd
1]
AXI_INI3_ E|
0x44024 FN_MOD2 2
g
>_
[an]
Reset value 0
W w
oA
2|12
|
AXI_INI3_ %J w
oxa4028 | FN_MOD_AHB (@
olo
Z|z
I
14 fa)
4[4
Reset value 0]0
0x4402C-
0x440FC Reserved
AXL_INI3_ AR_QOS
oxa4100 | READ_QOS [3:0]
Reset value 0 ‘ 0 ‘ 0 | 0
AXL_INI3_ AW_QOS
Reset value 0 ‘ 0 ‘ 0 | 0
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Table 6. AXI interconnect register map and reset values (continued)

Offset | Registername |z |92/ /0 |0 2/0/N Q22N |22T 2 N C|2|lo|o|~|o|v|<t v/ n|v|o
x| &
w
AXI_INI3_ 33
0x44108 FN_MOD 3 3
1N
2
s x
Reset value 0|0
0x4410C-
0x450FC Reserved
AXI_INI4_ AR_QOS
ox45100 | READ_QOS [3:0]
Reset value 0 l 0 ‘ 0 | 0
AXI_INI4_ AW_QOS
ox45104 | WRITE_QOS [3:0]
Reset value 0o|0f{0|0
=ffe
r &
Wiy
AXI_INI4_ 3 5
0x45108 FN_MOD 3 3
Wi
[—
T o
=z x
Reset value 0|0
0x4510C-
0x460FC Reserved
AXI_INI5_ AR_QOS
0x46100 READ_QOS [3:0]
Reset value 0 ‘ 0 ‘ 0 | 0
AXI_INI5_ AW_QOS
0x46104 WRITE_QOS [3:0]
Reset value 0|0f{0|0
5 &
Z| 2
x| &
=
AXI_INI5_ 0| 3
0x46108 FN_MOD 8 2
=z x
Reset value 0|0
0x4610C-
0x470FC Reserved
AXI_INI6_ AR_QOS
0x47100 READ_QOS [3:0]
Reset value 0 ‘ 0 ‘ 0 | 0
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Table 6. AXI interconnect register map and reset values (continued)

i olo|n|n|ov tlodc|lololol~o/w s o aclo
Offset | Registername |o/2/2 ®/N&|&QIIRQS (R 252N 2o o~ 0w/ < o~

1
0

AXI_INI6_ AW_
oxa7104 | WRITE_QOS

e

K=} 2
o
2]

Reset value

o
o
o
o

AXI_INI6_
0x47108 FN_MOD

Reset value

© | WRITE_ISS_OVERRIDE
©| READ_ISS_OVERRIDE

Refer to Section 2.3 on page 128 for the register boundary addresses.

3
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2.3

2.3.1

128/3319

Memory organization

Introduction

Program memory, data memory, registers and I/O ports are organized within the same linear
4-Gbyte address space.

The bytes are coded in memory in Little Endian format. The lowest numbered byte in a word
is considered the word'’s least significant byte and the highest numbered byte the most
significant.

The addressable memory space is divided into eight main blocks, of 512 Mbytes each.

3
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2.3.2 Memory map and register boundary addresses
Table 7. Memory map and default device memory area attributes
Region Boundary Arm® Cortex®-M7 Type Attribute | Execute
address s never
0xD0000000 - .
OXDFEFEFFE FMC SDRAM Bank2 (or Reserved in case of FMC remap)
0xCC000000
- FMC SDRAM Bank1 (or remap of FMC NOR/PSRAM/SRAM 4 Bank1)
@ OxCFFFFFFF
o
= 0xC8000000 -
[
8 OxCBFFFFEF FMC SDRAM Bank1 (or remap of FMC NOR/PSRAM/SRAM 3 Bank1) Device ) Ves
©
c
= 0xC4000000 -
[
5 OxC7EFEEEE FMC SDRAM Bank1 (or remap of FMC NOR/PSRAM/SRAM 2 Bank1)
0xC0000000 -
OxC3FFEFEF FMC SDRAM Bank1 (or remap of FMC NOR/PSRAM/SRAM 1 Bank1)
0xA0000000 - Reserved
OxBFFFFFFF
0x90000000 - ;
QUADSPI Write-
Ox9FFFFFFF through
0x80000000 - cache
OX8FEFFEFF FMC NAND Flash memory attribute
] 0x70000000 -
(]
£ Ox7FEFEFEF Reserved (or remap of FMC SDRAM Bank2)
IS
(O] -
= 0x6C000000 FMC NOR/PSRAM/SRAM 4 Bank1 (or remap of FMC SDRAM Bank1) | Normal Write- No
= Ox6FFFFFFF
c back,
2 0x68000000 - write
X Ox6BEEFEEE FMC NOR/PSRAM/SRAM 3 Bank1 (or remap of FMC SDRAM Bank1) allocate
0x64000000 cache
- ttribut
Ox67FEFEFE FMC NOR/PSRAM/SRAM 2 Bank1 (or remap of FMC SDRAM Bank1) attribute
0x60000000 -
Ox63FEFFFF FMC NOR/PSRAM/SRAM 1 Bank1 (or remap of FMC SDRAM Bank1)
i)
o
%:_ %’;‘;‘;OFOFOFOggF' Peripherals (refer to Table 8: Register boundary addresses) Device - Yes
k
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Table 7. Memory map and default device memory area attributes

Region Boundary Arm® Cortex®-M7 Type Attribute | Execute
address ° rever
0x38801000 - Reserved
0x3FFFFFFF
0x38800000 -
0x38800FFF Backup SRAM
0x38010000 - Reserved
0x387FFFFF
0x38000000 -
0x3800FFFF SRAM
0x30048000 - Reserved
0x37FFFFFF
Write-
0x30040000 - SRAM3 back,
< | Ox30047FFF write
s Normal No
o 0x30020000 - SRAM2 acho.
0x3003FFFF fta%h?
attribute
0x30000000 -
0x3001FFFF SRAMT
0x24080000 - Reserved
0x2FFFFFFF
0x24000000 -
0x2407FFFF AXISRAM
0x20020000 - Reserved
0x23FFFFFF
0x20000000 -
0x2001FFFF PTeM
0x1FF20000 - Reserved
0x1FFFFFFF
0x1FF00000 -
0x1FF1FFFF System Memory
0x08200000 - Reserved
O0x1FEFFFFF Write
o 0x08100000 - fhroudh
g (1 9
8 Ox081FFFEF Flash memory bank 2 Normal cache No
0x08000000 e
- )
OXOSOFFFFF Flash memory bank 1
0x00010000 - Reserved
0x07FFFFFF
0x00000000 -
0x0000FFFF Tem

1. Flash memory bank 2 boundary is limited to 0x08100000 - 0x0817FFFF on STM32H742xG/STM32H743xG. It is reserved
on STM32H750xB.

130/3319
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Flash memory bank 1 boundary is limited to 0x08000000 - 0x0807FFFF and 0x08000000 - 0x0801FFFFon
STM32H742xG/STM32H743xG and STM32H750xB boundary, respectively.
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All the memory map areas that are not allocated to on-chip memories and peripherals are
considered “Reserved”. For the detailed mapping of available memory and register areas,
refer to the following table.

The following table gives the boundary addresses of the peripherals available in the

devices.

Table 8. Register boundary addresses!!)

Boundary address Peripheral Bus Register map
0x58027000 - 0x580273FF RAMECC3 Section 3.4: RAMECC registers
0x58026400 - 0x580267FF HSEM Section 10.4: HSEM registers
0x58026000 - 0x580263FF ADC3 Section 25.7: ADC common registers
0x58025800 - 0x58025BFF DMAMUX2 Section 17.6: DMAMUX registers
0x58025400 - 0x580257FF BDMA Section 16.6: BDMA registers
0x58024C00 - 0x58024FFF CRC Section 21.4: CRC registers
0x58024800 - 0x58024BFF PWR Section 6.8: PWR register description
0x58024400 - 0x580247FF RCC Section 8.7: RCC register description
0x58022800 - 0x58022BFF GPIOK Section 11.4: GPIO registers
0x58022400 - 0x580227FF GPIOJ AHB4 | Section 11.4: GPIO registers
0x58022000 - 0x580223FF GPIOI (D3) | Section 11.4: GPIO registers
0x58021C00 - 0x58021FFF GPIOH Section 11.4: GPIO registers
0x58021800 - 0x58021BFF GPIOG Section 11.4: GPIO registers
0x58021400 - 0x580217FF GPIOF Section 11.4: GPIO registers
0x58021000 - 0x580213FF GPIOE Section 11.4: GPIO registers
0x58020C00 - 0x58020FFF GPIOD Section 11.4: GPIO registers
0x58020800 - 0x58020BFF GPIOC Section 11.4: GPIO registers
0x58020400 - 0x580207FF GPIOB Section 11.4: GPIO registers
0x58020000 - 0x580203FF GPIOA Section 11.4: GPIO registers

3
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Table 8. Register boundary addresses(!) (continued)

Boundary address Peripheral Bus Register map
0x58005800 - 0x58006BFF Reserved Reserved
0x58005400 - 0x580057FF SAl4 Section 51.6: SAl registers
0x58004C00 - 0x58004FFF Reserved Reserved
0x58004800 - 0x58004BFF IWDG1 Section 45.4: IWDG registers
0x58004000 - 0x580043FF | RTC & BKP registers Section 46.6: RTC registers
0x58003C00 - 0x58003FFF VREF Section 27.3: VREFBUF registers
0x58003800 - 0x58003BFF COMP1 - COMP2 Section 28.7: COMP registers
0x58003000 - 0x580033FF LPTIM5 APB4 | Section 43.7: LPTIM registers
0x58002C00 - 0x58002FFF LPTIM4 (D3) | Section 43.7: LPTIM registers
0x58002800 - 0x58002BFF LPTIM3 Section 43.7: LPTIM registers
0x58002400 - 0x580027FF LPTIM2 Section 43.7: LPTIM registers
0x58001C00 - 0x58001FFF 12C4 Section 47.7: 12C registers
0x58001400 - 0x580017FF SPI6 Section 50.11: SPI/I2S registers
0x58000C00 - 0x58000FFF LPUART1 Section 49.6: LPUART registers
0x58000400 - 0x580007FF SYSCFG Section 12.3: SYSCFG registers
0x58000000 - 0x580003FF EXTI Section 20.6: EXTI registers
0x52009000 - 0x520093FF RAMECCA1 Section 3.4: RAMECC registers
0x52008000 - 0x52008FFF Dsegm'é’?k Section 24.4: DLYB registers
0x52007000 - 0x52007FFF SDMMCA1 Section 55.9: SDMMC registers
0x52006000 - 0x52006FFF Dgﬁxgé‘ﬁk Section 24.4: DLYB registers
0x52005000 - 0x52005FFF QUADS';'tg?S””O' reg- Section 23.5: QUADSPI registers

AHB3 | Section 22.7.6: NOR/PSRAM controller registers,
0x52004000 - 0x52004FFF | FMC control registers (D1) Sect::on 22.8.7: NAND Flash contro/ler. registers,
Section 22.9.5: SDRAM controller registers

0x52003000 - 0x52003FFF JPEG Section 33.5: JPEG codec registers
0x52002000 - 0x52002FFF | F'ash i”tfe”;zce regis- Section 4.9: FLASH registers
0x52001000 - 0x52001FFF | Chrom-Art (DMA2D) Section 18.6: DMA2D registers
0x52000000 - 0x52000FFF MDMA Section 14.5: MDMA registers
0x51000000 - Ox510FFFFF GPV Section 2.2: AX| interconnect matrix (AXIM)
0x50003000 - 0x50003FFF WWDGH1 Section 44.5: WWDG registers
0x50001000 - 0x50001FFF LTDC A(\E?)S' Section 32.7: LTDC registers
0x50000000 - 0x50000FFF Reserved -
0x48023000 - 0x480233FF RAMECC2 Section 3.4: RAMECC registers
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Table 8. Register boundary addresses(!) (continued)

Boundary address Peripheral Bus Register map
0x48022800 - 0x48022BFF D;;’;mjg;k Section 24.4: DLYB registers
0x48022400 - 0x480227FF SDMMC2 Section 55.9: SDMMC registers
0x48021800 - 0x48021BFF RNG AHB2 | 5o ction 34.7: RNG registers
0x48021400 - 0x480217FF HASH (b2) Section 36.7: HASH registers
0x48021000 - 0x480213FF CRYPTO Section 35.6: CRYP registers
0x48020000 - 0x480203FF DCMI Section 31.5: DCMI registers
0x40080000 - 0x400BFFFF USB2 OTG_FS Section 57.14: OTG_HS registers
0x40040000 - 0x4007FFFF USB1 OTG_HS Section 57.14: OTG_HS registers
0x40028000 - 0x400293FF ETHERNET MAC Section 58.11: Ethernet registers
0x40024400 - 0x400247FF Reserved AHB1 | Reserved
0x40022000 - 0x400223FF ADC1 - ADC2 (D2) | Section 25.7: ADC common registers
0x40020800 - 0x40020BFF DMAMUX1 Section 17.6: DMAMUX registers
0x40020400 - 0x400207FF DMA2 Section 15.5: DMA registers
0x40020000 - 0x400203FF DMA1 Section 15.5: DMA registers
0x40017400 - 0x400177FF HRTIM Section 37.5: HRTIM registers

Section 30.7: DFSDM channel y registers (y=0..7),
0x40017000 - 0x400173FF DFSDM1 Section 30.8: DFSDM filter x module registers
(x=0..3)
0x40016000 - 0x400163FF SAI3 Section 51.6: SAl registers
0x40015C00 - 0x40015FFF SAI2 Section 51.6: SAl registers
0x40015800 - 0x40015BFF SAl1 Section 51.6: SAl registers
0x40015000 - 0x400153FF SPI5 Section 50.11: SPI/I2S registers
0x40014800 - 0x40014BFF TIM17 APB2 | Section 41.6: TIM16/TIM17 registers
0x40014400 - 0x400147FF TIM16 (B2) | section 41.6: TIM16/TIM17 registers
0x40014000 - 0x400143FF TIM15 Section 41.5: TIM15 registers
0x40013400 - 0x400137FF SPl4 Section 50.11: SPI/I2S registers
0x40013000 - 0x400133FF SPI1 /1281 Section 50.11: SPI/I2S registers
0x40011400 - 0x400117FF USART6 Section 48.7: USART registers
0x40011000 - 0x400113FF USART1 Section 48.7: USART registers
0x40010400 - 0x400107FF TIM8 Section 38.4: TIM1/TIMS8 registers
0x40010000 - 0x400103FF TIM1 Section 38.4: TIM1/TIM8 registers
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Table 8. Register boundary addresses(!) (continued)

Boundary address Peripheral Bus Register map
0x4000ACO00 - 0x4000D3FF | CAN Message RAM Section 56.5: FDCAN registers
0x4000A800 - 0x4000ABFF CAN CCU Section 56.5: FDCAN registers
0x4000A400 - 0x4000A7FF FDCAN2 Section 56.5: FDCAN registers
0x4000A000 - 0x4000A3FF FDCAN1 Section 56.5: FDCAN registers
0x40009400 - 0x400097FF MDIOS Section 54.4: MDIOS registers
0x40009000 - 0x400093FF OPAMP Section 29.6: OPAMP registers
0x40008800 - 0x40008BFF SWPMI Section 53.6: SWPMI registers
0x40008400 - 0x400087FF CRS Section 9.8: CRS registers
0x40007C00 - 0x40007FFF UARTS Section 48.7: USART registers
0x40007800 - 0x40007BFF UART7 Section 48.7: USART registers
0x40007400 - 0x400077FF DACH1 Section 26.7: DAC registers
0x40006C00 - 0x40006FFF HDMI-CEC Section 59.7: HDMI-CEC registers
0x40005C00 - 0x40005FFF 12C3 Section 47.7: 12C registers
0x40005800 - 0x40005BFF 12C2 Section 47.7: 12C registers
0x40005400 - 0x400057FF 12C1 Section 47.7: 12C registers
0x40005000 - 0x400053FF UARTS Section 48.7: USART registers
0x40004C00 - 0x40004FFF UART4 A(\ES; Section 48.7: USART registers
0x40004800 - 0x40004BFF USART3 Section 48.7: USART registers
0x40004400 - 0x400047FF USART2 Section 48.7: USART registers
0x40004000 - 0x400043FF SPDIFRX1 Section 52.5: SPDIFRX interface registers
0x40003C00 - 0x40003FFF SPI3/12S3 Section 50.11: SPI/I2S registers
0x40003800 - Ox40003BFF SPI2 /1282 Section 50.11: SPI/I2S registers
0x40002C00 - 0x40002FFF Reserved Reserved
0x40002400 - 0x400027FF LPTIM1 Section 43.7: LPTIM registers
0x40002000 - 0x400023FF TIM14 Section 39.4: TIM2/TIM3/TIM4/TIM5 registers
0x40001C00 - 0x40001FFF TIM13 Section 39.4: TIM2/TIM3/TIM4/TIM5 registers
0x40001800 - 0x40001BFF TIM12 Section 39.4: TIM2/TIM3/TIM4/TIM5 registers
0x40001400 - 0x400017FF TIM7 Section 42.4: TIM6/TIMT7 registers
0x40001000 - 0x400013FF TIM6 Section 42.4: TIM6/TIMT7 registers
0x40000C00 - 0x40000FFF TIM5 Section 39.4: TIM2/TIM3/TIM4/TIM5 registers
0x40000800 - 0x40000BFF TIM4 Section 39.4: TIM2/TIM3/TIM4/TIM5 registers
0x40000400 - 0x400007FF TIM3 Section 39.4: TIM2/TIM3/TIM4/TIM5 registers
0x40000000 - 0x400003FF TIM2 Section 39.4: TIM2/TIM3/TIM4/TIM5 registers

1. Accessing a reserved area results in a bus error. Accessing undefined memory space in a peripheral returns zeros.
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3

Embedded SRAM

The STM32H742xx, STM32H743/53xx and STM32H750xB devices feature:
e Up to 864 Kbytes of System SRAM

e 128 Kbytes of data TCM RAM

e 64 Kbytes of instruction TCM RAM

e 4 Kbytes of backup SRAM

The embedded system SRAM is divided into up to five blocks over the three power
domains:

e D1 domain, AXI SRAM:

—  AXI SRAM is mapped at address 0x2400 0000 and accessible by all system
masters except BDMA through D1 domain AXI bus matrix. AXI SRAM can be
used for application data which are not allocated in DTCM RAM or reserved for
graphic objects (such as frame buffers)

e D2 domain, AHB SRAM:

— AHB SRAM1 is mapped at address 0x3000 0000 and accessible by all system
masters except BDMA through D2 domain AHB matrix. AHB SRAM1 can be used
as DMA buffers to store peripheral input/output data in D2 domain, or as code
location for Cortex®-M4 CPU (application code available when D1 is powered off.

— AHB SRAM2 is mapped at address 0x3002 0000 and accessible by all system
masters except BDMA through D2 domain AHB matrix. AHB SRAM2 can be used
as DMA buffers to store peripheral input/output data in D2 domain, or as read-
write segment for application running on Cortex®-M4 CPU.

— AHB SRAMS3 is mapped at address 0x3004 0000 and accessible by all system
masters except BDMA through D2 domain AHB matrix. AHB SRAM3 can be used
as buffers to store peripheral input/output data for Ethernet and USB,.

e D3 domain, AHB SRAM:

— AHB SRAM4 is mapped at address 0x3800 0000 and accessible by most of
system masters through D3 domain AHB matrix. AHB SRAM4 can be used as
BDMA buffers to store peripheral input/output data in D3 domain. It can also be
used to retain some application data when D1 and D2 domain enter DStandby
mode.

The system AHB SRAM can be accessed as bytes, half-words (16-bit units) or words (32-bit
units), while the system AXI SRAM can be accessed as bytes, half-words, words or double-
words (64-bit units). These memories can be addressed at maximum system clock
frequency without wait state.

The AHB masters can read/write-access an SRAM section concurrently with the Ethernet
MAC or the USB OTG HS peripheral accessing another SRAM section. For example, the
Ethernet MAC accesses the SRAM2 while the CPU accesses the SRAM1, concurrently.

The TCM SRAMs are dedicated to the Cortex®-M7:

e DTCM-RAM on TCM interface is mapped at the address 0x2000 0000 and accessible
by Cortex®-M7, and by MDMA through AHBS slave bus of the Cortex®-M7 CPU. The
DTCM-RAM can be used as read-write segment to host critical real-time data (such as
stack and heap) for application running on Cortex®-M7 CPU.

e ITCM-RAM on TCM interface mapped at the address 0x0000 0000 and accessible by
Cortex®-M7 and by MDMA through AHBS slave bus of the Cortex®-M7 CPU. The
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ITCM-RAM can be used to host code for time-critical routines (such as interrupt
handlers) that requires deterministic execution.

The backup RAM is mapped at the address 0x3880 0000 and is accessible by most of the
system masters through D3 domain’s AHB matrix. With a battery connected to the Vgt pin,
the backup SRAM can be used to retain data during low-power mode (Standby and Vgat
mode).

Error code correction (ECC)

SRAM data are protected by ECC:
e 7 ECC bits are added per 32-bit word.
e 8 ECC bits are added per 64-bit word for AXI-SRAM and ITCM-RAM.

The ECC mechanism is based on the SECDED algorithm. It supports single-error correction
and double-error detection.

When an incomplete word is written to an internal SRAM and a reset occurs, the last
incomplete word is not really written. This is due to the ECC behavior. To ensure that an
incomplete word is written to SRAM, write an additional dummy incomplete word to the
same RAM at a different address before issuing a reset.

Flash memory overview

The Flash memory interface manages CPU AXI accesses to the Flash memory. It
implements the erase and program Flash memory operations and the read and write
protection mechanisms.
The Flash memory is organized as follows:
e Two main memory block divided into sectors.
e  Aninformation block:
—  System memory from which the device boots in System memory boot mode
—  Option bytes to configure read and write protection, BOR level, watchdog
software/hardware and reset when the device is in Standby or Stop mode.

Refer to Section 4: Embedded Flash memory (FLASH) for more details.

Boot configuration

In the STM32H742, STM32H743/753 and STM32H750, two different boot areas can be
selected through the BOOT pin and the boot base address programmed in the
BOOT_ADDO and BOOT_ADD1 option bytes as shown in the Table 9.

3
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Table 9. Boot modes

Boot mode selection

Boot address option Boot area

BOOT bytes

Boot address defined by user option byte BOOT_ADDO[15:0]
0 BOOT_ADDO[15:0] |ST programmed value:
Flash memory at 0x0800 0000

Boot address defined by user option byte BOOT_ADD1[15:0]
1 BOOT_ADD1[15:0] |ST programmed value:
System bootloader at 0x1FF0 0000

The values on the BOOT pin are latched on the 4th rising edge of SYSCLK after reset
release. It is up to the user to set the BOOT pin after reset.

The BOOT pin is also re-sampled when the device exits the Standby mode. Consequently,
they must be kept in the required Boot mode configuration when the device is in the Standby
mode.

After startup delay, the selection of the boot area is done before releasing the processor
reset.

The BOOT_ADDO and BOOT_ADD1 address option bytes allows to program any boot
memory address from 0x0000 0000 to Ox3FFF 0000 which includes:

e All Flash address space

e All RAM address space: ITCM, DTCM RAMs and SRAMs

¢ The TCM-RAM

The BOOT_ADDO / BOOT_ADD1 option bytes can be modified after reset in order to boot
from any other boot address after next reset.

If the programmed boot memory address is out of the memory mapped area or a reserved
area, the default boot fetch address is programmed as follows:

e Boot address 0: FLASH at 0x0800 0000

e Boot address 1: ITCM-RAM at 0x0000 0000

When the Flash level 2 protection is enabled, only boot from Flash memory is available. If
the boot address already programmed in the BOOT_ADDO / BOOT_ADD1 option bytes is

out of the memory range or belongs to the RAM address range, the default fetch will be
forced from Flash memory at address 0x0800 0000 .

Embedded bootloader

The embedded bootloader code is located in system memory. It is programmed by ST
during production. It is used to reprogram the Flash memory using one of the following serial
interfaces:

e USART1 on PA9/PA10 and PB14/PB15 pins, USART2 on PA3/PA2 pins, and USART3
on PB10/PB11 pins.

e |2C1 on PB6/PB9 pins, 12C2 on PFO0/PF1 pins, and 12C3 on PA8/PC9 pins.
e USB OTG FS in Device mode (DFU) on PA11/PA12 pins

e  SPI1 on PA4/PA5/PAG/PAT pins, SPI2 on PI0/PI1/P12/PI3 pins, SPI3 on
PC10/PC11/PC12/PA15 pins, and SP14 on PE11/PE12/PE13/PE14 pins.
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For additional information, refer to the application note AN2606.
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Note:

3

RAM ECC monitoring (RAMECC)

Introduction

The STM32H742, STM32H743/753 and STM32H750 devices feature a RAM ECC
monitoring unit (RAMECC). It provides a mean for application software to verify ECC status
and execute service routines when an error occurs.

RAMECC main features

SRAM data are protected by ECC. The ECC mechanism is based on the SECDED
algorithm. It supports single- and double-error detection, as well as single-error correction:

e 7 ECC bits are added per 32-bit word.

e 8 ECC bits are added per 64-bit word for AXI-SRAM and ITCM-RAM.

RAM data word integrity is checked at each memory read access, or partial RAM word write
operation. Two cycles are required to perform a partial RAM word write (read-modify-write).
The RAMECC monitoring unit includes the following features:

e RAM ECC monitoring per domain

e RAM failing address/data identification

RAMECC functional description

RAMECC block diagram

An ECC controller is associated to each RAM area. It performs the following functions:
e ECC encoding: ECC code computation and storage.

e ECC decoding: RAM data word loading and ECC code decoding to detect errors
e  Error detection: single- and double-error detection

e  Error correction: single-error correction.

All the RAM ECC controllers are always enabled.
Figure 3 describes the implementation of RAM ECC controllers.
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Figure 3. RAM ECC controller implementation schematic
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A dedicated RAM ECC monitoring area is defined for each domain (see Section 3.3.3:
RAMECC monitor mapping. The RAMECC allows the collection of ECC diagnostic events
from each RAM ECC controller and provides a mean for the CPU to verify the ECC status.

Figure 4 shows the connection schematic between the RAM ECC controller and the
RAMECC monitoring unit.

Figure 4. Connection between RAM ECC controller and RAMECC monitoring unit
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3.3.2 RAMECC internal signals
Table 10 gives the list of the internal signals that control the RAMECC unit.

Table 10. RAMECC internal input/output signals

Internal signal name Signal type Description
ramecc_hclk Input AHB clock
. ECC diagnostic event generated by RAMx ECC
ecc_diag_evtx Input
controller x
ramece. it Output Interrupt generated by the RAMECC monitoring unit

when an ECC error is detected.

3.33 RAMECC monitor mapping

STM32H742, STM32H743/753 and STM32H750 devices features three RAMECC
monitoring units (one per domain). The inputs from the ECC controllers are mapped as
described in Table 11. The RAM ECC event monitoring status and configuration registers
are described in Section 3.4: RAMECC registers.

Table 11. ECC controller mapping

. Monitor | SRAM ECC event monitoring status and | Size in Address
RAMECC units X . .
number configuration registers Kbytes Offset
1 AXI SRAM ECC monitoring unit 512 0x20
2 ITCM-RAM ECC monitoring unit 64 0x40
D1 domain
RAMECC unit 3 DTCM-RAM ECC DOTCM 64 0x60
4 monitoring unit D1TCM 64 0x80
5 ETM RAM ECC monitoring unit 4 0xA0
1 SRAM1 ECC monitoring SRAM1_0 64 0x20
2 unit SRAM1_1 64 0x40
D2 domain
RAMECC unit 3 SRAM2 ECC monitoring SRAM2_0 64 0x60
4 unit SRAM2_1 64 0x80
5 SRAM3 ECC monitoring unit 32 0xA0
D3 domain 1 SRAM4 ECC monitoring unit 64 0x20
RAMECC unit 2 Backup RAM ECC monitoring unit 4 0x40
1S7 RM0433 Rev 7 141/3319
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3.4 RAMECC registers

RAMECC registers can be accessed only in 32-bit (word) mode. Byte and half-word formats
are not allowed.

3.41 RAMECC interrupt enable register (RAMECC_IER)
Address offset: 0x00
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
w
1N} w
2 m i
w [a] ] w
(=) Q Q o
g | g |8
e 0] o
o
rw w rw rw

Bits 31:4 Reserved, must be kept at reset value.

Bit 3 GECCDEBWIE: Global ECC double error on byte write (BW) interrupt enable
When GECCDEBWIE bit is set to 1, an interrupt is generated when an ECC double detection
error occurs during a byte write operation to RAM (incomplete word write).
0: no interrupt generated when an ECC double detection error occurs on byte write
1: interrupt generated if an ECC double detection error occurs on byte write

Bit2 GECCDEIE: Global ECC double error interrupt enable
When GECCDEIE bit is set to 1, an interrupt is generated when an ECC double detection
error occurs during a read operation from RAM.
0: no interrupt generated when an ECC double detection error occurs
1: interrupt generated if an ECC double detection error occurs

Bit 1 GECCSEIE: Global ECC single error interrupt enable
When GECCSEIE bit is set to 1, an interrupt is generated when an ECC single error occurs
during a read operation from RAM.
0: no interrupt generated when an ECC single error occurs
1: interrupt generated when an ECC single error occurs

Bit 0 GIE: Global interrupt enable
When GIE bit is set to 1, an interrupt is generated when an enabled global ECC error
(GECCDEBWIE, GECCDEIE or GECCSEIE) occurs.
0: no interrupt generated when an ECC error occurs
1: interrupt generated when an ECC error occurs

3
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3.4.2

31

30

RAMECC monitor x configuration register (RAMECC_MxCR)

Address offset: 0x20 * x
Reset value: 0x0000 0000

x is the ECC monitoring unit number

29 28 27 26 25 24 23 22 21 20 19 18 17 16

15

13 12 1 10 9 8 7 6 5 4 3 2 1 0

ECCEL |ECCDE | ECCDE | ECCSE
EN BWIE IE IE

w w w w

3.4.3

3

Bits 31:6 Reserved, must be kept at reset value.

Bit 5 ECCELEN: ECC error latching enable
When ECCELEN bit is set to 1, if an ECC error occurs (both for single error correction or
double detection) during a read operation, the context (address, data and ECC code) that
generated the error are latched to their respective registers.
0: no error context preserved when an ECC error occurs
1: error context preserved when an ECC error occurs

Bit4 ECCDEBWIE: ECC double error on byte write (BW) interrupt enable
When ECCDEBWIE bit is set to 1, monitor x generates an interrupt when an ECC double
detection error occurs during a byte write operation to RAM.
0: no interrupt generated when an ECC double detection error occurs on byte write
1: interrupt generated if an ECC double detection error occurs on byte write

Bit 3 ECCDEIE: ECC double error interrupt enable
When ECCDEIE bit is set to 1, monitor x generates an interrupt when an ECC double
detection error occurs during a read operation from RAM.
0: no interrupt generated when an ECC double detection error occurs
1: interrupt generated if an ECC double detection error occurs

Bit 2 ECCSEIE: ECC single error interrupt enable
When ECCSEIE bit is set to 1, monitor x generates an interrupt when an ECC single error
occurs during a read operation from RAM.
0: no interrupt generated when an ECC single error occurs
1: interrupt generated when an ECC single error occurs

Bits 1:0 Reserved, must be kept at reset value.

RAMECC monitor x status register RAMECC_MxSR)

Address offset: 0x24 + 0x20 * (x - 1), (x= ECC monitoring unit number)
Reset value: 0x0000 0000

RMO0433 Rev 7 143/3319




RAM ECC monitoring (RAMECC) RMO0433

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DEBW
DF DEDF | SEDCF
rc. w0 | rc_w0 | rc_w0

Bits 31: 3 Reserved, must be kept at reset value.

Bit 2 DEBWDF: ECC double error on byte write (BW) detected flag
This bit is set by hardware. It is cleared by software by writing a 0
0: no error detected
1: error detected

Bit 1 DEDF: ECC double error detected flag
This bit is set by hardware. It is cleared by software by writing a 0
0: no error detected
1: error detected

Bit 0 SEDCF: ECC single error detected and corrected flag
This bit is set by hardware. It is cleared by software by writing a 0
0: no error detected and corrected
1: error detected and corrected

344 RAMECC monitor x failing address register (RAMECC_MxFAR)
Address offset: 0x28 + 0x20 * (x-1), (x= ECC monitoring unit number)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FADD[31:16]

r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FADD[15:0]

r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r

Bits 31:0 FADD[31:0]: ECC error failing address
When an ECC error occurs the FADD bitfield contains the address that generated the ECC
error.
3.4.5 RAMECC monitor x failing data low register (RAMECC_MxFDRL)
Address offset: 0x2C + 0x20 * (x-1), (x= ECC monitoring unit number)
Reset value: 0x0000 0000

3
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FDATAL[31:16]
r | r | r | r | r | r | r | r r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FDATAL[15:0]
r | r | r | r | r | r | r | r | r | r | r | r

Bits 31:0 FDATAL[31:0]: Failing data low
When an ECC error occurs the FDATAL bitfield contains the LSB part of the data that
generated the error. For 32-bit word SRAM, this bitfield contains the full memory word that

generated the error.

3.4.6 RAMECC monitor x failing data high register (RAMECC_MxFDRH)
Address offset: 0x30 + 0x20 * (x-1), (x= ECC monitoring unit number)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FDATAH[31:16]

r | r | r r r | r | r | r | r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FDATAH[15:0]

r | r | r | r | r | r | r | r | r | r | r | r

Bits 31:0 FDATAH[31:0]: Failing data high (64-bit memory)
When an ECC error occurs the FDATAH bitfield contains the MSB part of the data that

generated the error.

Note: This register is reserved in case of 32-bit word SRAM.

3.4.7 RAMECC monitor x failing ECC error code register
RAMECC_MxFECR)

Address offset: 0x34 + 0x20 * (x-1), (x= ECC monitoring unit number)
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FEC[31:16]

r | r | r | r | r | r | r | r r | r | r | r | r | r | r | r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FEC[15:0]

r | r | r | r | r | r | r | r | r | r | r | r | r | r | r | r

Bits 31:0 FEC [31:0]: Failing error code
When an ECC error occurs the FEC bitfield contains the ECC failing code that generated the

error.
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3.4.38 RAMECC register map

Table 12. RAMECC register map and reset values

Register Register size
Offset name
reset |23 R|R|N|&| &I R|N(S|R 22| 5| 2[2|3 |2 8| 5|2 |||~ 0| | ¢ |||l o
value
w
S| wlw
w w
RAMECC_ @ g gl w
IER o
0x00 o
w| O O
o
Reset value 0o|0|0|0
- U
w| w
al S| 5| =
wf w
0x20 * RA“’/‘l"%CRC— | @ g 4
(x = monitoring X 8 O| O] O
unit number) w 8 o
Reset value 0|0f0]|0
[T
of w| &
0x24+0x20 *(x -1) | RAMECC_ = ol 8
S MxSR ol W m
(x = monitoring g ol &
unit number)
Reset value 0|0|0
. RAMECC
0x28+0x20 * (x -1) — FADD[31:0]
(x = monitoring MXFAR
unit number) | Reset value 0‘0|0‘o‘0‘0|o‘0‘0‘0|0‘0‘0|0‘0‘0‘0|0‘0‘0‘0|0‘0‘0‘0|0‘0‘0|0‘0‘0|0
0X2C+0x20 * (x -1) Rl\//m%%?__ FDATAL[31:0]
(x = monitoring
unitnumber) | Reset value o‘o|o‘o‘o‘o|o‘o‘o‘o|o‘o‘o|o‘o‘o‘o|o‘o‘o‘o|o‘o‘0‘0|0‘0‘0|0‘0‘0|0
0x30+0x20 * (x -1) R@)’(";%%%— FDATAH[31:0]
(x = monitoring
unit number) Reset value 0‘0|0‘o‘0‘0|0‘0‘0‘0|0‘0‘0|0‘0‘0‘o|o‘0‘0‘o|o‘0‘0‘0|0‘0‘0|0‘0‘0|0
0X34+0x20 * (x -1) R“ﬁ‘“ﬁicc%— FEC[31:0]
(x = monitoring X
unitnumber) | poset value 0‘0|0‘o‘0‘0|o‘0‘0‘0|o‘0‘0|0‘0‘o‘0|o‘0‘0‘0|o‘0‘0‘0|0‘0‘0|0‘0‘0|0

Refer to Section 2.3 on page 128 for the register boundary addresses.
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4.1

4.2

3

Embedded Flash memory (FLASH)

Introduction

The embedded Flash memory (FLASH) manages the accesses of any master to the
embedded non-volatile memory, that is 2 Mbytes. It implements the read, program and
erase operations, error corrections as well as various integrity and confidentiality protection
mechanisms.

The embedded Flash memory manages the automatic loading of non-volatile user option
bytes at power-on reset, and implements the dynamic update of these options.

FLASH main features

2 Mbytes of non-volatile memory divided into two banks of 1 Mbyte each

Flash memory read operations supporting multiple length (64 bits, 32bits, 16bits or one
byte)

Flash memory programming by 256 bits

128-Kbyte sector erase, bank erase and dual-bank mass erase

Dual-bank organization supporting:

— simultaneous operations: two read/program/erase operations executed in parallel
on both banks (only available on STM32H742/743/753)

— Bank swapping: the address mapping of the user Flash memory of each bank can
be swapped, along with the corresponding registers.

Error Code Correction (ECC): one error detection/correction or two error detections per
256-bit Flash word using 10 ECC bits

Cyclic redundancy check (CRC) hardware module
User configurable non-volatile option bytes
Flash memory enhanced protections, activated by option bytes

— Read protection (RDP), preventing unauthorized Flash memory dump to
safeguard sensitive application code

—  Write-protection of sectors (WRPS), available per bank (128 Kbyte sectors)

—  Two proprietary code readout protection (PCROP) areas (one per user Flash
bank). When enabled, this area is execute-only.

—  Two secure-only areas (one per user Flash bank). When enabled this area is
accessible only if the STM32 microcontroller operates in Secure access mode.

Read and write command queues to streamline Flash operations
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4.3 FLASH functional description

4.3.1 FLASH block diagram

Figure 5 shows the embedded Flash memory block diagram.

Figure 5. FLASH block diagram
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4.3.3

Note:
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FLASH internal signals

Table 13 describes a list of the useful to know internal signals available at embedded Flash
memory level. These signals are not available on the microcontroller pads.

Table 13. FLASH internal input/output signals

Internal signal name

Signal type

Description

sys_ck

Input

D1 domain bus clock (embedded Flash memory AXI
interface clock)

po_rst

Input

Power on reset

d1_rst

Input

D1 domain system reset

flash_it

Output

Embedded Flash memory interface interrupt request

FLASH architecture and integration in the system

The embedded Flash memory is a central resource for the whole microcontroller. It serves
as an interface to two non-volatile memory banks, and organizes the memory in a very
specific way. The embedded Flash memory also proposes a set of security features to
protect the assets stored in the non-volatile memory at boot time, at run-time and during
firmware and configuration upgrades.

The embedded Flash memory offers two 64-bit AXI slave ports for code and data accesses,
plus a 32-bit AHB configuration slave port used for register bank accesses.

The application can simultaneously request a read and a write operation through each AXI

interface.

The embedded Flash memory microarchitecture is shown in Figure 6.
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Figure 6. Detailed FLASH architecture
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Behind the system interfaces, the embedded Flash memory implements various command

queues and buffers to perform Flash read, write and erase operations with maximum

efficiency.

Thanks to the addition of a read and write data buffer, the AXI slave port handles the

following access types:

e  Multiple length: 64 bits, 32 bits, 16 bits and 8 bits

e Single or burst accesses

e  Write wrap burst must not cross 32-byte aligned address boundaries to target exactly
one Flash word

The AHB configuration slave port supports 8-bit, 16-bit and 32-bit word accesses.

The embedded Flash memory is built in such a way that only one read or write operation
can be executed at a time on a given bank.

3
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4.3.4 Flash memory architecture and usage

Flash memory architecture

Figure 7 shows the non-volatile memory organization supported by the embedded Flash
memory.

Figure 7. Embedded Flash memory organization
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Note: On STM32H750xB, bank 2 is not available and bank 1 contains only one 128 Kbyte sector.

The embedded Flash non-volatile memory is composed of:

e For STM32H742/743/753 devices: a 2-Mbyte main memory block, organized as two
banks of 1 Mbyte each. Each bank is in turn divided in eight 128-Kbyte sectors and
features Flash-word rows of 256 bits + 10 bits of ECC per word.

e For STM32H750xB devices: a 128-Kbyte user Flash memory block containing one
user sector of 128 Kbytes (4 K Flash words).

e Asystem memory block of 256 Kbytes, divided into two 128 Kbyte banks. The system
memory is ECC protected.
e Aset of non-volatile option bytes loaded at reset by the embedded Flash memory and

accessible by the application software only through the AHB configuration register
interface.

3
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The overall Flash memory architecture is summarized in Table 14, Table 15 and Table 16.

Table 14. Flash memory organization on STM32H750xB devices

Size . Access | SNB1/2
Flash memory area Address range (bytes) Region name interface 1)
User main 0x0800 0000-
memory Bank 1 0x0801 FFFF 128 K Sector 0 AXl ports 0x0
0x1FF0 0000- System Flash @)
Bank1 1 oxirr1FRFF | 128K | (read-only) N/A
System
memory ] AXI ports
0x1FF4 0000- @)
Bank 2 0x1FF5 FEFF 128 K System Flash N/A
. User option Registers
Option bytes N/A - bytes only(3) N/A

SNB1/2 contains the target sector number for an erase operation. See Section 4.3.10 for details.
Cannot be erased by application software.

Only bank 1 option byte registers are applicable. Bank 2 option byte registers must be kept at reset value.

Table 15. Flash memory organization on STM32H742x1/743x1/753xI devices

Size . Access | SNB1/2
Flash memory area Address range (bytes) Region name interface 1)
0x0800 0000-
0x0801 FFFF 128 K Sector 0 0x0
0x0802 0000-
Bank 1 0x0803 FEFF 128 K Sector 1 0x1
0x080E 0000-
User main 0x080F FEFF 128 K Sector 7 0x7
memory 0x0810 0000 AXI ports
X -
0x0811 EEFE 128 K Sector 0 0x0
0x0812 0000-
Bank 2 0x0813 FEFF 128 K Sector 1 0x1
0x081E 0000-
0x081F FFFF 128 K Sector 7 0x7
0x1FF0 0000- System Flash @)
system | o | oxiFrtErre | 28K (read-only) N/A
memory 0x1FF4 0000 AXlports
X X (2)
Bank 2 Ox1FE5 FEFF 128 K System Flash N/A
Option bytes N/A ) User option Registers N/A
bytes only

SNB1/2 contains the target sector number for an erase operation. See Section 4.3.10 for details.

2. Cannot be erased by application software.

3
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Table 16. Flash memory organization on STM32H742xG/743xG devices

Size . Access | SNB1/2
Flash memory area Address range (bytes) Region name interface 1)
0x0800 0000-
0x0801 FEEF 128 K Sector 0 0x0
0x0802 0000-
Bank 1 0x0803 FFFF 128 K Sector 1 0x1
0x0806 0000-
User main 0x0807 FEEF 128 K Sector 3 0x3
memory 0x0810 0000 AXI ports
X -
0x0811 FEFF 128 K Sector 0 0x0
0x0812 0000-
Bank 2 0x0813 FFEF 128 K Sector 1 0x1
0x0816 0000-
0x0817 FEEF 128 K Sector 3 0x3
0x1FFO 0000- System Flash @)
system | o | oxaFFtErre | 128K read-only) N/A
memory 0x1FF4 0000 AX! ports
X - (2)
Bank 2 0x1FE5 EEFE 128 K System Flash N/A
Option bytes N/A ) User option Registers N/A
bytes only
SNB1/2 contains the target sector number for an erase operation. See Section 4.3.10 for details.
Cannot be erased by application software.
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Partition usage

Figure 8 shows how the embedded Flash memory is used both by STMicroelectronics and
the application software.

Figure 8. Embedded Flash memory usage
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User and system memories are used differently according to whether the microcontroller is
configured by the application software in Standard mode or in Secure access mode. This
selection is done through the SECURITY option bit (see Section 4.4.6):

e In Standard mode, the user memory contains the application code and data, while the
system memory is loaded with the STM32 bootloader. When a reset occurs, the core
jumps to the boot address configured through the BOOT pin and the BOOT_ADDO/1
option bytes.

e In Secure access mode, dedicated libraries can be used for secure boot. They are
located in user Flash and system Flash memory:

— ST libraries in system Flash memory assist the application software boot with
special features such as secure boot and secure firmware install (SFI).

—  Application secure libraries in user Flash memory are used for secure firmware
update (SFU).

3
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Note:

4.3.5

4.3.6

In Secure access mode, the microcontroller always boots into the secure bootloader
code (unique entry point). Then, if no secure services are required, this code securely
jumps to the requested boot address configured through the BOOT pin and the option
bytes, as shown in Figure 8 (see Section 5: Secure memory management (SMM) for
details).

For more information on option byte setup for boot, refer to Section 4.4.7.

Additional partition usage is the following:

e The option bytes are used by STMicroelectronics and by the application software as
non-volatile product options (e.g. boot address, protection configuration and reset
behaviors).

For further information on STM32 bootloader flashing by STMicroelectronics, refer to
application note AN2606 “STM32 microcontroller system memory boot mode” available
from www.st.com.

Bank swapping

As shown in Figure 8, the embedded Flash memory offers a bank swapping feature that can
be configured through the SWAP_BANK bit, always available for the application. For more
information please refer to Section 4.3.13.

FLASH system performance enhancements

The embedded Flash memory uses read and write command queues (one per bank) in
order to enhance Flash operations.

FLASH data protection schemes

Figure 9 gives an overview of the protection mechanisms supported by the embedded Flash
memory. APCROP and a secure-only area can be defined for each bank. The properties of
these protected areas are detailed in Section 4.5.

Figure 9. FLASH protection mechanisms
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Overview of FLASH operations

Read operations

The embedded Flash memory can perform read operations on the whole non-volatile
memory using various granularities: 64 bits, 32 bits, 16 bits or one byte. User and system
Flash memories are read through the AXI interface, while the option bytes are read through
the register interface.

The embedded Flash memory supports read-while-write operations provided the read and
write operations target different banks. Similarly read-while-read operations are supported
when two read operations target different banks.

To increase efficiency, the embedded Flash memory implements the buffering of
consecutive read requests in the same bank.

For more details on read operations, refer to Section 4.3.8: FLASH read operations.

Program/erase operations

The embedded Flash memory supports the following program and erase operations:

e Single Flash word write (256-bit granularity), with the possibility for the application to
force-write a user Flash word with less than 256 bits

e  Single sector erase

e Bank erase (single or dual)

e  Option byte update

Thanks to its dual bank architecture, the embedded Flash memory can perform any of the

above write or erase operation on one bank while a read or another program/erase
operation is executed on the other bank.

Program and erase operations are subject to the various protection that could be set on the
embedded Flash memory, such as write protection and global readout protection (see next
sections for details).

To increase efficiency, the embedded Flash memory implements the buffering of
consecutive write accesses in the same bank.

For more details refer to Section 4.3.9: FLASH program operations and Section 4.3.10:
FLASH erase operations.

Protection mechanisms

The embedded Flash memory supports different protection mechanisms:
Global readout protection (RDP)

Proprietary code readout protection (PCROP)

Write protection

e  Secure access only protection

For more details refer to Section 4.5: FLASH protection mechanisms.

3
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Option byte loading

Under specific conditions, the embedded Flash memory reliably loads the non-volatile
option bytes stored in non-volatile memory, thus enforcing boot and security options to the
whole system when the embedded Flash memory becomes functional again. For more
details refer to Section 4.4: FLASH option bytes.

Bank/register swapping

The embedded Flash memory allows swapping bank 1 and bank 2 memory mapping. This
feature can be used after a firmware upgrade to restart the microcontroller on the new
firmware after a system reset. For more details on the feature, refer to Section 4.3.13: Flash
bank and register swapping (STM32H742/743/753 devices only).

FLASH read operations

Read operation overview

The embedded Flash memory supports, for each memory bank, the execution of one read
command while two are waiting in the read command queue. Multiple read access types are
also supported as defined in Section 4.3.3: FLASH architecture and integration in the
system.

The read commands to each bank are associated with a 256-bit read data buffer.

The embedded Flash memory can perform single error correction and double error
detection while read operations are being executed (see Section 4.3.12: Flash memory
error protections).

The AXI interface read channel operates as follows:

e  When the read command queue is full, any new AXI read request stalls the bus read
channel interface and consequently the master that issued that request.

e If several consecutive read accesses request data that belong to the same Flash data
word (256 bits), the data are read directly from the current data read buffer, without
triggering additional Flash read operations. This mechanism occurs each time a read
access is granted. When a read access is rejected for security reasons (e.g. PCROP
protected word), the corresponding read error response is issued by the embedded
Flash memory and no read operation to Flash memory is triggered.

The Read pipeline architecture is summarized in Figure 10.

For more information on bus interfaces, refer to Section 4.3.3: FLASH architecture and
integration in the system.

RMO0433 Rev 7 157/3319




Embedded Flash memory (FLASH)

RM0433

Figure 10. FLASH read pipeline architecture
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Single read sequence

The recommended simple read sequence is the following:
1. Freely perform read accesses to any AXl-mapped area.
2. The embedded Flash memory effectively executes the read operation from the read

command queue buffer as soon as the non-volatile memory is ready and the previously
requested operations on this specific bank have been served.

Adjusting read timing constraints

The embedded Flash memory clock must be enabled and running before reading data from
non-volatile memory.

To correctly read data from Flash memory, the number of wait states (LATENCY) must be
correctly programmed in the Flash access control register (FLASH_ACR) according to the
embedded Flash memory AXI interface clock frequency (sys_ck) and the internal voltage

range of the device (Vo)

Table 17 shows the correspondence between the number of wait states (LATENCY), the
programming delay parameter (WRHIGHFREQ), the embedded Flash memory clock
frequency and its supply voltage ranges.

3
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Table 17. FLASH recommended number of wait states and programming delay“)

AXl Interface clock frequency vs V¢ogrg range

Number of Programming
:Ivj\'.:_;ﬁg;s) (WRH?(?‘:I:I‘IXREQ) VOS3 range VOS2 range VOS1 range VOSO0 range
0.95V-1.05V 1.05V-1.15V 1.15V-1.26V 1.26 V-1.40V

0OWs (1

FLASH clock 00 [0;45 MHZz] [0;565 MHZz] [0;70 MHZ] [0;70 MHZz]

cycle)

1TWS (2

FLASH clock 01 145 MHZz;90 MHz] 155 MHz;110 MHz] 170 MHz;140 MHz] 170 MHz;140 MHZz]
cycles)
2WS (3 01 190 MHz;135 MHz] | 1110 MHz;165 MHz] | ]140 MHz;185 MHz] | ]140 MHz;185 MHz]

FLASH clock
cycles) 10 - - 1185 MHz;210 MHz] | 1185 MHz;210 MHZz]
3WS 4

FLASH clock 10 1135 MHz;180 MHz] | 1165 MHZz;225 MHz] | 1210 MHz;225 MHz] | ]210 MHZz;225 MHz]
cycles)
4 WS (5

FLASH clock 10 1180 MHz;225 MHz] 225 MHz - 1225 MHz;240 MHz]
cycles)

1.

3

Adjusting system frequency

Refer to the Reset and clock control section RCC section for the maximum product F ¢k frequency.

After power-on, a default 7 wait-state latency is specified in FLASH_ACR register, in order
to accommodate AXI interface clock frequencies with a safety margin (see Table 17).

When changing the AXI bus frequency, the application software must follow the below
sequence in order to tune the number of wait states required to access the non-volatile

memory.

To increase the embedded Flash memory clock source frequency:
1. If necessary, program the LATENCY and WRHIGHFREQ bits to the right value in the

FLASH_ACR register, as described in Table 17.

2. Check that the new number of wait states is taken into account by reading back the
FLASH_ACR register.

3. Modify the embedded Flash memory clock source and/or the AXI bus clock prescaler in
the RCC_CFGR register of the reset and clock controller (RCC).

4. Check that the new embedded Flash memory clock source and/or the new AXI bus
clock prescaler value are taken in account by reading back the embedded Flash
memory clock source status and/or the AXI bus prescaler value in the RCC_CFGR
register of the reset and clock controller (RCC).

To decrease the embedded Flash memory clock source frequency:

1.  Modify the embedded Flash memory clock source and/or the AXI bus clock prescaler in
the RCC_CFGR register of reset and clock controller (RCC).

2. Check that the embedded Flash memory new clock source and/or the new AXI bus
clock prescaler value are taken into account by reading back the embedded Flash
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memory clock source status and/or the AXl interface prescaler value in the
RCC_CFGR register of reset and clock controller (RCC).

3. If necessary, program the LATENCY and WRHIGHFREQ bits to the right value in
FLASH_ACR register, as described in Table 17.

4. Check that the new number of wait states has been taken into account by reading back
the FLASH_ACR register.

Error code correction (ECC)

The embedded Flash memory embeds an error correction mechanism. Single error
correction and double error detection are performed for each read operation. For more
details, refer to Section 4.3.12: Flash memory error protections.

Read errors

When the ECC mechanism is not able to correct the read operation, the embedded Flash
memory reports read errors as described in Section 4.7.7: Error correction code error
(SNECCERR/DBECCERR).

Read interrupts
See Section 4.8: FLASH interrupts for details.

FLASH program operations

Program operation overview

The virgin state of each non-volatile memory bitcell is 1. The embedded Flash memory
supports programming operations that can change (reset) any memory bitcell to 0. However
these operations do not support the return of a bit to its virgin state. In this case an erase
operation of the entire sector is required.

A program operation consists in issuing write commands. The embedded Flash memory
supports, for each memory bank, the execution of one write command while one command
is waiting in the write command queue. Since a 10-bit ECC code is associated to each 256-
bit data Flash word, only write operations by 256 bits are executed in the non-volatile
memory.

The application can decide to write as little as 8 bits to a 256 Flash word. In this case, a
force-write mechanism to the 256 bits + ECC is used (see FW1/2 bit of FLASH_CR1/2
register).

System Flash memory bank 1 cannot be written by the application software. System Flash
memory bank 2 can be written by STMicroelectronics secure firmware only.

It is not recommended to overwrite a Flash word that is not virgin. The result may lead to an
inconsistent ECC code that will be systematically reported by the embedded Flash memory,
as described in Section 4.7.7: Error correction code error (SNECCERR/DBECCERR).

The AXI interface write channel operates as follows:

e A 256-bit write data buffer is associated with each AXI interface. It supports multiple
write access types (64 bits, 32 bits, 16 bits and 8 bits).

e  When the write queue is full, any new AXI write request stalls the bus write channel
interface and consequently the master that issued that request.

The write pipeline architecture is described in Figure 11.
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For more information on bus interfaces, refer to Section 4.3.3: FLASH architecture and
integration in the system.

Figure 11. FLASH write pipeline architecture
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Managing write protections
Before programming a user sector, the application software must check the protection of the
targeted Flash memory area.
The embedded Flash memory checks the protection properties of the write transaction
target at the output of the write queue buffer, just before the effective write operation to the
non-volatile memory:
e If a write protection violation is detected, the write operation is canceled and write
protection error (WRPERR1/2) is raised in FLASH_SR1/2 register.
e If the write operation is valid, the 10-bit ECC code is concatenated to the 256 bits of
data and the write to non-volatile memory is effectively executed.
Note: No write protection check is performed when the embedded Flash memory accepts AXI

3

write requests.

The write protection flag does not need to be cleared before performing a new programming
operation.
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Monitoring ongoing write operations

The application software can use three status flags located in FLASH_SR1/2 in order to
monitor ongoing write operations. Those status are available for each bank.

e BSY1/2: this bit indicates that an effective write, erase or option byte change operation
is ongoing to the non-volatile memory.

e QWH1/2: this bit indicates that a write, erase or option byte change operation is pending
in the write queue or command queue buffer. It remains high until the write operation is
complete. It supersedes the BSY1/2 status bit.

e  WBNE1/2: this bit indicates that the embedded Flash memory is waiting for new data to
complete the 256-bit write buffer. In this state the write buffer is not empty. It is reset as
soon as the application software fills the write buffer, force-writes the operation using
FW1/2 bit in FLASH_CR1/2, or disables all write operations in the corresponding bank.

Enabling write operations

Before programming the user Flash memory in bank 1 (respectively bank 2), the application
software must make sure that PG1 bit (respectively PG2) is set to 1 in FLASH_CR1
(respectively FLASH_CR?2). If it is not the case, an unlock sequence must be used (see
Section 4.5.1: FLASH configuration protection) and the PG1/2 bit must be set.

When the option bytes need to be modified or a mass erase needs to be started, the
application software must make sure that FLASH_OPTCR is unlocked. If it is not the case,
an unlock sequence must be used (see Section 4.5.1: FLASH configuration protection).

The application software must not unlock a register that is already unlocked, otherwise this
register will remain locked until next system reset.

If needed, the application software can update the programming delay and programming
parallelism as described at the end of this section.

Single write sequence

The recommended single write sequence in bank 1/2 is the following:

1. Unlock the FLASH_CR1/2 register, as described in Section 4.5.1: FLASH configuration
protection (only if register is not already unlocked).

2. Enable write operations by setting the PG1/2 bit in the FLASH_CR1/2 register.

3. Check the protection of the targeted memory area.

4. Write one Flash-word corresponding to 32-byte data starting at a 32-byte aligned
address.

5. Check that QW1 (respectively QW2) has been raised and wait until it is reset to 0.

If step 4 is executed incrementally (e.g. byte per byte), the write buffer can become partially
filled. In this case the application software can decide to force-write what is stored in the
write buffer by using FW1/2 bit in FLASH_CR1/2 register. In this particular case, the
unwritten bits are automatically set to 1. If no bit in the write buffer is cleared to 0, the FW1/2
bit has no effect.

3
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Using a force-write operation prevents the application from updating later the missing bits
with a value different from 1, which is likely to lead to a permanent ECC error.

Any write access requested while the PG1/2 bit is cleared to 0 is rejected. In this case, no
error is generated on the bus, but the PGSERR1/2 flag is raised.

Clearing the programming sequence error (PGSERR) and inconsistency error (INCERR) is
mandatory before attempting a write operation (see Section 4.7: FLASH error management
for details).

Adjusting programming timing constraints

Program operation timing constraints depend of the embedded Flash memory clock
frequency, which directly impacts the performance. If timing constraints are too tight, the
non-volatile memory will not operate correctly, if they are too lax, the programming speed
will not be optimal.

The user must therefore trim the optimal programming delay through the WRHIGHFREQ
parameter in the FLASH_ACR register. Refer to Table 17 in Section 4.3.8: FLASH read
operations for the recommended programming delay depending on the embedded Flash
memory clock frequency.

FLASH_ACR configuration register is common to both banks.

The application software must check that no program/erase operation is ongoing before
modifying WRHIGHFREQ parameter.

Modifying WRHIGHFREQ while programming/erasing the Flash memory might corrupt the
Flash memory content.
Adjusting programming parallelism

The parallelism is the maximum number of bits that can be written to 0 in one shot during a
write operation. The programming parallelism is also used during sector and bank erase.

There is no hardware limitation on programming parallelism. The user can select different
parallelisms depending on the application requirements: the lower the parallelism, the lower
the peak consumption during a programming operation, but the longer the execution time.

The parallelism is configured through the PSIZE1/2 bits in FLASH_CR1/2 register. Two
distinct values can be defined for bank 1 and 2 (refer to Table 18).

Table 18. FLASH parallelism parameter

PSIZE1/2 Parallelism

00 8 bits (one byte)
01 16 bits
10 32 bits
1 64 bits

Modifying PSIZE1/2 while programming/erasing the Flash memory might corrupt the Flash
memory content.

Programming errors

When a program operation fails, an error can be reported as described in Section 4.7:
FLASH error management.
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Programming interrupts

See Section 4.8: FLASH interrupts for details.

FLASH erase operations

Erase operation overview

The embedded Flash memory can perform erase operations on 128-Kbyte user sectors, on
one user Flash memory bank or on two user Flash memory banks (i.e. mass erase). The
system Flash memory (bank 2 only) can also be erased, but by STMicroelectronics secure
firmware only.

System Flash memory bank 1 cannot be erased by the application software.

The erase operation forces all non-volatile bit cells to high state, which corresponds to the
virgin state. It clears existing data and corresponding ECC, allowing a new write operation to
be performed. If the application software reads back a word that has been erased, all the
bits will be read at 1, without ECC error.

Erase operations are similar to read or program operations except that the commands are
queued in a special buffer (a two-command deep erase queue).

Erase commands are issued through the AHB configuration interface. If the embedded
Flash memory receives simultaneously a write and an erase request for the same bank,
both operations are accepted but the write operation is executed first.

Erase and security

A user sector can be erased only if it does not contain PCROP, secure-only or write-
protected data (see Section 4.5: FLASH protection mechanisms for details). In other words,
if the application software attempts to erase a user sector with at least one Flash word that
is protected, the sector erase operation is aborted and the WRPERR1/2 flag is raised in the
FLASH_SR1/2 register, as described in Section 4.7.2: Write protection error (WRPERR).

The embedded Flash memory allows the application software to perform an erase followed
by an automatic protection removal (PCROP, secure-only area and write protection), as
described hereafter.

Enabling erase operations

Before erasing a sector in bank 1 (respectively bank 2), the application software must make
sure that FLASH_CR1 (respectively FLASH_CR?2) is unlocked. If it is not the case, an
unlock sequence must be used (see Section 4.5.1: FLASH configuration protection).

The application software must not unlock a register that is already unlocked, otherwise this
register will remain locked until next system reset.

Similar constraints apply to bank erase requests.

3
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Flash sector erase sequence

To erase a 128-Kbyte user sector, proceed as follows:

1.

4.
5.

Check and clear (optional) all the error flags due to previous programming/erase
operation. Refer to Section 4.7: FLASH error management for details.

Unlock the FLASH_CR1/2 register, as described in Section 4.5.1: FLASH configuration
protection (only if register is not already unlocked).

Set the SER1/2 bit and SNB1/2 bitfield in the corresponding FLASH_CR1/2 register.
SER1/2 indicates a sector erase operation, while SNB1/2 contains the target sector
number.

Set the START1/2 bit in the FLASH_CR1/2 register.
Wait for the QW1/2 bit to be cleared in the corresponding FLASH_SR1/2 register.

If a bank erase is requested simultaneously to the sector erase (BER1/2 bit set), the bank
erase operation supersedes the sector erase operation.

Standard Flash bank erase sequence

To erase all bank sectors except for those containing secure-only and protected data,
proceed as follows:

1.

Check and clear (optional) all the error flags due to previous programming/erase
operation. Refer to Section 4.7: FLASH error management for details.

Unlock the FLASH_CR1/2 register, as described in Section 4.5.1: FLASH configuration
protection (only if register is not already unlocked).

Set the BER1/2 bit in the FLASH_CR1/2 register corresponding to the targeted bank.

Set the START1/2 bit in the FLASH_CR1/2 register to start the bank erase operation.
Then wait until the QW1/2 bit is cleared in the corresponding FLASH_SR1/2 register.

BER1/2 and START1/2 bits can be set together, so above steps 3 and 4 can be merged.

If a sector erase is requested simultaneously to the bank erase (SER1/2 bit set), the bank
erase operation supersedes the sector erase operation.
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Flash bank erase with automatic protection-removal sequence

To erase all bank sectors including those containing secure-only and protected data without
performing an RDP regression (see Section 4.5.3), proceed as follows:

1.

Check and clear (optional) all the error flags due to previous programming/erase
operation. Refer to Section 4.7: FLASH error management for details.

Unlock FLASH_OPTCR register, as described in Section 4.5.1: FLASH configuration
protection (only if register is not already unlocked).

If a PCROP-protected area exists set DMEP1/2 bit in FLASH_PRAR_PRG1/2 register.
In addition, program the PCROP area end and start addresses so that the difference is
negative, i.e. PROT_AREA_END1/2 < PROT_AREA_START1/2.

If a secure-only area exists set DMES1/2 bit in FLASH_SCAR_PRG1/2 register. In
addition, program the secure-only area end and start addresses so that the difference
is negative, i.e. SEC_AREA_END1/2 < SEC_AREA_START1/2.

Set all WRPSNn1/2 bits in FLASH_WPSN_PRG1/2R to 1 to disable all sector write
protection.

Unlock FLASH_CR1/2 register, only if register is not already unlocked.

Set the BER1/2 bit in the FLASH_CR1/2 register corresponding to the target bank.
Set the START1/2 bit in the FLASH_CR1/2 register to start the bank erase with
protection removal operation. Then wait until the QW1/2 bit is cleared in the
corresponding FLASH_SR1/2 register. At that point a bank erase operation has erased
the whole bank including the sectors containing PCROP-protected and/or secure-only
data, and an option byte change has been automatically performed so that all the
protections are disabled.

BER1/2 and START1/2 bits can be set together, so above steps 8 and 9 can be merged.

Be aware of the following warnings regarding to above sequence:

It is not possible to perform the above sequence on one bank while modifying the
protection parameters of the other bank.
No other option bytes than the one indicated above must be changed, and no

protection change must be performed in the bank that is not targeted by the bank erase
with protection removal request.

When one or both of the events above occurs, a simple bank erase occurs, no option
byte change is performed and no option change error is set.

Flash mass erase sequence

To erase all sectors of both banks simultaneously (STM32H742/743/753 only), excepted for
those containing secure-only and protected data, the application software can set the MER
bit to 1 in FLASH_OPTCR register, as described below:

1.

Check and clear (optional) all the error flags due to previous programming/erase
operation. Refer to Section 4.7: FLASH error management for details.

Unlock the two FLASH_CR1/2 registers and FLASH_OPTCR register, as described in
Section 4.5.1: FLASH configuration protection (only if the registers are not already
unlocked).

Set the MER bit to 1 in FLASH_OPTCR register. It automatically sets BER1, BER2,
START1 and START2 to 1, thus launching a bank erase operation on both banks. Then
wait until both QW1 and QW2 bits are cleared in the corresponding FLASH_SR1/2
register.
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Flash mass erase with automatic protection-removal sequence

To erase all sectors of both banks simultaneously (STM32H742/743/753 only), including
those containing secure-only and protected data, and without performing an RDP
regression, proceed as follows:

1. Check and clear (optional) all the error flags due to previous programming/erase
operation.

2. Unlock the two FLASH_CR1/2 registers and FLASH_OPTCR register (only if the
registers are not already unlocked).

3. Ifa PCROP-protected area exists, set DMEP1/2 bitin FLASH_PRAR_PRG1/2 register.
In addition, program the PCROP area end and start addresses so that the difference is
negative. This operation must be performed for both banks.

4. If a secure-only area exists, set DMES1/2 bit in FLASH_SCAR_PRG1/2 register. In
addition, program the secure-only area end and start addresses so that the difference
is negative. This operation must be performed for both banks.

5. Set all WRPSn1/2 bits in FLASH_WPSN_PRG1/2R to 1 to disable all sector write
protections. This operation must be performed for both banks.

6. Setthe MER bitto 1 in FLASH_OPTCR register, then wait until the QW1/2 bit is
cleared in the corresponding FLASH_SR1/2 register. At that point, a Flash bank erase
with automatic protection removal is executed on both banks. The sectors containing
PCROP-protected and/or secure-only data become unprotected since an option byte
change is automatically performed after the mass erase so that all the protections are
disabled.

No other option bytes than the ones mentioned in the above sequence must be changed,
otherwise a simple mass erase is executed, no option byte change is performed and no
option change error is raised.

FLASH parallel operations (STM32H742/743/753 devices only)

As the non-volatile memory is divided into two independent banks, the embedded Flash
memory interface can drive different operations at the same time on each bank. For
example a read, write or erase operation can be executed on bank 1 while another read,
write or erase operation is executed on bank 2.

In all cases, the sequences described in Section 4.3.8: FLASH read operations,
Section 4.3.9: FLASH program operations and Section 4.3.10: FLASH erase operations

apply.
Flash memory error protections

Error correction codes (ECC)

The embedded Flash memory supports an error correction code (ECC) mechanism. It is
based on the SECDED algorithm in order to correct single errors and detects double errors.

This mechanism uses 10 ECC bits per 256-bit Flash word, and applies to user and system
Flash memory.

More specifically, during each read operation from a 256-bit Flash word, the embedded
Flash memory also retrieves the 10-bit ECC information, computes the ECC of the Flash
word, and compares the result with the reference value. If they do not match, the
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corresponding ECC error is raised as described in Section 4.7.7: Error correction code error
(SNECCERR/DBECCERR).

During each program operation, a 10- bit ECC code is associated to each 256-bit data Flash
word, and the resulting 266-bit Flash word information is written in non-volatile memory.

Cyclic redundancy codes (CRC)

The embedded Flash memory implements a cyclic redundancy check (CRC) hardware
module. This module checks the integrity of a given user Flash memory area content (see
Figure 6: Detailed FLASH architecture).

The area processed by the CRC module can be defined either by sectors or by start/end
addresses. It can also be defined as the whole bank (user Flash memory area only).

Only one CRC check operation on bank 1 or 2 can be launched at a time. To avoid
corruption, do not configure the CRC calculation on the one bank, while calculating the CRC
on the other bank.

When enabled, the CRC hardware module performs multiple reads by chunks of 4, 16, 64 or
256 consecutive Flash-word (i.e. chunks of 128, 512, 2048 or 8192 bytes). These
consecutive read operations are pushed by the CRC module into the required read
command queue together with other AXI read requests, thus avoiding to deny AXI read
commands.

CRC computation uses CRC-32 (Ethernet) polynomial 0x4C11DB7:

X324 X264 X234 X224 X164 X124 X4 X104 X8+ X7+ X5+ X4+ X2+ X + 1
The CRC operation is concurrent with option byte change as the same hardware is used for
both operations. To avoid the CRC computation from being corrupted, the application shall
complete the option byte change (by reading the result of the change) before running a CRC
operation, and vice-versa.
The sequence recommended to configure a CRC operation in the bank 1/2 is the following:
1. Unlock FLASH_CR1/2 register, if not already unlocked.
2. Enable the CRC feature by setting the CRC_EN bit in FLASH_CR1/2.
3. Program the desired data size in the CRC_BURST field of FLASH_CRCCR1/2.
4

Define the user Flash memory area on which the CRC has to be computed.Two

solutions are possible:

— Define the area start and end addresses by programing FLASH_CRCSADD1/2R
and FLASH_CRCEADD1/2R, respectively,

— orselect the targeted sectors by setting the CRC_BY_SECT bit in
FLASH_CRCCR1/2 and by programming consecutively the target sector numbers
in the CRC_SECT field of the FLASH_CRCCR1/2 register. Set ADD_SECT bit
after each CRC_SECT programming.

5. Start the CRC operation by setting the START_CRC bit.
6. Wait until the CRC_BUSY1/2 flag is reset in FLASH_SR1/2 register.
7. Retrieve the CRC result in the FLASH_CRCDATAR register.

The CRC can be computed for a whole bank by setting the ALL_BANK bit in the
FLASH_CRCCRA1/2 register.
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The application should avoid running a CRC on PCROP- or secure-only user Flash memory
area since it may alter the expected CRC value.

CRC computation does not raise standard read error flags such as RDSERR1/2,
RDPERR1/2 and DBECCERR1/2.

Flash bank and register swapping (STM32H742/743/753 devices only)

Flash bank swapping

The embedded Flash memory bank 1 and bank 2 can be swapped in the memory map
accessible through AXI interface. This feature can be used after a firmware upgrade to
restart the device on the new firmware. Bank swapping is controlled by the SWAP_BANK bit
of the FLASH_OPTCR register.

The Flash bank swapping is not available on STM32H750xB devices. The SWAP_BANK
option bit must be kept to '0".

Table 19 shows the memory map that can be accessed from the embedded Flash memory
AXI slave interface, depending on the SWAP_BANK bit configuration.

Table 19. FLASH AXI interface memory map vs swapping option

Flash memory
Flash | corresponding bank Size
memory Start address | End address (bytes) Region Name
area SWAP_ | SWAP_ y
BANK=0 | BANK=1
0x0800 0000 | 0x0801 FFFF | 128 K Sector 0
0x0802 0000 | 0x0803 FFFF | 128 K Sector 1
Bank 1 Bank 2
Usgr 0x080E 0000 | Ox080F FFFF | 128 K Sector 7
main
memory 0x0810 0000 | 0x0811 FFFF | 128K Sector 0
0x0812 0000 | Ox0813 FFFF | 128 K Sector 1
Bank 2 Bank 1
0x081E 0000 | Ox081F FFFF | 128 K Sector 7
System Flash
Bank 1 0x1FF0 0000 | Ox1FF1 FFFF | 128 K memory
System (bank 1)
memory System Flash
Bank 2 0x1FF4 0000 | Ox1FF5 FFFF | 128 K memory
(bank 2)

The SWAP_BANK bit in FLASH_OPTCR register is loaded from the SWAP_BANK_OPT
option bit only after system reset or POR.

To change the SWAP_BANK bit (for example to apply a new firmware update), respect the
sequence below:
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. Unlock OPTLOCK bit, if not already unlocked.
2. Set the new desired SWAP_BANK_OPT value in the FLASH_OPTSR_PRG register.
3. Start the option byte change sequence by setting the OPTSTART bit in the

FLASH_OPTCR register.

4. Once the option byte change has completed, FLASH_OPTSR_CUR contains the
expected SWAP_BANK_OPT value, but SWAP_BANK bit in FLASH_OPTCR has not
yet been modified and the bank swapping is not yet effective.

5. Force a system reset or a POR. When the reset rises up, the bank swapping is
effective (SWAP_BANK value updated in FLASH_OPTCR) and the new firmware shall

be executed.

Note: The SWAP_BANK bitin FLASH_OPTCR is read-only and cannot be modified by the

application software.

The SWAP_BANK_OPT option bit in FLASH _OPTSR_PRG can be modified whatever the
RDP level (i.e. even in level 2), thus allowing advanced firmware upgrade in any level of

readout protection.

Figure 12 gives an overview of the bank swapping sequence.

Figure 12. Flash bank swapping sequence
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Configuration and option byte register swapping

The embedded Flash memory bank swapping option controlled by the SWAP_BANK bit
also swaps the two sets of configuration and option byte registers, as shown in Table 20.
One set of registers is related to bank 1 while the other is related to bank 2. Since some
registers are not specific to any particular bank, they are mapped onto two different
addresses so that the swapping does not affect the access to these registers.

Table 20. Flash register map vs swapping option

Register targeting bank U
Address offset (1) Register name

SWAP_BANK=0 | SWAP_BANK=1

0x000 or 0x100 FLASH_ACR N/A N/A
0x004 0x104 FLASH_KEYR1 FLASH_KEYR2 Bank 1 | Bank 2 | Bank 2 | Bank 1

0x008 or 0x108 FLASH_OPTKEYR N/A N/A
0x00C | 0x10C FLASH_CR1 FLASH_CR2 Bank 1 | Bank 2 | Bank 2 | Bank 1
0x010 0x110 FLASH_SR1 FLASH_SR2 Bank 1 | Bank 2 | Bank 2 | Bank 1
0x014 0x114 FLASH_CCR1 FLASH_CCR2 Bank 1 | Bank 2 | Bank 2 | Bank 1

0x018 or 0x118 FLASH_OPTCR N/A N/A

0x01C or 0x11C FLASH_OPTSR_CUR N/A N/A

0x020 or 0x120 FLASH_OPTSR_PRG N/A N/A

0x024 or 0x124 FLASH_OPTCCR N/A N/A
0x028 0x128 FLASH_PRAR_CURH1 FLASH_PRAR_CUR2 | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x02C | 0x12C FLASH_PRAR_PRG1 FLASH_PRAR_PRG2 | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x030 0x130 FLASH_SCAR_CUR1 FLASH_SCAR_CUR2 | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x034 0x134 FLASH_SCAR_PRG1 FLASH_SCAR_PRG2 | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x038 0x138 | FLASH_WPSGN_CUR1 | FLASH_WPSGN_CUR2 | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x03C | 0x13C | FLASH_WPSGN_PRG1 | FLASH_WPSGN_PRG2 | Bank 1 | Bank 2 | Bank 2 | Bank 1

0x040 or 0x140 FLASH_BOOT_CUR N/A N/A

0x044 or 0x144 FLASH_BOOT_PRG N/A N/A
0x050 0x150 FLASH_CRCCR1 FLASH_CRCCR2 Bank 1 | Bank 2 | Bank 2 | Bank 1
0x054 0x154 FLASH_CRCSADD1R FLASH_CRCSADD2R | Bank 1 | Bank 2 | Bank 2 | Bank 1
0x058 0x158 FLASH_CRCEADD1R FLASH_CRCEADD2R | Bank 1 | Bank 2 | Bank 2 | Bank 1

0x05C | 0x15C FLASH_CRCDATAR N/A N/A
0x060 0x160 FLASH_ECC_FA1R FLASH_ECC_FA2R Bank 1 | Bank 2 | Bank 2 | Bank 1

1.

3
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FLASH reset and clocks

Reset management

The embedded Flash memory can be reset by a D1 domain reset (d1_rst), driven by the
reset and clock control (RCC). The main effects of this reset are the following:

e  All registers, except for option byte registers, are cleared, including read and write
latencies. If the bank swapping option is changed, it will be applied.

e Most control registers are automatically protected against write operations. To
unprotect them, new unlock sequences must be used as described in Section 4.5.1:
FLASH configuration protection.

The embedded Flash memory can be reset by a power-on reset (po_rst), driven by the reset
and clock control (RCC). When the reset falls, all option byte registers are reset. When the
reset rises up, the option bytes are loaded, potentially applying new features. During this
loading sequence, the device remains under reset and the embedded Flash memory is not
accessible.

The Reset signal can have a critical impact on the embedded Flash memory:

e  The contents of the Flash memory are not guaranteed if a device reset occurs during a
Flash memory write or erase operation.

e If areset occurs while the option byte modification is ongoing, the old option byte
values are kept. When it occurs, a new option byte modification sequence is required to
program the new values.

Clock management

The embedded Flash memory uses the microcontroller system clock (sys_ck), here the AXI
interface clock.

Depending on the device clock and internal supply voltage, specific read and write latency
settings usually need to be set in the Flash access control register (FLASH_ACR), as
explained in Section 4.3.8: FLASH read operations and Section 4.3.9: FLASH program
operations.

FLASH option bytes

About option bytes

The embedded Flash memory includes a set of non-volatile option bytes. They are loaded at
power-on reset and can be read and modified only through configuration registers.

These option bytes are configured by the end-user depending on the application
requirements. Some option bytes might have been initialized by STMicroelectronics during
manufacturing stage.

This section documents:

e  When option bytes are loaded

. How application software can modify them

e What is the detailed list of option bytes, together with their default factory values (i.e.
before the first option byte change).
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Option byte loading

There are multiple ways of loading the option bytes into embedded Flash memory:

1. Power-on wakeup
When the device is first powered, the embedded Flash memory automatically loads all
the option bytes. During the option byte loading sequence, the device remains under
reset and the embedded Flash memory cannot be accessed.

2. Wakeup from system Standby
When the D1 power domain, which contains the embedded Flash memory, is switched
from DStandby mode to DRun mode, the embedded Flash memory behaves as during
a power-on sequence.

3. Dedicated option byte reloading by the application
When the user application successfully modifies the option byte content through the
embedded Flash memory registers, the non-volatile option bytes are programmed and

the embedded Flash memory automatically reloads all option bytes to update the
option registers.

The option bytes read sequence is enhanced thanks to a specific error correction code.

In case of security issue, the option bytes may be loaded with default values (see
Section 4.4.3: Option byte modification).

Option byte modification

Changing user option bytes

A user option byte change operation can be used to modify the configuration and the
protection settings saved in the non-volatile option byte area of memory bank 1.

The embedded Flash memory features two sets of option byte registers:

e The first register set contains the current values of the option bytes. Their names have
the _CUR extension. All *_ CUR” registers are read-only. Their values are automatically
loaded from the non-volatile memory after power-on reset, wakeup from system
standby or after an option byte change operation.

. The second register set allows the modification of the option bytes. Their names
contain the _PRG extension. All “_PRG” registers can be accessed in read/write mode.

When the OPTLOCK bit in FLASH_OPTCR register is set, modifying the _PRG registers is
not possible.

When OPTSTART bit is set to 1, the embedded Flash memory checks if at least one option
byte needs to be programmed by comparing the current values (_CUR) with the new ones

(_PRG). If this is the case and all the other conditions are met (see Changing security option
bytes), the embedded Flash memory launches the option byte modification in its non-volatile
memory and updates the option byte registers with _CUR extension.

If one of the condition described in Changing security option bytes is not respected, the
embedded Flash memory sets the OPTCHANGEERR flag to 1 in the FLASH_OPTSR_CUR
register and aborts the option byte change operation. In this case, the _PRG registers are
not overwritten by current option value. The user application can check what was wrong in
their configuration.
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Unlocking the option byte modification

After reset, the OPTLOCK bit is set to 1 and the FLASH_OPTCR is locked. As a result, the
application software must unlock the option configuration register before attempting to
change the option bytes. The FLASH_OPTCR unlock sequence is described in

Section 4.5.1: FLASH configuration protection.

Option byte modification sequence

To modify user option bytes, follow the sequence below:
1. Unlock FLASH_OPTCR register as described in Section 4.5.1: FLASH configuration
protection, unless the register is already unlocked.

2. Write the desired new option byte values in the corresponding option registers
(FLASH_XXX_PRG1/2).

3. Set the option byte start change OPTSTART bit to 1 in the FLASH_OPTCR register.
4. Wait until OPT_BUSY bit is cleared.

If a reset or a power-down occurs while the option byte modification is ongoing, the original
option byte value is kept. A new option byte modification sequence is required to program
the new value.

Changing security option bytes

On top of OPTLOCK bit, there is a second level of protection for security-sensitive option
byte fields. Specific rules must be followed to update them:

e Readout protection (RDP)

A detailed description of RDP option bits is given in Section 4.5.3. The following rules
must be respected to modify these option bits:

— When RDP is set to level 2, no changes are allowed (except for the SWAP bit). As
a result, if the user application attempts to reduce the RDP level, an option byte
change error is raised (OPTCHANGEERR bit in FLASH_OPTSR_CUR register),
and all the programmed changes are ignored.

— When the RDP is set to level 1, requiring a change to level 2 is always allowed.
When requiring a regression to level 0, an option byte change error can occur if
some of the recommendations provided in this chapter have not been followed.

— When the RDP is set to level 0, switching to level 1 or level 2 is possible without
any restriction.

e  Sector write protection (WRPSn1/2)

These option bytes manage sector write protection in FLASH_WPSN_CUR1/2R
registers. They can be changed without any restriction when the RDP protection level
is different from level 2.

e PCROP area size (PROT_AREA_START1/2 and PROT_AREA_END1/2)

These option bytes configure the size of the PCROP areas in FLASH_PRAR_CUR1/2
registers. They can be increased without any restriction by the Arm® Cortex®-M7 core.
To remove or reduce a PCROP area, an RDP level 1 to 0 regression (see

Section 4.5.3) or a bank erase with protection removal (see Section 4.3.10) must be

3
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requested at the same time. DMEP must be set to 1 in either FLASH_PRAR_CUR1/2
or FLASH_PRAR_PRG1/2, otherwise an option byte change error is raised.

DMEP1/2

When this option bit is set, the content of the corresponding PCROP area is erased
during a RDP level 1 to 0 regression (see Section 4.5.3) or a bank erase with protection
removal (see Section 4.3.10). It is preserved otherwise.

There are no restrictions in setting DMEP1/2 bit. Resetting DMEP1/2 bit from 1 to 0 can
only be done when an RDP level 1 to 0 regression or a bank erase with protection
removal is requested at the same time.

Secure access mode (SECURITY)

The SECURITY option bit activates the secure access mode described in

Section 4.5.5. This option bit can be freely set by the application software if such mode
is activated on the device. If at least one PCROP or secure-only area is defined as not
null, the only way to deactivate the security option bit (from 1 to 0) is to perform an RDP
level 1 to 0 regression, when DMEP1/2 is set to 1 in either FLASH_PRAR_CUR1/2 or
FLASH_PRAR_PRG1/2 registers, and DMES1/2 is set to 1 in either
FLASH_SCAR_CUR1/2 or FLASH_SCAR_PRG1/2.

If no valid secure-only area and no valid PCROP area are currently defined, the
SECURITY option bit can be freely reset.

It is recommended to have both SEC_AREA_START> SEC_AREA_END and
PROT_AREA_START> PROT_AREA_END programmed when deactivating the
SECURITY option bit during an RDP level 1 to 0 regression.

Secure-only area size (SEC_AREA_START1/2 and SEC_AREA_END1/2)

These option bytes configure the size of the secure-only areas in
FLASH_SCAR_CUR1/2 registers. They can be changed without any restriction by the
user secure application or by the ST secure library running on the device. For user non-
secure application, the secure-only area size can be removed by performing a bank
erase with protection removal (see Section 4.3.10), or an RDP level 1 to 0 regression
when DMES1/2 set to 1 in either FLASH_SCAR_CUR1/2 or FLASH_SCAR_PRG1/2
(otherwise an option byte change error is raised).

DMES1/2
When this option bit is set, the content of the corresponding secure-only area is erased

during an RDP level 1 to O regression or a bank erase with protection removal, it is
preserved otherwise.

DMES1/2 bits can be set without any restriction. Resetting DMES1/2 bit from 1 to 0 can
only be performed when an RDP level 1 to 0 regression or a bank erase with protection
removal is requested at the same time.
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4.4.4 Option bytes overview

Table 21 lists all the user option bytes managed through the embedded Flash memory
registers, as well as their default values before the first option byte change (default factory

value).
Table 21. Option byte organization
Register Bitfield
3130|2928 |27 |26 |25|24 |23 |22|21|{20|19 |18 |17 |16
o | x
o | wolols
RS - S S 15
FLASH_OPTSR[31:16] Z |o |2 . E D, Do
S1Z21218/8/8/8/8(8(8/5] = |n|n|8
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Register Bitfield
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Table 21. Option byte organization (continued)

Register Bitfield

Default factory value
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Description of user and system option bytes

Below the list of the general-purpose option bytes that can be used by the application:
e  Watchdog management
— IWDG_FZ_STOP: independent watchdog (IWDG1) counter active in Stop mode if
1 (stop counting or freeze if 0)
— IWDG_FZ_SDBY: independent watchdog (IWDG1) counter active in Standby
mode if 1 (stop counting or freeze if 0)
— IWDG1_SW: hardware (0) or software (1) IWDG1 watchdog control selection

If the hardware watchdog “control selection” feature is enabled (set to 0), the watchdog is
automatically enabled at power-on, thus generating a reset unless the watchdog key
register is written to or the down-counter is reloaded before the end-of-count is reached.
Depending on the configuration of IWDG_STOP and IWDG_STBY options, the IWDG can
continue counting (1) or not (0) when the device is in Stop or Standby mode, respectively.
When the IWDG is kept running during Stop or Standby mode, it can wake up the device
from these modes.
e Reset management
— BOR: Brownout level option, indicating the supply level threshold that
activates/releases the reset (see Section 6.5.2: Brownout reset (BOR))
— NRST_STDBY_D1/2: generates a reset when D1 (respectively D2) domain enters
DStandby mode. It is active low.
— NRST_STOP_D1/2: generates a reset when D1 (respectively D2) domain enters
DStop mode. It is active low.

Whenever a Standby (respectively Stop) mode entry sequence is successfully executed, the
device is reset instead of entering Standby (respectively Stop) mode if NRST_STDBY
(respectively NRST_STOP) is cleared to 0.
e Bank swapping (see Section 4.3.13 on page 169)
SWAP_BANK_OPT: bank swapping option, set to 1 to swap user sectors and registers
after boot.
e  Device options
— 1O_HSLV: I/O speed optimization at low-voltage if set to 1.

3
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When STMicroelectronics delivers the device, the values programmed in the general-
purpose option bytes are the following:

Watchdog management

— IWDGH1 active in Standby and Stop modes (option byte value = Ox1)

— IWDGH1 not automatically enabled at power-on (option byte value = 0x1)
Reset management:

— BOR: brownout level option (reset level) equals brownout reset threshold 0 (option
byte value = 0x0)

— Avresetis not generated when D1 or D2 domain enters DStandby or DStop low-
power mode (option byte value = 0x1)

No bank swapping (option byte value = 0x0)

Device working in the full voltage range with 1/0O speed optimization at low-voltage
disabled (I0_HSLV=0)

Refer to Section 4.9: FLASH registers for details.

Description of data protection option bytes

Below the list of the option bytes that can be used to enhance data protection:

RDP[7:0]: Readout protection level (see Section 4.5.3 on page 183 for details).

WRPSN1/2: write protection option of the corresponding Bank 1 (respectively Bank 2)
sector. It is active low. Refer to Section 4.5.4 on page 188 for details.

PROT_AREAX: Proprietary code readout protection (refer to Section 4.5.4 on page 188

for details)

— PROT_AREA_START1 (respectively PROT_AREA_END1) contains the first
(respectively last) 256-byte block of the PCROP zone in Bank 1

— PROT_AREA_START2 (respectively PROT_AREA_END2) contains the first
(respectively last) 256-byte block of the PCROP zone in Bank 2

— DMEP1/2: when set to 1, the PCROP area in Bank 1 (respectively Bank 2) is
erased during a RDP protection level regression (change from level 1 to 0) or a
bank erase with protection removal.

SEC_AREAX: secure access only zones definition (refer to Section 4.5.5 on page 189

for details).

— SEC_AREA_START1 (respectively SEC_AREA_END1) contains the first
(respectively last) 256-byte block of the secure access only zone in Bank 1

— SEC_AREA_STARTZ2 (respectively SEC_AREA_END2) contains the first
(respectively last) 256-byte block of the secure access only zone in Bank 2

— DMES1/2: when set to 1 the secure access only zone in Bank 1 (respectively
Bank 2) is erased during a RDP protection level regression (change from level 1 to
0), or a bank erase with protection removal.

SECURITY: this non-volatile option can be used by the application to manage secure
access mode, as described in Section 4.5.5.

ST _RAM_SIZE: this non-volatile option defines the amount of DTCM RAM root secure
services (RSS) can use during execution when the SECURITY bit is set. The DTCM
RAM is always fully available for the application whatever the option byte configuration.

RMO0433 Rev 7 179/3319




Embedded Flash memory (FLASH) RMO0433

4.4.7

180/3319

When STMicroelectronics delivers the device, the values programmed in the data protection
option bytes are the following:

e RDP level 0 (option byte value = 0xAA)

e Flash bank erase operations impact secure-only data areas when enabled by the
application (DMES1/2=1). They doe not impact PCROP data areas (DMEP1/2=0).

e PCROP and secure-only zone protections disabled (start addresses higher than end
addresses)

e Write protection enabled (all option byte bits set to 1)
e  Secure access mode disabled (SECURITY option byte value = 0)
e RSS can use the DTCM RAM for executing its services (ST_RAM_SIZE = 00)

Refer to Section 4.9: FLASH registers for details.

Description of boot address option bytes

Below the list of option bytes that can be used to configure the appropriate boot address for
your application:

e BOOT_ADDO/1: MSB of the Arm® Cortex®-M7 boot address when BOOT pin is low
(respectively high)

When STMicroelectronics delivers the device, the values programmed in the data protection

option bytes are the following:

e Arm® Cortex®-M7 boot address (MSB): 0x0800 (BOOT pin low for user Flash memory)
and 0x1FFO (BOOT pin high for System Flash memory)

Refer to Section 4.9: FLASH registers for details.

3
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FLASH protection mechanisms

Since sensitive information can be stored in the Flash memory, it is important to protect it
against unwanted operations such as reading confidential areas, illegal programming of
protected area, or illegal Flash memory erasing.

The embedded Flash memory implements the following protection mechanisms that can be
used by end-user applications to manage the security of embedded non-volatile storage:

e  Configuration protection

e  Global device Readout protection (RDP)

e  Write protection

e  Proprietary code readout protection (PCROP)

e  Secure access mode areas

This section provides a detailed description of all these security mechanisms.

FLASH configuration protection

The embedded Flash memory uses hardware mechanisms to protect the following assets
against unwanted or spurious modifications (e.g. software bugs):

e  Option bytes change

e  Write operations

e Erase commands

e Interrupt masking

More specifically, write operations to embedded Flash memory control registers
(FLASH_CR1/2 and FLASH_OPTCR) are not allowed after reset.

The following sequence must be used to unlock FLASH_CR1/2 register:

1. Program KEY1 to 0x45670123 in FLASH_KEYR1/2 key register.

2. Program KEY2 to 0OXCDEF89AB in FLASH_KEYR1/2 key register.

3. LOCK1/2 bit is now cleared and FLASH_CR1/2 is unlocked.

The following sequence must be used to unlock FLASH_OPTCR register:

1. Program OPTKEY1 to 0x08192A3B in FLASH_OPTKEYR option key register.
2. Program OPTKEY2 to 0x4C5D6E7F in FLASH_OPTKEYR option key register.
3. OPTLOCK bit is now cleared and FLASH_OPTCR register is unlocked.

Any wrong sequence locks up the corresponding register/bit until the next system reset, and
generates a bus error.

The FLASH_CR1/2 (respectively FLASH_OPTCR) register can be locked again by software
by setting the LOCK1/2 bit in FLASH_CR1/2 register (respectively OPTLOCK bit in
FLASH_OPTCR register).

In addition the FLASH_CR1/2 register remains locked and a bus error is generated when
the following operations are executed:
e  programming a third key value

e writing to a different register belonging to the same bank than FLASH_KEYR1/2 before
FLASH_CR1/2 has been completely unlocked (KEY1 programmed but KEY2 not yet
programmed)

e writing less than 32 bits to KEY1 or KEY2.
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Similarly the FLASH_OPTCR register remains locked and a bus error is generated when
the following operations are executed:

e  programming a third key value

e writing to a different register before FLASH_OPTCR has been completely unlocked
(OPTKEY1 programmed but OPTKEY2 not yet programmed)

e writing less than 32 bits to OPTKEY1 or OPTKEY?2.

The embedded Flash memory configuration registers protection is summarized in Table 22.

Table 22. Flash interface register protection summary

Register name

Unlocking register

Protected asset

FLASH_ACR N/A -
FLASH_KEYR1/2 N/A -
FLASH_OPTKEYR N/A -

FLASH_CR1/2

FLASH_KEYR1/2

Write operations
Erase commands
Interrupt generation masking sources

FLASH_SR1/2

N/A

FLASH_CCR1/2

N/A

FLASH_OPTCR

FLASH_OPTKEYR

Option bytes change
Mass erase

FLASH_OPTSR_PRG

FLASH_OPTCR

Option bytes change. See Section 4.4.3:
Option byte modification for details.

FLASH_OPTCCR

N/A

FLASH_PRAR_PRG1/2

FLASH_OPTCR

Option bytes (PCROP). See
Section 4.4.3: Option byte modification
for details.

FLASH_SCAR_PRG1/2

FLASH_OPTCR

Option bytes (security). See
Section 4.4.3: Option byte modification
for details.

FLASH_WPSGN_PRG1/2

FLASH_OPTCR

Option bytes (write protection)

FLASH_BOOT_PRGR

FLASH_OPTCR

Option bytes (boot)

FLASH_CRCCR1/2

FLASH_CRCSADD1/2R

N/A
FLASH_CRCEADD1/2R -
FLASH_CRCDATAR -
FLASH_ECC_FA1/2R N/A -

4.5.2 Write protection

The purpose of embedded Flash memory write protection is to protect the embedded Flash
memory against unwanted modifications of the non-volatile code and/or data.
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Any 128-Kbyte Flash sector can be independently write-protected or unprotected by
clearing/setting the corresponding WRPSn1/2 bit in the FLASH_WPSN_PRG1/2R register.

A write-protected sector can neither be erased nor programmed. As a result, a bank erase
cannot be performed if one sector is write-protected, unless a bank erase is executed during
an RDP level 1 to 0 regression (see Section : Flash bank erase with automatic protection-
removal sequence for details).

The embedded Flash memory write-protection user option bits can be modified without any
restriction when the RDP level is set to level 0 or level 1. When it is set to level 2, the write
protection bitfield can no more be changed in the option bytes.

PCRORP or secure-only areas are write and erase protected.

Write protection errors are documented in Section 4.7: FLASH error management.

Readout protection (RDP)

The embedded Flash memory readout protection is global as it does not apply only to the
embedded Flash memory, but also to the other secured regions. This is done by using
dedicated security signals.

In this section other secured regions are defined as:
e  Backup SRAM
e  RTC backup registers

The global readout protection level is set by writing the values given in Table 23 into the
readout protection (RDP) option byte (see Section 4.4.3: Option byte modification).

Table 23. RDP value vs readout protection level

RDP option byte value Global readout protection level
OxAA Level O
0xCC Level 2
Any other value Level 1

1. Default protection level when RDP option byte is erased.

Definitions of RDP global protection level
RDP Level 0 (no protection)

When the global read protection level 0 is set, all read/program/erase operations from/to the
user Flash memory are allowed (if no others protections are set). This is true whatever the

boot configuration (boot from user or system Flash memory, boot from RAM), and whether

the debugger is connected to the device or not. Accesses to the other secured regions are

also allowed.

RDP Level 1 (Flash memory content protection)

When the global read protection level 1 is set, the below properties apply:

e The Flash memory content is protected against debugger and potential malicious code
stored in RAM. Hence as soon as any debugger is connected or has been connected,
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or a boot is configured in embedded RAM (intrusion), the embedded Flash memory
prevents any accesses to Flash memory.

When no intrusion is detected (no boot in RAM, no boot in System Flash memory and
no debugger connected), all read/program/erase operations from/to the user Flash
memory are allowed (if no others protections are set). Accesses to the other secured
regions are also allowed.

When an intrusion is detected, no accesses to the user Flash memory can be
performed. A bus error is generated when a read access is requested to the Flash
memory. In addition, no accesses to other secured regions (read or write) can be
performed.

When performing an RDP level regression, i.e. programming the RDP protection to
level 0, the user Flash memory and the other secured regions are erased, as described
in RDP protection transitions.

When booting on STM32 bootloader in standard system memory, only the identification
services are available (GET_ID_COMMAND, GET_VER_COMMAND and
GET_CMD_COMMAND).

When booting from STMicroelectronics non-secure bootloader, only the identification
services are available (GET_ID_COMMAND, GET_VER_COMMAND and
GET_CMD_COMMAND).

RDP Level 2 (device protection and intrusion prevention)

When the global read protection level 2 is set, the below rules apply:

All debugging features are disabled.

Like level 0, all read/write/erase operations from/to the user Flash memory are allowed
since the debugger and the boot from RAM and System Flash memory are disabled.
Accesses to the other secured regions are also allowed.

Booting from RAM is no more allowed.

The user option bits described in Section 4.4 can no longer be changed except for the
SWAP bit.

Memory read protection level 2 is an irreversible operation. When level 2 is activated, the
level of protection cannot be changed back to level O or level 1.

The JTAG port is permanently disabled when level 2 is active (acting as a JTAG fuse). As a
consequence. STMicroelectronics is not able to perform analysis on defective parts on
which the level 2 protection has been set.

Apply a power-on reset if the global read protection level 2 is set while the debugger is still
connected.

The above RDP global protection is summarized in Table 24.

3
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Table 24. Protection vs RDP Level("
Inputs Effects
Boot User System .
area Debugger Flash Flash Other Option Comment
RDP secured | Bytes
connected | memory | memory S (4)
2) (3) | regions access
access access
Level 0 | Yes®/No | R/WIE R R/W R/W
User | Level1 | Yes® |I|egal(6) R no access | R/W
Flash access )
memory | | evel 1 No R/W/E R R/W R/W
Level 2 No R/W/E R R/W R
Level 0 | Yes®/No | R/WIE R RIW RW |-
RAM or illegal Wh lected, only ST basi
System | Level1 | Yes®/No ' ega(ﬁ) R no access | R/W en se e(?te > onty asic
Flash access bootloader is executed
memory . No boot from RAM or ST system
Level 2 No Not applicable Flash memory in RDP level 2

R =read, W =write, E = erase.

2. PCRORP (see Section 4.5.4) and secure-only access control (see Section 4.5.5) applies.

Read accesses to secure boot and secure libraries stored in system Flash bank 1 possible only from STMicroelectronics

code.

4. The “other secured regions” are defined at the beginning of this section.

JTAG interface disabled while secure libraries are executed.

6. Read protection error (RDPERR) with bus error on read operations, Write protection error WRPERR) on write/erase
operations.

3
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RDP protection transitions

Figure 13 shows how to switch from one RDP level to another. The transition is effective
after successfully writing the option bytes including RDP (refer to Section 4.4.3 for details on
how to change the option bytes).

Figure 13. RDP protection transition scheme

N\
RDP Level 0
full debug, no
intrusion
RDP Level 1
full debug, intrusion
detection
Legend:

—> RDP increase (+option modification allowed)

----- P RDP regression (+option modification allowed)
RDP unchanged (+option modification allowed)
— —p» RDP unchanged (+only SWAP_BANK option modification allowed)

RDP Level 2
no debug

/

\_<¢

MSv46187V1

Table 25 details the RDP transitions and their effects on the product.

Table 25. RDP transition and its effects

RDP transition Effect on device
Level before Level after RDP option update Debugger Option bytes | Partial/Mass
change change disconnect change erase
L1 not OXAA and not OxCC No Allowed No
LO
L2 0xCC Yes Not allowed No
L2 0xCC Yes Not allowed No
L1
LO 0xAA No Allowed Yes
LO LO 0xAA
No Allowed No
L1 L1 not OxAA and not OxCC

1. Except for bank swapping option bit.
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When the current RDP level is RDP level 1, requesting a new RDP level 0 can cause a full

or partial erase:

e  The user Flash memory area of the embedded Flash memory is fully or partially
erased:

— Apartial sector erase occurs if PCROP (respectively secure-only) areas are
preserved by the application. It happens when both DMEP1/2 bits (respectively
DMES1/2 bits) are cleared to 0 in FLASH_PRAR_CUR1/2 and
FLASH_PRAR_PRG1/2 (respectively FLASH_SCAR_CUR1/2 and
FLASH_SCAR_PRG1/2). The sectors belonging to the preserved area(s) are not
erased.

—  Afull bank erase occurs when at least one DMEP1/2 bit is set to 1 in
FLASH_PRAR_CUR1/2 or FLASH_PRAR_PRG1/2, and at least one DMES1/2 bit
is set to 1 in FLASH_SCAR_CUR1/2 or FLASH_SCAR_PRG1/2.

Note: Data in write protection area are not preserved during RDP regression.
e The other secured regions are also erased (Backup SRAM and RTC backup registers)
During a level regression, if a PCROP area overlaps with a secure-only area, the embedded

Flash memory performs the erase operation depending on the DMES/DMEP options bits
(see strike-through areas in red in Figure 14). More specifically:

e  When DMEP is set in FLASH_PRAR_CUR1/2 or FLASH_PRAR_PRG1/2, the PCROP
area is erased (overlapped or not with secure-only area).

e When DMES is set in FLASH_SCAR_CUR1/2 or FLASH_SCAR_PRG1/2, the secure-
only area is erased (overlapped or not with PCROP area).

Note: The sector protections (PCROP, secure-only) are removed only if the protected sector
boundaries are modified by the user application.

Figure 14. Example of protected region overlapping

Case (A) Case (B)
/S
SEC_AREA_END —®|___ Sector7 Etor /
- - Sector 6 “Sector 6
e PROT_AREA_END Seda'\}
ector
SEC_AREA_START —P> mg SodlE
Sector 2 PROT_AREA_START Sector 2
Sector 1 Sector 1
| Sector 0 ) \___Sector0 J
DMEP =1 and DMES =0 DMEP =0 and DMES =1

Legend:
[] secure access only

[] execute only, no data access (PCROP)
MSv46188V2

About RDP protection errors

Whatever the RDP level, the corresponding error flag is raised when an illegal read or write
access is detected (see Section 4.7: FLASH error management).

3
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Proprietary code readout protection (PCROP)

The embedded Flash memory allows the definition of an “executable-only” area in the user
area of each Flash memory bank. In this area, only instruction fetch transactions from the
system, i.e. no data access (data or literal pool) are allowed. This protection is particularly
efficient to protect third party software intellectual property.

Executable-only area usage requires the native code to be compiled accordingly using
“execute-only” option.

PCROP area programming

One PCROP area can be defined in bank 1 (respectively bank 2) by setting the
PROT_AREA_END1 and PROT_AREA_START1 (respectively PROT_AREA_END2 and
PROT_AREA_START2) option bytes so that the END address is strictly higher than the
START address. PROT_AREA_START and PROT_AREA_END are defined with a
granularity of 256 bytes. This means that the actual PCROP area size (in bytes) is defined
by:

[(PROT_AREA_END - PROT_AREA_START) + 1] x 256
As an example, to set a PCROP area on the first 4 Kbytes of user bank 1 (i.e. from address

0x0800 0000 to address 0x0800 OFFF, both included), the embedded Flash memory must
be configured as follows:

e PROT_AREA_START1[11:0] = 0x000
e PROT_AREA_END1[11:0] = OX00F

The protected area size defined above is equal to:
[(PROT_AREA_END - PROT_AREA_START) + 1] x 256 = 16 x 256 bytes = 4 Kbytes.
The minimum execute-only PCROP area that can be set is 16 Flash words (or 512 bytes).

The maximum area is the whole user Flash memory, configured by setting to the same
value the PCROP area START and END addresses.

It is recommended to align the PCROP area size with the Flash sector granularity in order to
avoid access right issues.

PCROP area properties

Each valid PCROP area has the following properties:
e Arm® Cortex®-M7 debug events are ignored while executing code in this area.

e  Only the CPU can access it (Master ID filtering), using only instruction fetch
transactions. In all other cases, accessing the PCROP area is illegal (see below).

e lllegal transactions to a PCROP area (i.e. data read or write, not fetch) are managed as
below:

— Read operations return a zero, write operations are ignored.

— No bus error is generated but an error flag is raised (RDPERR for read, WRPERR
for write).

e Avalid PCROP area is erase-protected. As a result:

— No erase operations to a sector located in this area is possible (including the
sector containing the area start address and the end address)

3
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— No mass erase can be performed if a single valid PCROP area is defined, except
during level regression or erase with protection removal.

e  Only the CPU can modify the PCROP area definition and DMEP1/2 bits, as explained
in Changing user option bytes in Section 4.4.3.
e During an RDP level 1 to 0 regression where the PCROP area is not null
— The PCROP area content is not erased if the corresponding DMEP1/2 bit are both
cleared to 0 in FLASH_PRAR_CUR1/2 and FLASH_PRAR_PRG1/2 registers.

— The PCROP area content is erased if either of the corresponding DMEP1/2 bit is
setto 1in FLASH_PRAR_CUR1/2 or FLASH_PRAR_PRG1/2 register.

For more information on PCROP protection errors, refer to Section 4.7: FLASH error
management.

Secure access mode

The embedded Flash memory allows the definition of a secure-only area in the user area of
each Flash memory bank. This area can be accessed only while the CPU executes secure
application code. This feature is available only if the SECURITY option bit is set to 1.

Secure-only areas help isolating secure user code from application non-secure code. As an
example, they can be used to protect a customer secure firmware upgrade code, a custom
secure boot library or a third party secure library.

Secure-only area programming

One secure-only area can be defined in bank 1 (respectively bank 2) by setting the
SEC_AREA_END1 and SEC_AREA_START1 (respectively SEC_AREA_END2 and
SEC_AREA_START2) option bytes so that the END address is strictly higher than the
START address. SEC_AREA_START and SEC_AREA_END are defined with a granularity
of 256 bytes. This means that the actual secure-only area size (in bytes) is defined by:

[(SEC_AREA _END - SEC_AREA START) + 1] x 256
As an example, to set a secure-only area on the first 8 Kbytes of user bank 2 (i.e. from

address 0x0810 0000 to address 0x0810 1FFF, both included), the embedded Flash
memory must be configured as follows:

e SEC_AREA_START2[11:0] = 0x000
e SEC_AREA END2[11:0] = Ox01F

The secure-only area size defined above is equal to:
[(SEC_AREA_END - SEC_AREA_START) + 1] x 256 = 32 x 256 bytes = 8 Kbytes.
These option bytes can be modified only by the CPU running ST security library or

application secure code, except during RDP level regression or erase with protection
removal.

The minimum secure-only area that can be set is 16 Flash words (or 512 bytes). The
maximum area is the whole user Flash memory bank, configured by setting to the same
value the secure-only area START and END addresses.

It is recommended to align the secure-only area size with Flash sector granularity in order to
avoid access right issues.
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Secure access-only area properties

Arm® Cortex®-M7 debug events are ignored while executing code in this area.

Only the CPU executing ST secure library or user secure application can access it
(Master ID filtering). In all other cases, accessing the secure-only area is illegal (see
below).

lllegal transactions to a secure-only area are managed as follows:

Data read transactions return zero. Data write transactions are ignored. No bus
error is generated but an error flag is raised (RDSERR for read, WRPERR for
write).

Read instruction transactions generate a bus error and the RDSERR error flag is
raised.

A valid secure-only area is erase-protected. As a result:

No erase operations to a sector located in this area are possible (including the
sector containing the area start address and the end address), unless the
application software is executed from a valid secure-only area.

No mass erase can be performed if a single valid secure-only area is defined,
except during level regression, erase with protection removal or when the
application software is executed from a valid secure-only area.

Only the CPU can modify the secure-only area definition and DMES1/2 bits, as
explained in Changing user option bytes in Section 4.4.3.

During an RDP level 1 to 0 regression where the secure-only area is not null:

the secure-only area content is not erased if the corresponding DMES1/2 bit are
both cleared to 0 in FLASH_SCAR_CUR1/2 and FLASH_SCAR_PRG1/2
registers.

the secure-only area content is erased if either of the corresponding DMES1/2 bit
is setto 1 in FLASH_SCAR_CUR1/2 or FLASH_SCAR_PRG1/2 register.

For more information on secure-only protection errors, refer to Section 4.7: FLASH error
management.

FLASH low-power modes

Introduction

The table below summarizes the behavior of the embedded Flash memory in the
microcontroller low-power modes. The embedded Flash memory belongs to the D1 domain.

Table 26. Effect of low-power modes on the embedded Flash memory

Power mode
D1 domain Allowed if F;ﬁ:: ('i":‘l’)":'
System D1 domain | D2 domain voltage range FLASH busy domain)
state
DRun,
DRun DStop or VOS1/2/3 Yes Run
Run DStandby
DStop, DStop or
DStandby DStandby Off No Off
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Table 26. Effect of low-power modes on the embedded Flash memory (continued)

Power mode
D1 domain Allowed if FLASH power
System voltage range FLASH busy mode (in D1
D1 domain | D2 domain domain)
state
DStop or Clock gated or
DStop DStandby SVOS3/4/5 No Stopped
Stop oS
top or
DStandby DStandby off No off
Standby(") | DStandby | DStandby No

1. D3 domain must always be in DStandby mode. When all clocks are stopped and the CPU is in CStop, the
VCORE domain is switched off.

When the system state changes or within a given system state, the embedded Flash
memory might get a different voltage supply range (VOS) according to the application. The
procedure to switch the embedded Flash memory into various power mode (run, clock
gated, stopped, off) is described hereafter.

Note: For more information in the microcontroller power states, refer to the Power control section
(PWR).

4.6.2 Managing the FLASH domain switching to DStop or DStandby

As explain in Table 26, if the embedded Flash memory informs the reset and clock controller
(RCC) that it is busy (i.e. BSY1/2, QW1/2, WBNE1/2 is set), the microcontroller cannot
switch the D1 domain to DStop or DStandby mode.

Note: CRC_BUSY1/2 is not taken into account.

There are two ways to release the embedded Flash memory:
e Reset the WBNE1/2 busy flag in FLASH_SR1/2 register by any of the following actions:
a) Complete the write buffer with missing data.

b) Force the write operation without filling the missing data by activating the FW1/2
bit in FLASH_CR1/2 register. This forces all missing data “high”.

c) Resetthe PG1/2 bitin FLASH_CR1/2 register. This disables the write buffer and
consequently lead to the loss of its content.

e Poll QW1/2 busy bits in FLASH_SR1/2 register until they are cleared. This will indicate
that all recorded write, erase and option change operations are complete.

The microcontroller can then switch the domain to DStop or DStandby mode.

3
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FLASH error management

Introduction

The embedded Flash memory automatically reports when an error occurs during a read,
program or erase operation. A wide range of errors are reported:

e  Write protection error WRPERR)

e Programming sequence error (PGSERR)

e  Strobe error (STRBERR)

e Inconsistency error (INCERR)

e  Operation error (OPERR)

e Error correction code error (SNECCERR/DBECCERR)
e  Read protection error (RDPERR)

e Read secure error (RDSERR)

e  Option byte change error (OPTCHANGEERR)

The application software can individually enable the interrupt for each error, as detailed in
Section 4.8: FLASH interrupts.

For some errors, the application software must clear the error flag before attempting a new
operation.

Each bank has a dedicated set of error flags in order to identify which bank generated the
error. They are available in Flash Status register 1 or 2 (FLASH_SR1/2).

Write protection error (WRPERR)

When an illegal erase/program operation is attempted to the non-volatile memory bank 1
(respectively bank 2), the embedded Flash memory sets the write protection error flag
WRPERR1 (respectively WRPERR?2) in FLASH_SR1 register (respectively FLASH_SR2).

An erase operation is rejected and flagged as illegal if it targets one of the following memory
areas:
e  Asector belonging to a valid PCROP area (even partially)

e Asector belonging to a valid secure-only area (even partially) except if the application
software is executed from a valid secure-only area

e A sector write-locked with WRPSn
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An program operation is ignored and flagged as illegal if it targets one of the following
memory areas:

e The system Flash memory (bank 2 only) while the device is not executing ST
bootloader code

e Auser Flash sector belonging to a valid PCROP area while the device is not executing
an ST secure library

e Auser Flash sector belonging to a valid secure-only area while the device is not
executing user secure code or ST secure library

e  Auser sector write-locked with WRPSn
e The bank 1 system Flash memory

e  The user main Flash memory when RDP level is 1 and a debugger has been detected
on the device, or the CPU has not booted from user Flash memory.

. Areserved area

When WRPERR1/2 flag is raised, the operation is rejected and nothing is changed in the
corresponding bank. If a write burst operation was ongoing, WRPERR1/2 is raised each
time a Flash word write operation is processed by the embedded Flash memory.

WRPERR1/2 flag does not block any new erase/program operation.

Not resetting the write protection error flag (WRPERR1/2) does not generate a PGSERR
error.

WRPERR1/2 flag is cleared by setting CLR_ WRPERR1/2 bit to 1 in FLASH_CCR1/2
register.

If WRPERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
WRPERR1/2 flag is raised (see Section 4.8: FLASH interrupts for details).

Programming sequence error (PGSERR)

When the programming sequence to the bank 1 (respectively bank 2) is incorrect, the
embedded Flash memory sets the programming sequence error flag PGSERR1
(respectively PGSERR2) in FLASH_SR1 register (respectively FLASH_SR2).

More specifically, PGSERR1/2 flag is set if one of below conditions is met:

e  Awrite operation is requested but the program enable bit (PG1/2) has not been set in
FLASH_CR1/2 register prior to the request.

e The inconsistency error (INCERR1/2) has not been cleared to 0 before requesting a
new write operation.

When PGSERR1/2 flag is raised, the current program operation is aborted and nothing is
changed in the corresponding bank. The corresponding write data buffer is also flushed. If a
write burst operation was ongoing, PGSERR1/2 is raised at the end of the burst.

When PGSERR1/2 flag is raised, there is a risk that the last write operation performed by
the application has been lost because of the above protection mechanism. Hence it is
recommended to generate interrupts on PGSERR and verify in the interrupt handler if the
last write operation has been successful by reading back the value in the Flash memory.

The PGSERR1/2 flag also blocks any new program operation. This means that PGSERR1
(respectively 2) must be cleared before starting a new program operation on bank 1
(respectively bank 2).
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PGSERR1/2 flag is cleared by setting CLR_PGSERR1/2 bit to 1 in FLASH_CCR1/2
register.

If PGSERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
PGSERR1/2 flag is raised. See Section 4.8: FLASH interrupts for details.

Strobe error (STRBERR)

When the application software writes several times to the same byte in bank 1 (respectively
bank 2) write buffer, the embedded Flash memory sets the strobe error flag STRBERR1
(respectively STRBERR?2) in FLASH_SR1 register (respectively FLASH_SR2).

When STRBERR1/2 flag is raised, the current program operation is not aborted and new
byte data replace the old ones. The application can ignore the error, proceed with the
current write operation and request new write operations. If a write burst was ongoing,
STRBERR1/2 is raised at the end of the burst.

STRBERR1/2 flag is cleared by setting CLR_STRBERR1/2 bit to 1 in FLASH_CCR1/2
register.

If STRBERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
STRBERR1/2 flag is raised. See Section 4.8: FLASH interrupts for details.

Inconsistency error (INCERR)

When a programming inconsistency to bank 1 (respectively bank 2) is detected, the
embedded Flash memory sets the inconsistency error flag INCERR1 (respectively
INCERR2) in register FLASH_SR1 (respectively FLASH_SR2).

More specifically, INCERR flag is set when one of the following conditions is met:

e  Awrite operation is attempted before completion of the previous write operation, e.g.

—  The application software starts a write operation to fill the 256-bit write buffer, but
sends a new write burst request to a different Flash memory address before the
buffer is full.

— One master starts a write operation, but before the buffer is full, another master
starts a new write operation to the same address or to a different address.

e  Awrap burst request issued by a master overlaps two or more 256-bit Flash-word
addresses, i.e. wrap bursts must be done within 256-bit Flash-word address
boundaries.

INCERR flag must be cleared before starting a new write operation, otherwise a sequence
error (PGSERR) is raised.

It is recommended to follow the sequence below to avoid losing data when an inconsistency
error occurs:

1. Execute a handler routine when INCERR1 or INCERR?2 flag is raised.

2. Stop all write requests to embedded Flash memory.

3. Verify that the write operations that have been requested just before the INCERR event
have been successful by reading back the programmed values from the memory.

4. Clear the corresponding INCERR1/2 bit.
5. Restart the write operations where they have been interrupted.

INCERR1/2 flag is cleared by setting CLR_INCERR1/2 bit to 1 in FLASH_CCR1/2 register.
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If INCERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
INCERR1/2 flag is raised (see Section 4.8: FLASH interrupts for details).

Operation error (OPERR)

When an error occurred during a write or an erase operation to bank 1 (respectively bank 2),
the embedded Flash memory sets the operation error flag OPERR1 (respectively OPERR2)
in FLASH_SR1 register (respectively FLASH_SR2). This error may be caused by an
incorrect non-volatile memory behavior due to cycling issues or to a previous modify
operation stopped by a system reset.

When OPERR1/2 flag is raised, the current program/erase operation is aborted.
OPERR1/2 flag is cleared by setting CLR_OPERR1/2 bit to 1 in FLASH_CCR1/2 register.

If OPERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
OPERR1/2 flag is raised (see Section 4.8: FLASH interrupts for details).

Error correction code error (SNECCERR/DBECCERR)

When a single error correction is detected during a read from bank 1 (respectively bank 2)
the embedded Flash memory sets the single error correction flag SNECCERR1
(respectively SNECCERR2) in FLASH_SR1 register (respectively FLASH_SR2).

When two ECC errors are detected during a read to bank 1 (respectively bank 2), the
embedded Flash memory sets the double error detection flag DBECCERR1 (respectively
DBECCERR?2) in FLASH_SR1 register (respectively FLASH_SR2). When SNECCERR1/2
flag is raised, the corrected read data are returned. Hence the application can ignore the
error and request new read operations.

If a read burst operation was ongoing, SNECCERR1/2 or DBECCERR1/2 flag is raised
each time a new data is sent back to the requester through the AXI interface.

When SNECCERR1/2 or DBECCERR1/2 flag is raised, the address of the Flash word that
generated the error is saved in the FLASH_ECC_FA1/2R register.This register is
automatically cleared when the associated flag that generated the error is reset.

In case of successive single correction or double detection errors, only the address
corresponding to the first error is stored in FLASH_ECC_FA1/2R register.

When DBECCERR1/2 flag is raised, a bus error is generated. In case of successive double
error detections, a bus error is generated each time a new data is sent back to the requester
through the AXI interface.

It is not mandatory to clear SNECCERR1/2 or DBECCERR1/2 flags before starting a new
read operation.

SNECCERR1/2 (respectively DBECCERR1/2) flag is cleared by setting to 1
CLR_SNECCERR1/2 bit (respectively CLR_DBECCERR1/2 bit) in FLASH_CCR1/2
register.

If SNECCERR1/2 (respectively DBECCERR1/2) bitin FLASH_CR1/2 register is set to 1, an
interrupt is generated when SNECCERR1/2 (respectively DBECCERR1/2) flag is raised.
See Section 4.8: FLASH interrupts for details.
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Read protection error (RDPERR)

When a read operation to a PCROP, a secure-only or a RDP protected area is attempted in
non-volatile memory bank 1 (respectively bank 2), the embedded Flash memory sets the
read protection error flag RDPERR1 (respectively RDPERR2) in FLASH_SR1 register
(respectively FLASH_SR2).

When RDPERR1/2 flag is raised, the current read operation is aborted but the application
can request new read operations. If a read burst was ongoing, RDPERR1/2 is raised each
time a data is sent back to the requester through the AXl interface.

A bus error is raised if a standard application attempts to execute on a secure-only or a RDP
protected area.

RDPERR1/2 flag is cleared by setting CLR_RDPERR1/2 bit to 1 in FLASH_CCR1/2
register.

If RDPERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
RDPERR1/2 flag is raised (see Section 4.8: FLASH interrupts for details).

Read secure error (RDSERR)

When a read operation is attempted to a secure address in bank 1 (respectively bank 2), the
embedded Flash memory sets the read secure error flag RDSERR1 (respectively
RDSERR2) in FLASH_SR1 register (respectively FLASH_SR2). For more information, refer
to Section 4.5.5: Secure access mode.

When RDSERR1/2 flag is raised, the current read operation is aborted and the application
can request new read operations. If a read burst was ongoing, RDSERR1/2 is raised each
time a data is sent back to the requester through the AXl interface.

The bus error is raised only if the illegal access is due to an instruction fetch.

RDSERR1/2 flag is cleared by setting CLR_RDSERR1/2 bit to 1 in FLASH_CCR1/2
register.

If RDSERRIE1/2 bit in FLASH_CR1/2 register is set to 1, an interrupt is generated when
RDSERR1/2 flag is raised (see Section 4.8: FLASH interrupts for details).

CRC read error (CRCRDERR)

After a CRC computation in bank 1 (respectively bank 2), the embedded Flash memory sets
the CRC read error flag CRCRDERR1 (respectively CRCRDERR2) in FLASH_SR1 register
(respectively FLASH_SR2) when one or more address belonging to a protected area was
read by the CRC module. A protected area corresponds to a PCROP area (see

Section 4.5.4) or to a secure-only area (see Section 4.5.5).

CRCRDERR1/2 flag is raised when CRCEND1/2 bit is set to 1 (end of CRC calculation). In
this case, it is likely that the CRC result is wrong since illegal read operations to protected
areas return null values.

CRCRDERR1/2 flag is cleared by setting CLR_CRCRDERR1/2 bit to 1 in FLASH_CCR1/2
register.

If CRCRDERRIE1/2 bitin FLASH_CR1/2 register is set to 1, an interrupt is generated when
CRCRDERR1/2 flag is raised together with CRCEND1/2 bit (see Section 4.8: FLASH
interrupts for details).
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Option byte change error (OPTCHANGEERR)

When the embedded Flash memory finds an error during an option change operation, it
aborts the operation and sets the option byte change error flag OPTCHANGEERR in
FLASH_OPTSR_CUR register.

OPTCHANGEERR flag is cleared by setting CLR_OPTCHANGEERR bit to 1 in
FLASH_OPTCCR register.

If OPTCHANGEERRIE bit in FLASH_OPTCR register is set to 1, an interrupt is generated
when OPTCHANGEERR flag is raised (see Section 4.8: FLASH interrupts for details).

Miscellaneous HardFault errors

The following events generate a bus error on the corresponding bus interface:
e  OnAXI system bus:

— accesses to user Flash memory while RDP is set to 1 and a illegal condition is
detected (boot from system Flash memory, boot from RAM, or debugger
connected)

— fetching to secure-only user Flash memory without the correct access rights
e On AHB configuration bus:
— wrong key input to FLASH_KEYR1/2 or FLASH_OPTKEYR

FLASH interrupts

The embedded Flash memory can generate a maskable interrupt to signal the following
events on a given bank:

e Read and write errors (see Section 4.7: FLASH error management)
—  Single ECC error correction during read operation
—  Double ECC error detection during read operation
—  Write inconsistency error
— Bad programming sequence
—  Strobe error during write operations
— Non-volatile memory write/erase error (due to cycling issues)
— option change operation error
e  Security errors (see Section 4.7: FLASH error management)
—  Wirite protection error
— Read protection error
— Read secure error
—  CRC computation on PCROP or secure-only area error
e  Miscellaneous events (described below)
—  End of programming
—  CRC computation complete
These multiple sources are combined into a single interrupt signal, flash_it, which is the

only interrupt signal from the embedded Flash memory that drives the NVIC (nested
vectored interrupt controller).
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You can individually enable or disable embedded Flash memory interrupt sources by
changing the mask bits in the FLASH_CR1/2 register. Setting the appropriate mask bit to 1
enables the interrupt.

Note: Prior to writing, FLASH_CR1/2 register must be unlocked as explained in Section 4.5.1:
FLASH configuration protection

Table 27 gives a summary of the available embedded Flash memory interrupt features. As
mentioned in the table below, some flags need to be cleared before a new operation is

triggered.
Table 27. Flash interrupt request
Clear flag Bus
Interrupt event Event flag Enable control bit | to resume error
operation
on bank 1 EOP1 EOPIE1
End-of-program event N/A N/A
on bank 2 EOP2 EOPIE2
on bank 1 CRCEND1 CRCENDIE1
CRC complete event N/A N/A
on bank 2 CRCEND2 CRCENDIE2
on bank 1 WRPERR1 WRPERRIE1
Write protection error No No
on bank 2 WRPERR2 WRPERRIE2
on bank 1 PGSERR1 PGSERRIE1
Programming sequence error Yes(!) No
on bank 2 PGSERR2 PGSERRIE2
on bank 1 STRBERR1 STRBERRIE1
Strobe error No No
on bank 2 STRBERR2 STRBERRIE2
on bank 1 INCERR1 INCERRIE1
Inconsistency error Yes() No
on bank 2 INCERR2 INCERRIE2
on bank 1 OPERR1 OPERRIE1
Operation error No No
on bank 2 OPERR2 OPERRIE2
ECC single error correction on bank 1 SNECCERR1 SNECCERRIE1 N N
o] o}
event on bank 2 SNECCERR2 SNECCERRIE2
ECC double error detection on bank 1 DBECCERR1 DBECCERRIE1 N v
o es
event on bank 2 DBECCERR2 DBECCERRIE2
on bank 1 RDPERR1 RDPERRIE1
Read protection error No Yes®
on bank 2 RDPERR2 RDPERRIE2
on bank 1 RDSERR1 RDSERRIE1 No
Read secure error No (data)
on bank 2 RDSERR2 RDSERRIE2 Yes
(fetch)
on bank 1 CRCRDERR1 CRCRDERRIE1
CRC read error No No
on bank 2 CRCRDERR2 CRCRDERRIE2
Option Bytes operation error all banks OPTCHANGEERR | OPTCHANGEERRIE No No
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1. Programming still possible on the AXI interface that did not trigger the inconsistency error, on the Flash bank that does not
have the flag bit raised. See Section 4.7.5: Inconsistency error (INCERR) for details.

2. Bus error occurs only when accessing RDP protected area, as defined in Section 4.5.3: Readout protection (RDP)

The status of the individual maskable interrupt sources described in Table 27 (except for
option byte error) can be read from the FLASH_SR1/2 register. They can be cleared by
setting to 1 the adequate bit in FLASH_CCR1/2 register.

Note: No unlocking mechanism is required to clear an interrupt.

End-of-program event

Setting the end-of-operation interrupt enable bit (EOPIE1/2) in the FLASH_CR1/2 register
enables the generation of an interrupt at the end of an erase operation, a program operation
or an option byte change on bank 1/2. The EOP1/2 bit in the FLASH_SR1/2 register is also
set when one of these events occurs.

Setting CLR_EOP1/2 bit to 1 in FLASH_CCR1/2 register clears EOP1/2 flag.

CRC end of calculation event

Setting the CRC end-of-calculation interrupt enable bit (CRCENDIE1/2) in the
FLASH_CR1/2 register enables the generation of an interrupt at the end of a CRC operation
on bank 1/2. The CRCEND1/2 bit in the FLASH_SR1/2 register is also set when this event
occurs.

Setting CLR_CRCEND1/2 bit to 1 in FLASH_CCR1/2 register clears CRCEND1/2 flag.

3
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4.9 FLASH registers
4.9.1 FLASH access control register (FLASH_ACR)
Address offset: 0x000 or 0x100
Reset value: 0x0000 0037
For more details, refer to Section 4.3.8: FLASH read operations and Section 4.3.9: FLASH
program operations.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WRHIGHFREQ LATENCY
Bits 31:6 Reserved, must be kept at reset value.
Bits 5:4 WRHIGHFREQ: Flash signal delay
These bits are used to control the delay between non-volatile memory signals during
programming operations. The application software has to program them to the correct value
depending on the embedded Flash memory interface frequency. Please refer to Table 17 for
details.
Note: No check is performed by hardware to verify that the configuration is correct.
Bits 3:0 LATENCY: Read latency
These bits are used to control the number of wait states used during read operations on both
non-volatile memory banks. The application software has to program them to the correct
value depending on the embedded Flash memory interface frequency and voltage
conditions.
0000: zero wait state used to read a word from non-volatile memory
0001: one wait state used to read a word from non-volatile memory
0010: two wait states used to read a word from non-volatile memory
0100: four wait states used to read a word from non-volatile memory
Note: No check is performed by hardware to verify that the configuration is correct.
4.9.2 FLASH key register for bank 1 (FLASH_KEYR1)

200/3319

Address offset: 0x004
Reset value: 0x0000 0000

FLASH_KEYR1 is a write-only register. The following values must be programmed
consecutively to unlock FLASH_CR1 register:

1. 15'key = 0x4567 0123

2. 2" key = OXCDEF 89AB

3
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31 30 20 28 27 26 25 24 23 2 21 20 19 18 17 16
KEY1R

w [wlwlwlwl[w]w][w][w][w]w]w]w]w]w]ouw

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
KEY1R

Bits 31:0 KEY1R: Non-volatile memory bank 1 configuration access unlock key

493 FLASH option key register (FLASH_OPTKEYR)
Address offset: 0x008 or 0x108
Reset value: 0x0000 0000

FLASH_OPTKEYR is a write-only register. The following values must be programmed
consecutively to unlock FLASH_OPTCR register:
1. 1Stkey = 0x0819 2A3B

2. 2" key = 0x4C5D 6E7F

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OPTKEYR

v [ [w [ w wlwlwlwlwl[wlwlwlw]wv]w][o

15 14 13 12 1 ° 9 8 7 6 5 4 3 2 1 0
OPTKEYR

v v [w v wlwlwlwlwlwlwlwlwlwv]w[ow

Bits 31:0 OPTKEYR: FLASH option bytes control access unlock key

4.9.4 FLASH control register for bank 1 (FLASH_CR1)

Address offset: 0x00C
Reset value: 0x0000 0031

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
g | - | a | a] - | - _ - - T -
@ w @ @ w w | w o w w -
4 a 4 4 © 4 r I x © 2 w
i z i L 4 o4 £ 4 & rd x o
o ui Q Q w w ] ] w w w o
[ O o O @ o LL o a ) o Q
@) o w | a] a] o = = ] x
o o 0 zZ 4 4 = » a =
o a &
w w rw w rw w w w w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
& s N T
- - o - - T
o x x
Q z % 2 3 i mi Q 8
€ ) = o m » S
w w | rw | rw w rw rw w rw w w rs
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Bits 31:29
Bit 28

Bit 27

Bit 26

Bit 25

Bit 24

Bit 23

Bit 22

Bit 21

Reserved, must be kept at reset value.

CRCRDERRIE1: Bank 1 CRC read error interrupt enable bit
When CRCRDERRIE1 bit is set to 1, an interrupt is generated when a protected area
(PCROP or secure-only) has been detected during the last CRC computation on bank 1.
CRCRDERRIE1 can be programmed only when LOCK1 is cleared to 0.
0: no interrupt generated when a CRC read error occurs on bank 1
1: interrupt generated when a CRC read error occurs on bank 1

CRCENDIE1: Bank 1 CRC end of calculation interrupt enable bit
When CRCENDIE1 bit is set to 1, an interrupt is generated when the CRC computation has
completed on bank 1. CRCENDIE1 can be programmed only when LOCK1 is cleared to 0.
0: no interrupt generated when CRC computation complete on bank 1
1: interrupt generated when CRC computation complete on bank 1

DBECCERRIE1: Bank 1 ECC double detection error interrupt enable bit

When DBECCERRIE1 bit is set to 1, an interrupt is generated when an ECC double
detection error occurs during a read operation from bank 1. DBECCERRIE1 can be
programmed only when LOCK1 is cleared to 0.

0: no interrupt generated when an ECC double detection error occurs on bank 1
1: interrupt generated if an ECC double detection error occurs on bank 1

SNECCERRIE1: Bank 1 ECC single correction error interrupt enable bit

When SNECCERRIE1 bitis set to 1, an interrupt is generated when an ECC single correction
error occurs during a read operation from bank 1. SNECCERRIE1 can be programmed only
when LOCK1 is cleared to 0.

0: no interrupt generated when an ECC single correction error occurs on bank 1
1: interrupt generated when an ECC single correction error occurs on bank 1

RDSERRIE1: Bank 1 secure error interrupt enable bit
When RDSERRIE1 bit is set to 1, an interrupt is generated when a secure error (access to a
secure-only protected address) occurs during a read operation from bank 1. RDSERRIE1
can be programmed only when LOCK1 is cleared to O.
0: no interrupt generated when a secure error occurs on bank 1
1: an interrupt is generated when a secure error occurs on bank 1

RDPERRIE1: Bank 1 read protection error interrupt enable bit
When RDPERRIE1 bit is set to 1, an interrupt is generated when a read protection error
occurs (access to an address protected by PCROP or by RDP level 1) during a read
operation from bank 1. RDPERRIE1 can be programmed only when LOCK1 is cleared to 0.
0: no interrupt generated when a read protection error occurs on bank 1
1: an interrupt is generated when a read protection error occurs on bank 1

OPERRIE1: Bank 1 write/erase error interrupt enable bit

When OPERRIE1 bit is set to 1, an interrupt is generated when an error is detected during a
write/erase operation to bank 1. OPERRIE1 can be programmed only when LOCK1 is
cleared to 0.

0: no interrupt generated when a write/erase error occurs on bank 1
1: interrupt generated when a write/erase error occurs on bank 1

INCERRIE1: Bank 1 inconsistency error interrupt enable bit

When INCERRIE1 bit is set to 1, an interrupt is generated when an inconsistency error
occurs during a write operation to bank 1. INCERRIE1 can be programmed only when
LOCK1 is cleared to 0.

0: no interrupt generated when a inconsistency error occurs on bank 1
1: interrupt generated when a inconsistency error occurs on bank 1.
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Bit 20
Bit 19

Bit 18

Bit 17

Bit 16

Bit 15

Bit 14
Bits 13:11
Bits 10:8

Bit 7

Reserved, must be kept at reset value.

STRBERRIE1: Bank 1 strobe error interrupt enable bit

When STRBERRIE1 bit is set to 1, an interrupt is generated when a strobe error occurs (the
master programs several times the same byte in the write buffer) during a write operation to
bank 1. STRBERRIE1 can be programmed only when LOCK1 is cleared to O.

0: no interrupt generated when a strobe error occurs on bank 1

1: interrupt generated when strobe error occurs on bank 1.

PGSERRIE1: Bank 1 programming sequence error interrupt enable bit

When PGSERRIE1 bit is set to 1, an 